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1 win

AN BZOESHERE, BSHENSENA. AR, ABEEINE, NP TRS
W45,
AR OB BIE@EGEHEARIR, FHEE UNIS M2 5.

1.1 HE&H#AR

BT, HEEERE R 7 A, SRR

o HEFWNIIM (RFC 3164 & XMk D:

<PRI>TIMESTAMP Sysname %%vendorMODULE/severity/MNEMONIC: location; CONTENT
o AEHEENITIH:

Prefix TIMESTAMP Sysname MODULE/severity/MNEMONIC: CONTENT

#*1-1 HEFERIRA

N

FE fik
RIAEHEFRRTTE, AEE TR A EEENMEHERFE . RAERMITE AR facility X
8-+ severity
<PRI> o facility ®or HETHMICHE T E, | info-center loghost 4 W E, TEMHTH

HEEYUmAREANE R H SR, &k, sty HEEKH &,
o severity KR HERFBEMCELES, RS UESIE 1-2
G BRBRRRE, A TR 7 A3EH EFNT M HEER
Prefix o TS (%) : FxiZHEREEN Informational 1 & UL LR H &
o RE (*): FRIZHEEEAN Debug ZHHE
BFABRIE SR T HEE B AW R, HEHA P EFAE M REHF

o  HEFMIM: WREREHEF, FHRLUEE info-center timestamp
TIMESTAMP loghost 4 5 52 S 2 % 20

o AEAEFNII: WAIEKEFHEIZER, A TLU#E info-center timestamp iy
4 H 8 X AR 7~ 2

Sysname AR H AR BT & 1 A R e Pk

" EhRE, %%10KmA HEE B HUNISHE A K

%%vendor R R s
RARAEHEFNMHEFHEFZTR

MODULE iz H B B DR B 1) 44 5K

severity HZEGEEMWSEY, BAHIHESEL-2

MNEMONIC Bhiefs, AFBEAZHEGEEIMR, &— M2/ 7155
ENEE, ARmRZHEGERN™ESE . REBATTEFZER, RAEHEFERREHEE
WL A 2147175, TTREES LT S4L:

location

e -MDC=XX, Fn4izHER MDC 145
o -DevIp=XXX.XXX.XXX.XXX, FxHEREEKE P




ik

e -Chassis=XX-Slot=XX, #R41%HEH Chassis %i 51 Slot 4i 5
WU

-attribute1=x-attribute2=y...-attributeN=z

NS B SRR Z M 4 5 s« 7 5B

Z

BEF Mo bR EENFT G B .EAHH, R4 location F .

CONTENT

ZHER AN, 5 S s iRk A RS 2
XTFAT B AR S HOR, AT £L-35% X775 &R

S B TR IR 1-2 B ) \AN SRS, 25 S5 2 B A R EUE A 0~ 7 MR FEAIG
F*<1-2 th\?riffﬁlﬁﬁﬁ

3l FEEE biz:py
0 Emergency FRBEEATTHIEE, WRSERNC A
1 Alert FoR B BB M, fR B2 RS S, iR R O R R
2 Critical FoRMEER, MRERECEBIE B, B RIR XU IS
3 Error FORERGEE, AR OEERCRESAR M, ARk AE
4 Warning FoREEGR, MBLERENTT, WNARREESE
5 Notification FORIER M IMER EERE R, il & SR, B EH
: Informational TR EALR ARG 2, WE N A AT 2 HIILRAE 2, AT ping i &
RIS EHSE
7 Debug Foni RN E R

ASCAE I 1-3 58 LHYJ7 SR H SRR 7 B ] 22 S 40k

#*1-3 AILSHY
SHHRIR SRR
INT16 ARSI 16454
UINT16 TSI 16 4 %
INT32 AR5 I320 4
UINT32 TS I3 4
INT64 A5 64 H 4
UINT64 TETF5 (641 H 4y
DOUBLE BRS04 5, = [INT32).[INT32]
HEX RVAY Ak




SHHTIR SHAR
CHAR FATHRA
STRING FRERRTY
IPADDR I3t
MAC MACH: i1
DATE H
TIME I ]

12 ﬂMﬂgfi ER E IL.‘1I=I e

1.2.1 i

1.2.2 1]

1.2.3 1

S5 BEHOR AR B H B RR A (S B D, f{E B O s —

FEE LR, WA TS RO B TIF R, I vrnEitl & (console). M5 £k (monitor).
HEZM X (logbuffer). HEFHL (oghost) F1HE S (logfile) J5d i H &R B

i1t info-center source 74 ] DL B HEAE S5 H N, ad s B er DU & H &4
HH 5 1) DA RS R B R e AR B B A5 R 25 ) H GBS B TR . I (S B AR T ST R E S AW
H G5 B2 Bl B 20T e 3 5 ). g, H R o dn SR 46 7 e 554408 6 Cinformational)
Ffs B, Mg 0~6 ({5 B i 214 5 i 7 1)

KFAE B LR IES N “MEEHEARERERS” P “EEaF07,

BiEEFRKREAE
H gt Console # M8 s 45 fa, 1T LIRS & 1 SEiy & 20 & i H &

LA TR DL VTY BB P LSRR P & IR S R 5, WA SaT&s

EoaHE, BFEHITUTERE:

e 47 terminal monitor 43T & N o IhRE

e i#Hid terminal logging level 4B 7 Y HT 2 b s H ARG . SEFRReE7E 4 b
FERFIHEZS HE info-center source 1 terminal logging level #&3:[qE ik
JE o

terminal monitor @4 Ml terminal logging level 4 R 4aiast4 %, M EHE

WS, HEAENE.

B HEZ R X RE AR

it display logbuffer & &R HEZMMX ik HE



1.2.4 BiFHEXHHREBEE

R H SRR HE g X5, F P T RUd s PR 75 30f H S g X i) H S RA7 2T H

B

e 47 logFile save @

FBIRE H S SRR X P i A B A R A7 21 H B3

o  ARGAHINERH ?Si#%‘{tlﬂ l: EP E’J V\J?ﬁ%ﬁ JHESCF. ShETELT, REEESI R H S

FRRHi% Jy 600 .

.

it info-center logfile frequency 415 SURAER

SCAE YR ORAT BAZ AT it B 25 R H 531 1Y logfile H %
AT LLEE HE S A A

H&
i#iT more

1.2.5 @i HEEHNIKREAZE

HFAECE info-center loghost 4 )5, W&SREE IP M HEFNAIEHE, EHEE
FLER AT EE SRS HE. mFfRe 2 AMHEFEN, T2K#4T info-center loghost

i

TR e BB R HE AR A5 B A DS A0 H B RS E -3, B, HE

FEHUR TR A SR X

1.3 BHRRYIR

LA T AT RAERRGH EER

AN H 5 I EE1E N 514,

AR o, “OPENSRC” AREE T FF IR R fF A5 ER

FIH &, AR “OPENSRC (FEHF 7R SR AR THE A D i H 545 B
R1-4 HHERRTIR

RRF REREFR
AAA Authentication, Authorization and Accounting
ACL Access Control List
AFT Address Family Translation
ARP Address Resolution Protocol
ATK ATK Detect and Defense
BFD Bidirectional Forwarding Detection
BGP Border Gateway Protocol
BLS Blacklist
CFD Connectivity Fault Detection
CFGMAN Configuration Management
CLKM Clock Monitoring
DEV Device Management
DHCP Dynamic Host Configuration Protocol
DHCPR IPv4 DHCP Relay




RERZ

RIREFR

DHCPS IPv4 DHCP Server

DHCPS6 IPv6 DHCP Server

DHCPSP4 IPv4 DHCP snooping

DHCPSP6 IPv6 DHCP snooping

DIAG Diagnosis

DLDP Device Link Detection Protocol
EDEV Extender Device Management

ETH Ethernet

ETHOAM Ethernet Operation, Administration and Maintenance
FIB Forwarding Information Base
FILTER Filter

FTP File Transfer Protocol

gRPC Google Remote Procedure Call

HA High Availability

HTTPD Hypertext Transfer Protocol Daemon
IFMON Interface Monitor

IFNET Interface Net Management

IKE Internet Key Exchange

IP6ADDR IPv6 address

IP6FW IPv6 Forwarding

IPADDR IP address

IPFW IP Forwarding

IPSEC IP Security

IRDP ICMP Router Discovery Protocol
ISIS Intermediate System-to-Intermediate System
ISSU In-Service Software Upgrade

L2VPN Layer 2 VPN

LAGG Link Aggregation

LDP Label Distribution Protocol

LIPC Leopard Inter-process Communication
LLDP Link Layer Discovery Protocol

LOAD Load Management

LOCAL Local

LOGIN Login

LS Local Server




RERZ

RIREFR

LSM Label Switch Management

LSPV LSP Verification

MAC Media Access Control

MBFD MPLS BFD

MBUF Memory Buffer

MDC Multitenant Device Context

MFIB Multicast Forwarding Information Base
MGROUP Mirroring group

MPLS Multiprotocol Label Switching
MTLK Monitor Link

MTP Maintain Probe

NAT Network Address Translate

ND Neighbor Discovery

NETCONF Network Configuration Protocol
NQA Network Quality Analyzer

NTP Network Time Protocol

OFP OpenFlow Protocol

OPTMOD Optical Module

OSPF Open Shortest Path First

OSPFV3 Open Shortest Path First Version 3
PBR Policy Based Route

PCE Path Computation Element
PFILTER Packet Filter

PIM Protocol Independent Multicast
PING Packet Internet Groper

PKI Public Key Infrastructure
PKT2CPU Packet to CPU

PKTCPT Packet Capture

PPP Point to Point Protocol

PTP Precision Time Protocol

PWDCTL Password Control

QOs Quality of Service

RADIUS Remote Authentication Dial In User Service
RIP Routing Information Protocol
RIPNG Routing Information Protocol Next Generation

6



RIRZ RIREFR
RM Routing Management
RSVP Resource Reservation Protocol
RTM Real-Time Management
SCM Service Control Manager
SCRLSP Static CRLSP
SESSION Session
SHELL Shell
SLSP Static LSP
SNMP Simple Network Management Protocol
SSHC Secure Shell Client
SSHS Secure Shell Server
STP Spanning Tree Protocol
STRUNK Smart Trunk
SYSEVENT System Event
SYSLOG System Log
TACACS Terminal Access Controller Access Control System
TE Traffic Engineering
TELNETD Telnet Daemon
UCM™M User Connection Management
URPF Unicast Reverse Path Forwarding
VLAN Virtual Local Area Network
VRRP Virtual Router Redundancy Protocol
VSRP Virtual Service Redundancy Protocol
VXLAN Virtual eXtensible LAN
7 H & 7 H &

1.4 #4{EF AR

IO R G H EE BB 2E, R MREB LT R Y . R MERT, REGHERFR
HEIRBNCATII A PR, A BHRPHER . f%ﬁ?#&ﬂ%&%ﬁﬁ;%¢,%ﬁﬁﬁﬁgﬁuﬁ,
ASCAE Y H G T Z A %8 H A Bhnd, AR RHER .

AILULRME R HEGE BTN ARRBP DS LESHEL 1-5,



#*1-5 HEERRARIHA

=N 1 BA 25431
- . N . ACL [UINT32] [STRING] [COUNTER64]
HERE BorHEEENEANE packet(s).
R SHE 0 &P IR o ST R | $1: ACLAS
SRR SRR “$¥r” £5, BN “$17 Fofe | $2: ACLHUMIDAT A%
ZHEFHHRE NS $3: 5ACLIIITHL 7B A5
HEFR HEM™HEER 6
—ANESEMHEEFEEZE. B TARM RSB
‘ . HEEEN “<int 165TIMESTAMP ACL/6/ACL_STATIS_INFO: ACL 2000
25451 HOSTNAME%%vendor_” S & rule O permit source 1.1.1.1 0 logging
St ) F (3 BB B A 10000 packet(s)
. . N VGHE— 25 ACLALI B (0 A4 . % H &
AR EREHEER & 5 " N
AR iR H S BAH B4R R R AR A A A L
S P SR B e AT R . N6
QBRI “Informational” HEERRZRIEFBITNENGE | RELFBITHZENEE, TELHE

B, AP Edae

2 AAA

AFTA 4 AAA B T H SR

2.1 AAA_FAILURE

HEAR

-AAAType=[STRING]-AAADomain=[STRING]-Service=[STRING]-UserName=[STRING];

AAA failed.
$1: AAAZHY
$2: AAATTE
SHIRRE
) $3: %
$4: JHA4FK
HEFR 5
AAA/5/AAA_FAILURE:
£ 31 -AAAType=AUTHOR-AAADomain=domain1-Service=login-UserName=cwf@system;
AAA failed.
34 H T AR AR 55 A0 52, FH P 44 P R i, A T DR 451 P P R 43 ) A 95 SR B AN IE AR
~ F P IAAATE SRR 48
o REIRH GRS ARHIERE
ALFRIEIY o ETHAH AR

o TS EE LHIRE (FIIRS R T IEH




2.2 AAA_LAUNCH

A=mE -AAATYpe=[STRING]-AAADomain=[STRING]-Service=[STRING]-UserName=[STRING];
meE AAA launched.
$1: AAAZTY
; $2: AAATTE
SRR
$3: MR%
$4: H/ AR
HEFR 6
AAA/6/AAA_LAUNCH:
255 -AAAType=AUTHEN-AAADomain=domainl-Service=login-UserName=cwf@system;
AAA launched.
HZE5ER R R IEAAATE K
ALFRIEIY 7

2.3 AAA SUCCESS

A=mzE -AAAType=[STRING]-AAADomain=[STRING]-Service=[STRING]-UserName=[STRING];
meE AAA succeeded.
$1: AAAZHY
N $2: AAAJTE
SRR
$3: ks
$4: JHA4RK
BEFER 6
AAA/6/AAA_SUCCESS:
245 -AAAType=AUTHOR-AAADomain=domain1-Service=login-UserName=cwf@system;
AAA succeeded.
H&iHEA 22 H P IAAATE K
ALFR IS 7

3 ACL

A48 ACL Bty i 19 H EAF R .



3.1 ACL_ACCELERATE_NO_RES

HEAZRE Failed to accelerate [STRING] ACL [UINT32]. The resources are insufficient.
. $1: ACLERY

U :
$2: ACLZW 'S

HEFR 4

245 ACL/4/ACL_ACCELERATE_NO_RES: Failed to accelerate IPv6 ACL 2001. The
resources are insufficient.

H&i5RA IR TR E , RGUIEACLARIK

BRI TIH e — S 0 0] B 2 P HAMACL I I ThRg, B Alchb 42 72 5

3.2 ACL_ACCELERATE_NONCONTIGUOUSMASK

Failed to accelerate ACL [UINT32]. ACL acceleration supports only contiguous wildcard

Rsm® masks.
SRR $1: ACL% 5
HEFR 4
245 ACL/4/ACL_ACCELI_ERATE_NONCONTIG_UOUSMASK: Failed to accelerate ACL
2001. ACL acceleration supports only contiguous wildcard masks.
FiAA ElIPv4 ACLH UG & T AFIELEINHERY, 2 EACLINE MK
ALFRIEIY KA ACLELIU E M R AN SR T B

3.3 ACL_ACCELERATE_NOT_SUPPORT

HEARZRE Failed to accelerate [STRING] ACL [UINT32]. The operation is not supported.
. $1: ACLZEA!

YRR .
$2: ACL%w5

BEER 4

26451 ACL/4/ACL_ACCELERATE_NOT_SUPPORT: Failed to accelerate IPv6 ACL 2001. The
operation is not supported.

HEER [H R Gi A SCRFACLIN 17 5 ECAC LN I 2 I

IR &
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3.4 ACL_ACCELERATE_NOT_SUPPORTHOPBYHOP

Failed to accelerate IPv6 ACL [UINT32]. ACL acceleration does not support the rules

== PN
H&R& that contain the hop-by-hop keywords.
SHIRR $1: ACLH S
BEER 4
ACL/4/ACL_ACCELERATE_NOT_SUPPORTHOPBYHOP: Failed to accelerate IPv6
2551 ACL 2001. ACL acceleration does not support the rules that contain the hop-by-hop
keywords.
AR [XIPv6 ACLA {4 NIFE & T hop-by-hopZ: 4, SEACLINIEKIK
I o A ACLH I MM BR AN SC 4 1 TC B

3.5 ACL_ACCELERATE_NOT_SUPPORTMULTITCPFLAG

Failed to accelerate IPv6 ACL [UINT32]. ACL acceleration does not support specifying

RasmE multiple TCP flags in one rule.
SHRR $1: ACL%i'5
HEFR 4

ACL/4/ACL_ACCELERATE_NOT_SUPPORTMULTITCPFLAG: Failed to accelerate
255 lrEI\:as ACL 2001. ACL acceleration does not support specifying multiple TCP flags in one
Hi5AA IPv6 ACLH LIS E T 2 A Tep FlagZ%t, SEACLINIE &K
ALFRIEIY K A ACLELI S E M R AN SR T B

3.6 ACL_ACCELERATE_UNK_ERR

BEARE Failed to accelerate [STRING] ACL [UINT32].
P $1: ACLEH
$2: ACL%i S
EER 4
245 ACL/4/ACL_ACCELERATE_UNK_ERR: Failed to accelerate IPv6 ACL 2001.
H&LLEA D5 2 G i P 5 BAC LN 3 2 I
ALFREIN 7
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3.7 ACL_IPV6_STATIS_INFO

HEAZRE IPv6 ACL [UINT32] [STRING] [UINT64] packet(s).
$1: ACL%i'5

SHRR $2: 1Pv6 ACLFLIUIIID & A %%
$3: VLT E A AR A~ 4

HEFR 6

45 ACL/6/ACL_IPV6_STATIS_INFO: IPv6 ACL 2000 rule 0 permit source 1:1::/64 logging
1000 packet(s).

Ai%AA VCHC F1Pv6 ACLIE IR SC o R A= ARk

ALFRE I 7

3.8 ACL_NO_MEM

HERAZR Failed to configure [STRING] ACL [UINT] due to lack of memory
P $1: ACLHH
$2: ACL%W'5
HEFR 3
451 ACL/3/ACL_NO_MEM: Failed to configure ACL 2001 due to lack of memory.
HA&AULER WAEA 2 5 5L B ACL R
ALTREZIY fiifldisplay memory-thresholdiiy 46 2 A A7 8 I 1 00

3.9 ACL_STATIS_INFO

HEAZR ACL [UINT32] [STRING] [UINT64] packet(s).
$1: ACL%i%5

SHRR $2: 1Pv4 ACLILIUIIID & 4 7%
$3: DUFC R0 RS04

AFER 6

245 ACL/6/ACL_STATIS_INFO: ACL 2000 rule 0 permit source 1.1.1.1 0 logging 10000
packet(s).

HA&AULER VLIE FIPv4A ACLHLII 4R SC e R A= 84

ALERERI T
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4 aer

A4 AFT b i H S5 2

4.1 AFT_ADDRESS_CONFLICT

AxlE Address range (Startlp=[ IPADDR];EndIp=[ IPADDRY]) assigned by the CP conflicts with
mNeE an existing address group.
$1: FFLGIPvAHIL:
YRR A
$2: ZiIPvAiL
HEEFR 6
2645 AFT/6/AFT_ADDRESS_CONFLICT: Address range (Startlp=1.1.0.0;Endlp=1.1.0.255)
assigned by the CP conflicts with an existing address group.
HZE5ER A BAMRE, CPAMAUPHHNLE SUP FCAR Bk B Ry, Az
ALFR IS WA RSB E, B R E

4.2 AFT_LOG_FLOW

AFT PORTBLOCK was [STRING]: IPv6addr=[IPADDR]; VPNNameV6=[STRING];

HERSA ipv4addr=[IPADDR]; VPNNameV4=[STRING]; PortBlockSize=[UINT16]-[UINT16];
BeginTime_e=[STRING]; EndTime_e=[STRING].
$1: FFHEM

e allocated: i I1H/r I
o free: U IIHURN

$2: IPV6IiiE

$3: IPV6TEVPNA TR
SYRIERE $4: IPvAtil:

$5: IPVAJTJEVPNA TR

$6: ZrACI B b iR s 1
$7: HELS O HR 2 R A
$8: iy ¥ FT i [8]

$9: iy FHURE BN [H]

HEZFR 6
AFT/6/AFT_LOG_FLOW: AFT PORTBLOCK was free: IPv6addr=1000::1b;
241 VPNNameV6=-; IPv4addr=10.0.0.140; VPNNameV4=-; PortBlockSize=1024-1535;
BeginTime_e=03232017053558; EndTime_e=03232017065040.
Ai5AA I3 R BB G I H i A % H &
BUSEEE I o
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4.3 AFT_V6TOV4_FLOW

Protocol(1001)= [STRING];SrcIPv6Addr(1036)= [IPADDR];SrcPort(1004)=
[UINT16];NatSrcIPAddr(1005)= [IPADDR];NatSrcPort(1006)= [UINT16];DstIPv6Addr(1037)=
[[PADDRY];DstPort(1008)= [UINT16];NatDstIPAddr(1009)= [IPADDR];NatDstPort(1010)=

HERAZR [UINT16];InitPktCount(1044)= [UINT32];InitByteCount(1046)= [UINT32];RplyPktCount(1045)=
[UINT32];RplyByteCount(1047)= [UINT32];RcvVPNInstance(1042)=
[STRING];SndVPNInstance(1043)= [STRING];BeginTime_e(1013)=
[STRING];EndTime_e(1014)= [STRING];Event(1048)= ([JUNIT16])[STRING].
$1: WM
$2: JFIPvEHLtL
$3: Y 15
$4: FeAf e ROURIPHIE
$5: a1 1S
$6: HIIPvE L
$7: HE S
$8: Fe4E 1 HIKIPHL
$9: FeHfa 10 H K NS
$10: AJ7 A RSO
$11: AJTIAIR T

P $12: ﬁﬁ@ﬂﬁ?&x%%&
$13: 7 1A TR
$14: JHEVPNAK
$15: HKVPNAFR
$16: USR]
$17: GRS ]
$18: &R
$19: HEHRMHRELR

o Session created: AFT 2xififili

o Session ended: EFREEHR, AFT &iEHERE

o Session aged out: AFT £xiEZ1LMIER

o Session deleted through configuration: EiTHl B Mk AFT <%
o Other: FHAhJREMIER AFT 2x1&, Q1 By F AL B

HEFR 6
AFT/6/AFT_V6TOV4_FLOW: Protocol(1001)=IPv6-ICMP;Srcl
Pv6Addr(1036)=1000::10;SrcPort(1004)=1;NatSrcIPAddr(1005)=9.9.9.9;NatSrcPort(100
6)=1027;DstIPv6Addr(1037)=2000::201:102;DstPort(1008)=32768;NatDstIPAddr(1009)=2

245 .1.1.2;NatDstPort(1010)=2048;InitPktCount(1044)=177411959;InitByteCount(1046)=21
22604543;RplyPktCount(1045)=1895856127;RplyByteCount(1047)=30720;RcvVPNInstance(
1042)=;SndVPNInstance(1043)=;BeginTime_e(1013)=05052017134514;EndTime_e(1014)=;E
vent(1048)=(8)Session created.

EifER QI MIERIPVEMI A 1 2 Thi AL iz H &

IR x
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4.4 AFT VATOV6_FLOW

Protocol(1001)= [STRING]; SrcIPAddr(1003)= [IPADDR];SrcPort(1004)= [UINT16];
NatSrcIPv6Addr(1038)= [IPADDR];NatSrcPort(1006)= [UINT16]; DstIPAddr(1003)=
[IPADDR];DstPort(1008)= [UINT16]; NatDstIPv6Addr(1039)= [IPADDR];NatDstPort(1010)=

HERAZR [UINT16];InitPktCount(1044)= [UINT32];InitByteCount(1046)= [UINT32];RplyPktCount(1045)=
[UINT32];RplyByteCount(1047)= [UINT32];RcvVPNInstance(1042)=
[STRING];SndVPNInstance(1043)= [STRING];BeginTime_e(1013)=
[STRING];EndTime_e(1014)= [STRING];Event(1048)= ([UNIT16])[STRING].
$1: KRR
$2: JRIPv6HuL
$3: P A5
$4: s rIRIPHLE
$5: e n B 5
$6: HIWIPveiik
$7: HAEmH S
$8: e i H P
$9: HeHa H H i 15
$10: AJ7 A BT SCEHL
$11: AJ7 RIS

- $12: hﬂ?\ﬂnﬁﬂ‘]?&lﬂ‘é\%&
$13: 7 [ A
$14: JEVPNAFR
$15: HMIVPNAFK
$16: QI UL (8]
$17: i M BRI A]
$18: E**_&ﬂ
$19: EULE Py S

o Session created: AFT &iffiz

o Sessionended: IEFMEER, AFT < ih kR

o Session aged out: AFT £xiF=Z LMk

o Session deleted through configuration: iEid it B Mk AFT £
o Other: HAhJRFMER AFT <0&, 0 i HADBELAHBR

HEFR 6
AFT/6/AFT_V4TOV6_FLOW: Protocol(1001)=ICMP;SrclPAddr(1003
)=2.1.1.4;SrcPort(1004)=197;NatSrcIPv6Addr(1038)=2000::201:104;NatSrcPort(1006)=
197;DstIPAddr(1003)=5.5.5.5;DstPort(1008)=2048;NatDstIPv6Addr(1039)=1000::;NatDs

2451 tPort(1010)=32768;InitPktCount(1044)=2092588805; InitByteCount(1046)=1166331903;R
plyPktCount(1045)=1895856127;RplyByteCount(1047)=30720;RcvVPNInstance(1042)=;Snd
VPNInstance(1043)=;BeginTime_e(1013)=05052017152731;EndTime_e(1014)=;Event(1048)
=(8)Session created.

AR QU MIERIPVANIA E B 2 1 I AR iz H &

IR &
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5 ARP

A9 ARP tH T H EREE .

5.1 ARP_ACTIVE_ACK_NO_REPLY

HERNE No ARP reply from IP [STRING] was received on interface [STRING].
$1: IP Huht
SYRIERE
$2: HEOLZW
BEER 6
2451 ARP/6/ARP_ACTIVE_ACK_NO_REPLY: No ARP reply from IP 192.168.10.1 was
received on interface GigabitEthernet1/2/0/1.
HrEieE ARP T3\ D e dar U 2 Beits
ol
£ 1 1) FriS B ARPHR ST R IE 3 1P KX ARPIE R, ARUSEIARPR %
1. AEE&S ¥R ARP BRI IP A1 MAC 52 5 5F R Cln S 245 3582 Hh A7 7E I 56
AR MRS ES, HeSeh s b MRS 45 (14 1P A MAC 72 1555 82

2. EBRRRGHF

5.2 ARP_ACTIVE_ACK_NOREQUESTED_REPLY

Interface [STRING] received from IP [STRING] an ARP reply that was not requested by

== o
S the device.
— $1: FEIIAFR
SR $2: IPHiLL
HEFR 4
245 ARP/4/ARP_ACTIVE_ACK_NOREQUESTED_REPLY: Interface GigabitEthernet1/2/0/1
received from IP 192.168.10.1 an ARP reply that was not requested by the device.
- ARP L Z i\ T Be el 2 Bk
oy’
P ER A ARPIR SR & S IPHUE AR ARPIE KR AT LL T, YK EIARP R %
ALTREZIY B I IZARPRIZ
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5.3 ARP_BINDRULETOHW_FAILED

Failed to download binding rule to hardware on the interface [STRING], SrclP [IPADDR],

b= = o3
H&R& SrcMAC [MAC], VLAN [UINT16], Gateway MAC [MAC].
$1: EORMK.
$2: YHIPHuHE
SRR $3: JEMACHEHL.
$4: VLANZ 5.
$5: PSEMACH:HE.
HEER 5
ARP/5/ARP_BINDRULETOHW_FAILED: Failed to download binding rule to hardware
245 on the interface Ethernet1/2/0/1, SrcIP 1.1.1.132, SrcMAC 0015-E944-A947, VLAN 1,
Gateway MAC 00A1-B812-1108.
Ai5AA BT R B IRAS 2 - AR 2 B A A A4 5 35 e U T k2R I
3. fiif display gos-acl resource Z&EM/; ACL %772
o WHRFEE, MIEPITHHE 2
o WRATE, NIEHIHES 2 ACL LB BB Y ar4h
BUSEEE IS 4. fif] display memory TH NIEHIEE S 7L

o MWIRFEE, WIHEHITIER3
o HRATEAL, NITEHUE S BC B B % AT 4 R
5. BEfFARAGRR, EBUHEE —UUHKRRCE, JFEH=W
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5.4 ARP_DUPLICATE_IPADDR_DETECT

Detected an IP address conflict. The device with MAC address [STRING] connected to
interface [STRING] in VSI [STRING] and the device with MAC address [STRING]

== PN

RasmE connected to interface [STRING] in VSI [STRING] were using the same IP address
[IPADDR].
$1: MAC ikt
$2: POAR (BFTunnel . =282 LR UK RIAR 55526145
$3: VSIZHK

SRR $4: PP I IEMACHE 1
$5: PREAH AR AR (BFETunnel D . =28 LRTDUK AR 55 s2 41145
$6: IR VS TR
$7: MRIJIPHIE

BEER 6
ARP/6/ARP_DUPLICATE_IPADDR_DETECT: Detected an IP address conflict. The
device with MAC address 00-00-01 connected to interface Ethernet1/2/0/1

Z& A5 service-instance 1000 in VSI vpna and the device with MAC address 00-00-02
connected to interface tunnel 10 in VSI vpna were using the same IP address
192.168.1.1.

oA ARPH N F] E 5 i

ol

O BIARPHR S R 23 1 IPHE, 5 AR B4 22 2) B ARPR I (1 1P HE I 5%

BRI EIP bk

5.5 ARP_DYNAMIC

HERNE The maximum number of dynamic ARP entries for the device reached.
HEFR 6
s ARP/6/ARP_DYNAMIC: The maximum number of dynamic ARP entries for the device
2451
reached.
H&iEA WA B MARPEREIUS BB LB KME, TR HE
ALFRIEIY TF a3
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5.6 ARP_DYNAMIC_IF

HEAZRE The maximum number of dynamic ARP entries for interface [STRING] reached.
SRR $1: 04
HEFR 6
45 ARP/Q/ARP_DYNAMIC_IF: The maximum number of dynamic ARP entries for interface
GigabitEthernet1/2/0/1 reached.
EifER AR WARPRIVGAHEE B AME, fTHNZIRHE
ALFRIEIY oAb B

5.7 ARP_DYNAMIC_SLOT

B —:
e e The maximum number of dynamic ARP entries for slot [INT32] reached.
HENA e
B
The maximum number of dynamic ARP entries for chassis [INT32] slot [INT32] reached.
B —:
$1: slotfi 5
SRR i
$1: chassis#i's
$2: slotfi 5
HEFR 6
ARP/6/ARP_DYNAMIC_SLOT: The maximum number of dynamic ARP entries for slot 2
sep) reached.
ARP/6/ARP_DYNAMIC_SLOT: The maximum number of dynamic ARP entries for
chassis 1 slot 2 reached.
B —:
s i slot2E B M B S ARPRE THUA 2 i KAH
/u\lﬁﬁﬂ .
i
i 7€ chassis P slot 2= B [ B A ARPE BUHUE B i KA
ALFRIEIY T
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5.8 ARP_ENTRY_CONFLICT

The software entry for [STRING] on [STRING] and the hardware entry did not have the

== PN
H&R& same [STRING].
$1: Pl
$2: VPNLH4 . W ZARPETAM, IR Athe public network
$3: A —HIRISHKR
e MAC address: MAC il
‘ e  output interface: ARP FINHIH O
SRR "
e  output port : ARP FEI ) Hi i I
e outermost layer VLAN ID: % —/2 VLAN #5%%
e second outermost layer VLAN ID: 5§ —)Z VLAN F5%
e VSlindex: VSI &3l
o linkID: VSI HEEBARIHSF
BEFR 6
ARP/6/ARP_ENTRY_CONFLICT: The software entry for 1.1.1.1 on the VPN a and the
hardware entry did not have the same MAC address, output port, VSI index, and link ID.
241 ARP/6/ARP_ENTRY_CONFLICT: The software entry for 1.1.1.2 on the public network
and the hardware entry did not have the same MAC address, output port, VSI index, and
link ID.
HiER ARPHA RIS BRI —2,  HLANARPZR I Hi % 1
IR ANTELLEL, ARPZ: = 3)) Rl 4R 10

5.9 ARP_HOST_IP_CONFLICT

The host [STRING] connected to interface [STRING] cannot communicate correctly,

HEAR . .
because it uses the same IP address as the host connected to interface [STRING].
$1: IPHLIL

SRR $2: 4
$3: #HH4

HEFR 4
ARP/4/ARP_HOST_IP_CONFLICT: The host 1.1.1.1 connected to interface

245 GigabitEthernet1/2/0/1 cannot communicate correctly, because it uses the same IP
address as the host connected to interface GigabitEthernet1/2/0/2.

HEULER P2 P 2] EHLARPHR ST H B IP 5 oAt 12 FHE LA EHLAYIPHHE R

ALFRIEIY KA ROIEARPHCI FNLI Bt iRk, FEMIFZFNNLE

20



5.10 ARP_RATE_EXCEEDED

5.11

The ARP packet rate ([JUINT32] pps) exceeded the rate limit ((UINT32] pps) on interface

H&R& [STRING] in the last [UINT32] seconds.
$1: ARPHRCH =
$2: ARPH PR idHE %
$3: LAWK
$4: (A kR[]
HEEFR 4
2645 ARP/4/ARP_RATE_EXCEEDED: The ARP packet rate (100 pps) exceeded the rate
limit (80 pps) on interface Ethernet1/2/0/1 in the last 10 seconds.
H&iEA P2 1 PRI ARPHR SCig 8L 14 111 A B AE
ALFR IS KB ARPHR SRR EHLH A A

ARP_RATELIMIT_NOTSUPPORT
Bl
ARP packet rate limit is not support on slot [INT32].

AEHE E pp [ ]
jj -
ARP packet rate limit is not support on chassis [INT32] slot [INT32].
Bl
$1: slotéi=

SHRR B =
$1: chassisfi 5
$2: slotéi5

BEER 6

45 ARP/6/ARP_RATELIMIT_NOTSUPPORT: ARP packet rate limit is not support on slot
2.
Bl
& E slot A FFARPHR SC IR 3 T e

=38 B 7€ slot/A S FFARPHR SCIR 3 T fg

B =
8 7€ chassis W slot A 3 FFARPHR SC IR D g

IR i
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5.12 ARP_SENDER_IP_INVALID

5.13

5.14

HEAZRE Sender IP [STRING] was not on the same network as the receiving interface [STRING].
. $1: IPHihE

SRR )
$2: PR

HEFR 6

245 ARP/6/ARP_SENDER_IP_INVALID: Sender IP 192.168.10.2 was not on the same
network as the receiving interface GigabitEthernet1/2/0/1.

SL PRI ARPHR S h A& 5w IP -5 A% UANE [R]— M Bt

ALFR IS KA R A& B 1P B 3 WL Ak

ARP_SENDER_MAC_INVALID

Sender MAC [STRING] was not identical to Ethernet source MAC [STRING] on interface

Rsm® [STRING].
$1: MAC Hhiht

SRR $2: MAC #tsdit
$3: ALK

HEFR 4

45 ARP/4/ARP_SENDER_MAC_INVALID: Sendgr MAC dc?d-cp14-0E00 was not identical
to Ethernet source MAC dc2d-cb14-0EO0O on interface GigabitEthernet1/2/0/1.

i ﬁ;%ﬂNwﬁimuxmﬁ%%%%*%%wmmmﬁMwﬁi¢%E%%wmﬂ
ALFRIEIY For 2T 12 B MAC HB I B S AL & v 1

ARP_SRC_MAC_FOUND_ATTACK
HEARZRE An attack from MAC [STRING] was detected on interface [STRING].
$1: MAC Mtk
$2: FEOLHK
BEER 6
2451 ARP/6/ARP_SRC_MAC_FOUND_ATTACK: An attack from MAC dc2d-cb14-0E00 was
detected on interface GigabitEthernet1/2/0/1.
E2= 8 TEMACH B[ 2 (1 ARP BTG Th REAR I 21 Bt
el
S5FP, UWEIF—JEMACHLE CEMACHRER ) MIARPHR SCHET — & MR E
IR o A 1% IR MACHEE X B2 3 AL IR G751t
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5.15 ARP_TARGET_IP_INVALID

5.16

5.17

HEAZRE Target IP [STRING] was not the IP of the receiving interface [STRING].
1: IP Hhk

SRR ¥ i
$2: PR

HEFR 6

245 ARP/6/ARP_TARGET_IP_INVALID: Target IP 192.168.10.2 was not the IP of the
receiving interface Ethernet1/2/0/1.

H&iEA P2 P BIARPHR SCH () H ARIP5 A2 TIPS — 2

ALFRIEIY 1B AR IEARPIRSC I LI Gk E

DUPIFIP

HERNE Duplicate address [STRING] on interface [STRING], sourced from [STRING].
$1: IP ikt

SHER $2: ZOAHK
$3: MAC Hhht

HEFR 6

245 ARP/6/DUPIFIP: Duplicate address 1.1.1.1 on interface Ethernet1/2/0/1, sourced from
0015-E944-A947.

i ARPH I F] E 5 ik

oy’
P2 L BIARPHR SC I R 3% i IPHLhE 5 %4 O 1P bk 55

ALFR IS EEkIP bk it B

DUPIP

AxlE IP address [STRING] conflicted with global or imported IP address, sourced from

mNE [STRING].
$1: IP Huht

SHIRRE
$2: MAC Hhhl:

HEFR 6

45 ARP/6/DUPIP: IP address 30.1.1.1 conflicted with global or imported IP address,
sourced from dc2d-cb00-0001.

H&iEA I B ARPH L H ¥ & vk IP bk 5 4/ 5L N (1P Rk 58

ALFR IS EEIP kit B
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5.18 DUPVRRPIP

IP address [STRING] conflicted with VRRP virtual IP address on interface [STRING],

b= = o3

H&R& sourced from [STRING].
$1: IP Hbdik

SHIRRE $2: O
$3: MAC #Hbhk

HEFR 6

245 ARP/6/DUPVRRPIP: IP address 1.1.1.1 conflicted with VRRP virtual IP address on
interface Ethernet1/2/0/1, sourced from 0015-E944-A947.

HEieA W B ARPIR S ) K 12355 1P 5 VRRP FEDLIPHi L i 58

A TR 1B IP e &

5.19 L3_COMMON

B —:
The Board on slot [INT32] doesn't support the ARP safe-guard function.

BERAE i -
The Board on chassis t [INT32] slot [INT32] doesn't support the ARP safe-guard
function.
B —:
$1: slota's
YRR B
$1: chassisfi's
$2: slotfa's
HEFR 4
45 L3/4/L3_COMMON: -MDC=1-Slot=5; The Board on slot 5 doesn't support the ARP
safe-guard function.
B —:
B 28 slotA SCREARPU i) 43 T g
2 TEl/iE SCHF I 73 B4 DI g
B
£ 7€ chassis A slot/AN 3 FPARPXL ] 73 B T g
ALFRIEIY A8 FH SCRFARP XA 73 75 T E Y AR 42 11

6 ATK

A4l ATK B i H S E B
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6.1 ATK_ICMP_ADDRMASK_REQ

IcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEAR

)

$1: ICMPSH!

$2: ANE4AHK

$3: JHIPHLLE

$4: DS-Lite Tunnelxd s
$5: HIPHibE

$6: VPN K

$7: ZhEHA

$8:  BUili FF 4t )

$9: il 45 U ]

$10: HiikE

HEZFR 5

ATK/5/ATK_ICMP_ADDRMASK_REQ: IcmpType(1058)=17;
RcvlfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1;

25 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

SRR HEREI LI, ICMPHBEFEISERIFCCHEITL, REEMAkHE
S(SEEM 7
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6.2 ATK_ICMP_ADDRMASK_REQ RAW

IcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMP2A!
$2: NEOLK
$3: JHIPHLILE

SHIRRE $4: DS-Lite TunnelX) sl
$5: HWIPHi:
$6: VPNAZ
$7: ZhIERA

BEER 5
ATK/5/ATK_ICMP_ADDRMASK_REQ_RAW: IcmpType(1058)=17;

45 RcvIfName(1023)=Ethernet1/2/0/2; SrclPAddr(1003)=9.1.1.1;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging.

i HERGITITR, ICMPHIMEEIE KR EMk H & HEREITRKA, 1 ICMP
i HIEFEIE T SRR S Ak — AN H &
BRI p

6.3 ATK_ICMP_ADDRMASK_REQ RAW_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING];
SrclPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

=+ N
R&n® DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ICMP%
$2: NI A
$3: JEIPHHE
SYRIERE $4: DS-Lite Tunnel®} s
$5: HmIPHdk
$6: VPNAFR
HEER 5
ATK/5/ATK_ICMP_ADDRMASK_REQ_RAW_SZ: IcmpType(1058)=17;
245 SrcZoneName(1025)=Trust; SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
- AR ATFSIFH ., ICMPHHERERD R AR A% HSRATFRKH, FAMCMP
“~ HudEFERS I SRS — AN H &
ALFRIEIY 7
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6.4 ATK_ICMP_ADDRMASK_REQ SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

HERZRE DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].

$1: ICMPZ7A!

$2: ALK

$3: JFIPHLIE

$4: DS-Lite Tunnelsithbik
$5: HIPHuik

$6: VPNA K

$7: hIERA

$8: Brdi it [a]

$9: Hrdi&t R (A

$10: Zrai s

HEZFR 5

ATK/5/ATK_ICMP_ADDRMASK_REQ_SZ: IcmpType(1058)=17;
SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
£ 3] DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.

SRR HEREI LI, ICMPHEFEISERIFCCHEITL, REEMAkHE
S(SEEEM 7
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6.5 ATK_ICMP_ADDRMASK_RPL

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
AxRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];

" RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

)

$1: ICMP2HY

$2: NEHALWK

$3: JFIPHhE

$4: DS-Lite Tunneld i ith it
$5: HHJIPHE

$6: VPNA K

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEZFR 5

ATK/5/ATK_ICMP_ADDRMASK_RPL: IcmpType(1058)=18;
RcvIfName(1023)=Ethernet1/2/0/2; SrclPAddr(1003)=9.1.1.1;

25 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

SRR HEREIFRITE, ICMPHIEHERD N 2 foc 8kt 1, RE ik H &
S(SEEM 7
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6.6 ATK_ICMP_ADDRMASK_RPL_RAW

IcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMP2A!
$2: NEOLK
$3: JHIPHLILE

SHIRRE $4: DS-Lite TunnelX) sl
$5: HWIPHi:
$6: VPNAZ
$7: ZhIERA

BEER 5
ATK/5/ATK_ICMP_ADDRMASK_RPL_RAW: IcmpType(1058)=18;

45 RcvIfName(1023)=Ethernet1/2/0/2; SrclPAddr(1003)=9.1.1.1;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging.

i HERGITITR, ICMPHIMEEIS R 2Rk CE Bk H & HEREITRKA, 1 ICMP
= HBEHEAD R RO R — AN H &

BRI p

6.7 ATK_ICMP_ADDRMASK_RPL_RAW_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING];
SrclPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

=+ N
R&n® DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ICMP%
$2: NIk #FK
$3: JEIPHHE
SYRIERE $4: DS-Lite Tunnel®} s
$5: HmIPHdk
$6: VPNAFR
HEFR 5
ATK/5/ATK_ICMP_ADDRMASK_RPL_RAW_SZ: IcmpType(1058)=18;
245 SrcZoneName(1025)=Trust; SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
- ASEATFRIFH ., ICMPHHERERIN A0 B BLAR F s HS R ATFRKH, FAMICMP
“~ HubkFER R B S A — AN H &
ALFRIEIY 7
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6.8 ATK_ICMP_ADDRMASK_RPL_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

HERZRE DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].

$1: ICMPZ7A!

$2: ALK

$3: JFIPHLIE

$4: DS-Lite Tunnelsithbik
$5: HIPHuik

$6: VPNA K

$7: hIERA

$8: Brdi it [a]

$9: Hrdi&t R (A

$10: Zrai s

HEZFR 5

ATK/5/ATK_ICMP_ADDRMASK_RPL_SZ: lcmpType(1058)=18;
SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
£ 3] DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.

SRR HERSIFRITE, ICMPHUEFEIS N B R 1, REEhAk H &
S(SEEEM 7
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6.9 ATK ICMP_ECHO REQ

HEAR

)

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMP2HY

$2: NEHALWK

$3: JFIPHhE

$4: DS-Lite Tunneld i ith it
$5: HHJIPHE

$6: VPNA K

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEFR

5

241

ATK/5/ATK_ICMP_ECHO_REQ: IcmpType(1058)=8; RcvlfName(1023)=Ethernet1/2/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

FiA

HEREGIFRITE, ICMPIER B BARSCE L1, RE Ak H &

S(SEEE M

x
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6.10 ATK_ICMP_ECHO _REQ RAW

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
DstPort(1004)=[UINT16]; RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMP2HY
$2: NEALWK
$3: JFIPHLYE

N $4: DS-Lite Tunnel i ith it

SYRIERE
$5: HIWIPHi:
$6: HumH
$7: VPNA
$8: FMERA

BEHER 5
ATK/5/ATK_ICMP_ECHO_REQ_RAW: IcmpType(1058)=8;

45 RcvIfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1; DstPort(1004)=22;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging.

i HFREGTTRITE, ICMPIE KBRS CE BAR &, HEREGITRKLH, HANICMPIER

~ MR AR SR — A H &

IR &
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6.11 ATK_ICMP_ECHO REQ RAW SZ

W]
]

HEAR

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];
DstIPAddr(1007)=[IPADDR]; DstPort(1004)=[UINT16];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].

$1: ICMP%!

$2: ANIAHR

$3: JRIPHAE

$4: DS-Lite TunnelX ¥t
$5: HIPHuik
$6: H i

$7: VPNAZ K

$8: KM

HEFR

5

241

ATK/5/ATK_ICMP_ECHO_REQ_RAW_SZ: IcmpType(1058)=8;
SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DstPort(1004)=22;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging.

BEULER

HEREGIFRITE, ICMPIERBELZRSCE WA HE; HERGIFRKA, FHICMPIFE
SR I8 RS ke — N H &

S(SEEM

x

33



6.12 ATK_ICMP_ECHO REQ SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];
DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].

$1: ICMPZ7A!

$2: ALK

$3: JFIPHLIE

$4: DS-Lite Tunnelsithbik
$5: HIPHuik

$6: VPNA K

$7: hIERA

$8: Brdi it [a]

$9: Hrdi&t R (A

$10: Zrai s

HEFR

5

241

ATK/5/ATK_ICMP_ECHO_REQ_SZ: IcmpType(1058)=8; SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.

FiAA

HERGITRITE, ICMPIER BRIk HIE L, RE Rk H &

S(SEEEM

x
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6.13 ATK_ICMP_ECHO RPL

HEAR

)

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMP2HY

$2: NEHALWK

$3: JFIPHhE

$4: DS-Lite Tunneld i ith it
$5: HHJIPHE

$6: VPNA K

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEFR

5

241

ATK/5/ATK_ICMP_ECHO_RPL: IlcmpType(1058)=0; RcvifName(1023)=Ethernet1/2/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

FiA

HEREGIFRITE, ICMPILE M E R SCE G L, R Al H &

S(SEEE M

x

35



6.14 ATK_ICMP_ECHO_RPL_RAW

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
HERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].

$1: ICMP3AY

$2: N4

$3: JFIPHLYE

SRR $4: DS-Lite Tunnels ik
$5: HIWIPHi:

$6: VPN K

$7: BhIERA

HEZFR 5

ATK/5/ATK_ICMP_ECHO_RPL_RAW: IcmpType(1058)=0;

245 RcvIlfName(1023)=Ethernet1/2/0/2; SrclPAddr(1003)=9.1.1.1,;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;

Action(1049)=logging.

HEREIFRITE, ICMPIRLERERSCE Wk H & HERGIFRKMA, FAICMPELE

.
SR T NP
IR ¥

6.15 ATK_ICMP_ECHO RPL_RAW SZ

lempType(1058)=[UINT32]; SrcZoneName(1025)=[STRING];
AxRE SrclPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];
meE DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ICMPZ:#Y
$2: NIAHK
$3: JHIPHIE
SYRIERE $4: DS-Lite TunnelX it hit
$5: HMIPHidk
$6: VPNAFK
$7: ZhEHRM
HEER 5
ATK/5/ATK_ICMP_ECHO_RPL_RAW_SZ: IcmpType(1058)=0;
245 SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
—_— AR ATFAIF, ICMPEL R RARC M i lR . F SR ATF kM, MCMPIl &
“ PR R — N H &
ALFRIEIY s
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6.16 ATK_ICMP_ECHO RPL_SZ

lempType(1058)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

HERZRE DstIPAddr(1007)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].
$1: ICMPA!
$2: AL
$3: JFIPHLYE
$4: DS-Lite TunnelXs il

PR $5: HIPHE

SR $6: VPN4TK
$7: ZhERE
$8: B HFURI A
$9: i &t R [H]
$10: Briik#

BEER 5
ATK/5/ATK_ICMP_ECHO_RPL_SZ: IcmpType(1058)=0; SrcZoneName(1025)=Trust;
SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;

25 RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.

A BRETFHIFR, ICMPIL R SCRGEIL L, B e H

AR x5
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6.17 ATK_ICMP_FLOOD

RcvlfName(1023)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];
HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLFRR
$2: HIWIPHi:
$3: HifiH
SHIRRE $4: VPN&HK
$5: W IR
$6: FEFRA
$7: BEkITHRI A
HEER 3
ATK/3/ATK_ICMP_FLOOD: RcvlfName(1023)=Ethernet1/2/0/2;
£ 31 DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
HERA PR ] P E R ICMPIRCSCEGR T IS, ik H &
IR T

6.18 ATK_ICMP_FLOOD SZ

SrcZoneName(1025)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];
HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING].
$1: ANB#FK
$2: HIPHuik
$3: HiumH
SHER $4: VPNAFK
$5: WA ER
$6: BNERR
$7: T T AR A
HEER 3
ATK/3/ATK_ICMP_FLOOD_SZ: SrcZoneName(1025)=Trust; DstIPAddr(1007)=6.1.1.5;
2451 DstPort(1008)=22; RcvVPNInstance(1041)=--; UpperLimit(1048)=10;
Action(1049)=logging; BeginTime_c(1011)=20131009093351.
H&iEA L) P FE S E R I CMPHCSCEGRE S I, fidk H &
ALFRIEIY 7
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6.19 ATK_ICMP_INFO_REQ

HEAR

)

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMP2HY

$2: NEHALWK

$3: JFIPHhE

$4: DS-Lite Tunneld i ith it
$5: HHJIPHE

$6: VPNA K

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEFR

5

241

ATK/5/ATK_ICMP_INFO_REQ: lcmpType(1058)=15; RcvIfName(1023)=Ethernet1/2/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

FiA

HEREIFRITE, ICMPIE BRI SCEGEE L, e ek H &

S(SEEE M

x
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6.20 ATK_ICMP_INFO_REQ_RAW

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
HERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].

$1: ICMP3AY

$2: N4

$3: JFIPHLYE

SRR $4: DS-Lite Tunnels ik
$5: HIWIPHi:

$6: VPN K

$7: BhIERA

HEZFR 5

ATK/5/ATK_ICMP_INFO_REQ_RAW: IcmpType(1058)=15;

245 RcvIlfName(1023)=Ethernet1/2/0/2; SrclPAddr(1003)=9.1.1.1,;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;

Action(1049)=logging.

HEREGIFRITE, ICMPE BIERMHRSCE Ak HiG; HEREIFRKH, FBHICMP

o
SR S HR RO — A &
apImiEiY %

6.21 ATK_ICMP_INFO_REQ_RAW_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING];
A=msE SrclPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];
meE DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ICMP%
$2: NI A
$3: JEIPHHE
SYRIERE $4: DS-Lite Tunnel®} s
$5: HmIPHdk
$6: VPNAFR
HEER 5
ATK/5/ATK_ICMP_INFO_REQ_RAW_SZ: IcmpType(1058)=15;
245 SrcZoneName(1025)=Trust; SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
i HERSITRITE, ICMPE R R CE MR HE: HERGIFRKNH, 81N ICMP
~ 5 R R Rl — A H &
ALFRIEIY P
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6.22 ATK_ICMP_INFO_REQ_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];
DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].

$1: ICMPZ7A!

$2: ALK

$3: JFIPHLIE

$4: DS-Lite Tunnelsithbik
$5: HIPHuik

$6: VPNA K

$7: hIERA

$8: Brdi it [a]

$9: Hrdi&t R (A

$10: Zrai s

HEFR

5

241

ATK/5/ATK_ICMP_INFO_REQ_SZ: lcmpType(1058)=15; SrcZoneName(1025)=Trust;
SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.

FiAA

HERGITRITE, ICMPIE iR MR SCHGEE L, e ek H &

S(SEEEM

x
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6.23 ATK_ICMP_INFO_RPL

HEAR

)

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMP2HY

$2: NEHALWK

$3: JFIPHhE

$4: DS-Lite Tunneld i ith it
$5: HHJIPHE

$6: VPNA K

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEFR

5

241

ATK/5/ATK_ICMP_INFO_RPL: IcmpType(1058)=16; RcvifName(1023)=Ethernet1/2/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

FiA

HEREGIFRITE, ICMPIE BRI R SCEGEE L, e etk H &

S(SEEE M

x
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6.24 ATK_ICMP_INFO_RPL_RAW

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
HERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].

$1: ICMP3AY

$2: N4

$3: JFIPHLYE

SRR $4: DS-Lite Tunnels ik
$5: HIWIPHi:

$6: VPN K

$7: BhIERA

HEZFR 5

ATK/5/ATK_ICMP_INFO_RPL_RAW: IcmpType(1058)=16;

245 RcvilfName(1023)=Ethernet1/2/0/2; SrclPAddr(1003)=9.1.1.1,;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;

Action(1049)=logging.

HEREGIFRITE, ICMPIE B RE KR SCE Bk HiG; HEREIFRKH, HHICMP

.
AR R SO R — A A
shEBEIY x

6.25 ATK_ICMP_INFO_RPL_RAW_SZ

lempType(1058)=[UINT32]; SrcZoneName(1025)=[STRING];
A=msE SrclPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];
meE DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ICMPZ:#Y
$2: NIAHK
$3: JHIPHIE
SYRIERE $4: DS-Lite TunnelX it hit
$5: HMIPHidk
$6: VPNAFK
$7: ZhEHRM
HEFR 5
ATK/5/ATK_ICMP_INFO_RPL_RAW_SZ: IcmpType(1058)=16;
245 SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
338 B HEREGIFRITE, ICMPEERERHOCE OA HE: HERGIFRKH, HMCMP
~ 5 RN R S R — N H S
ALFRIEIY s
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6.26 ATK_ICMP_INFO_RPL_SZ

lempType(1058)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

HERZRE DstIPAddr(1007)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].
$1: ICMPA!
$2: AL
$3: JFIPHLYE
$4: DS-Lite TunnelXs il

ST $5: HIPHE

= $6: VPNZHK
$7: ZhERE
$8: B HFURI A
$9: i &t R [H]
$10: Briik#

HEFR 5
ATK/5/ATK_ICMP_INFO_RPL_SZ: lcmpType(1058)=16; SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;

25 RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.

A EREGFFXIE, ICMPIE BRI, R JRR H &

AR x5
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6.27 ATK_ICMP_LARGE

6.28

HEAR

)

RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: AHELIARK

$2: JHIPHLAE

$3: DS-Lite Tunnelf stk
$4: HMIPHidE

$5: VPNHFK

$6: Zh{ERE

$7: BEITHRINTE]

$8: rili 45 ST ]

$9: BudiikH

3

241

ATK/3/ATK_ICMP_LARGE: RcvlfName(1023)=Ethernet1/2/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=2.

BEULER

HEREGITRITH, ICMPHKIR L, REFkHE

ALTREZIY

x

ATK_ICMP_LARGE_RAW

RevlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: NEOAFR
$2: JFIPHuYE
) $3: DS-Lite Tunnelsi itttk
SRR
$4: HIIPHL
$5: VPNA K
$6: FNERA
EFER 3
ATK/3/ATK_ICMP_LARGE_RAW: RcvIfName(1023)=Ethernet1/2/0/2;
2551 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
. HERSITRITE, ICMPRERIRCEEMA HE: HEREGITRRM, BANCMPERIR
Hl&\l}ﬁﬁﬂ SN —+
filk — A H &
IR &
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6.29 ATK_ICMP_LARGE_RAW_SZ

6.30

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ANBkAFK
$2: YRIPHLI:
$3: DS-Lite TunnelX] ¥t

SRR
$4: HMIPHIE
$5: VPNAFR

HEFR 5
ATK/5/ATK_ICMP_LARGE_RAW_SZ: SrcZoneName(1025)=Trust;

2451 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.

T~ ERETFHTF R, ICMPRASC HBAR A s HERATFRKH, HAICMPH K
H& Iﬁ%z — M HE
ALFRIEIY 7

ATK_ICMP_LARGE_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];

== o
S RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: ALK
$2: JRIPHhE
$3: DS-Lite Tunnel¥ btk
$4: HEIPHLIL
SRR $5: VPN# K
$6: BHEHRA
$7: Bk UEm A
$8: Brai&h Rt [a]
$9: Hrtiik
HEER 3
ATK/3/ATK_ICMP_LARGE_SZ: SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1;
45 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=2.
EifER HERESIFRITE, ICMPE AR CHEIEL, & EMk H s
ALFRIEIY 7
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6.31 ATK_ICMP_PARAPROBLEM

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
AxRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];

" RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

)

$1: ICMP2HY

$2: NEHALWK

$3: JFIPHhE

$4: DS-Lite Tunneld i ith it
$5: HHJIPHE

$6: VPNA K

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEZFR 5

ATK/5/ATK_ICMP_PARAPROBLEM: IcmpType(1058)=12;
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1;

25 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

SRR HEREGIFRITE, ICMPSEER MR SCEGEE L, e etk H &
S(SEEM 7
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6.32 ATK_ICMP_PARAPROBLEM_RAW

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
HERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].

$1: ICMP3AY

$2: N4

$3: JFIPHLYE

SRR $4: DS-Lite Tunnels ik
$5: HIWIPHi:

$6: VPN K

$7: BhIERA

HEZFR 5

ATK/5/ATK_ICMP_PARAPROBLEM_RAW: IcmpType(1058)=12;

245 RcvIlfName(1023)=Ethernet1/2/0/2; SrclPAddr(1003)=9.1.1.1,;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;

Action(1049)=logging.

HEREGIFRITE, ICMPSEE RN SCE A HiG; HEREIRKH, HHICMP

Y
AR SYRAR ISR — A H &
SMEBERIY %

6.33 ATK_ICMP_PARAPROBLEM_RAW_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING];
A=msE SrclPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];
meE DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ICMP%
$2: NI A
$3: JEIPHHE
SYRIERE $4: DS-Lite Tunnel®} s
$5: HmIPHdk
$6: VPNAFR
HEER 5
ATK/5/ATK_ICMP_PARAPROBLEM_RAW_SZ: IcmpType(1058)=12;
245 SrcZoneName(1025)=Trust; SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
i HERSITRITE, ICMPZEGHRIIHRCE AR HE: HERGIFRKH, H1MICMP
~ SRR OO A — AN HE
ALFRIEIY P
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6.34 ATK_ICMP_PARAPROBLEM_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];
DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].

$1: ICMPZ7A!

$2: ALK

$3: JFIPHLIE

$4: DS-Lite Tunnelsithbik
$5: HIPHuik

$6: VPNA K

$7: hIERA

$8: Brdi it [a]

$9: Hrdi&t R (A

$10: Zrai s

HEFR

5

241

ATK/5/ATK_ICMP_PARAPROBLEM_SZ: lcmpType(1058)=12;
SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.

FiAA

HERSITRITE, ICMPZEER RS CEuIEL, REahik HE

S(SEEEM

x
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6.35 ATK_ICMP_PINGOFDEATH

RevIfName(1023)=[STRING]; SrclPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

=+ N

H&R& RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: AFZOAMK
$2: YHIPHLE
$3: DS-Lite Tunnelf stk
$4: HMIPHidE

SRR $5: VPN R
$6: ZhERTY
$7: BT et fE
$8: Lk 45 s )
$9: ik

BEFER 3
ATK/3/ATK_ICMP_PINGOFDEATH: RcvlfName(1023)=Ethernet1/2/0/2;

2645 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=2.

i HERAHXHIRE, twEMEENRE— (P offset * 8) + (IP data lenth) > 65535 [
~ ICMPH LT, RE 5k A&
I x
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6.36 ATK_ICMP_PINGOFDEATH_RAW

RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: AFZOAR
$2: YRIPHL
N $3: DS-Lite TunnelX i ith it
SRR
$4: HIPHidE
$5: VPNHFK
$6: ZhfEHRM
HEFR 3
ATK/3/ATK_ICMP_PINGOFDEATH_RAW: RcvlifName(1023)=Ethernet1/2/0/2;
245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
HERAHXRE, twEMEENRE— (P offset * 8) + (IP data lenth) > 65535 [
HiER ICMPHR LB Al H & HEREGH M, A EAM R E ARG — 7+ H(P offset * 8)
+ (IP data lenth) > 65535 HJICMP#R itk — 4~ H &
ALFRIEIY 7

6.37 ATK_ICMP_PINGOFDEATH_RAW_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ANBkAFK
$2: YRIPHLI:
) $3: DS-Lite Tunnel5i itk
SRR
$4: HMIPHIE
$5: VPNAFK
HEFR 3
ATK/3/ATK_ICMP_PINGOFDEATH_RAW_SZ: SrcZoneName(1025)=Trust;
245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
HERSHHRE, tnEMRENRE— A H (P offset * 8) + (IP data lenth) > 65535 [f]
AR ICMPHRCE Bfilk H & HEREGTTRIGH, BAMr SR E iR /E— R IE B (IP offset * 8)
+ (IP data lenth) > 65535 [¥ICMP# Cfilt & — /> H &
ALFR IS 7
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6.38 ATK_ICMP_PINGOFDEATH_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

== PN
H&R& RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: ANBAFK
$2: YRIPHLIL:
$3: DS-Lite TunnelX] ¥t
$4: HMIPHIE
SRR $5: VPN# K
$6: zhffEHRM
$7: T IT AR A
$8: Bri 4 R[]
$9: i H
BEFER 3
ATK/3/ATK_ICMP_PINGOFDEATH_SZ: SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
2451 RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011074913; EndTime_c(1012)=20131011075413;
AtkTimes(1050)=2.
38 HERGIF I, REMBE ARG — I H(P offset * 8) + (IP data lenth) > 65535 [¥]
~ ICMPHRCCHGEIT L, RAJEflk HE
ALFRIEIY 7
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6.39 ATK_ICMP_REDIRECT

HEAR

)

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMP2HY

$2: NEHALWK

$3: JFIPHhE

$4: DS-Lite Tunneld i ith it
$5: HHJIPHE

$6: VPNA K

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEFR

5

241

ATK/5/ATK_ICMP_REDIRECT: lcmpType(1058)=5; RcvlifName(1023)=Ethernet1/2/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

FiA

HEREGIFRITH, ICMPHEE AR SCEGEE L, e etk H &

S(SEEE M

x
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6.40 ATK_ICMP_REDIRECT RAW

6.41

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPHY
$2: NEHALWK
$3: JFIPHLYE

SHIRRE $4: DS-Lite Tunnels ik
$5: HIWIPHi:
$6: VPN&FR
$7: BhERAY

BEER 5
ATK/5/ATK_ICMP_REDIRECT_RAW: IcmpType(1058)=5;

2451 RcvIfName(1023)=Ethernet1/2/0/2; SrclPAddr(1003)=9.1.1.1;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging.

i HERSGITRITE, ICMPESE MRk CE EMA HE: HEREGITRRA, 1M ICMPEEF
“ R —A A&
ALFRIEIY 7

ATK_ICMP_REDIRECT RAW_SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING];
SrclPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

=+ N
R&n® DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ICMP2#Y
$2: NIk #FK
$3: YRIPHLIL:
SYRIERE $4: DS-Lite Tunnel®} s
$5: HMIPHIE
$6: VPNAFR
$7: ZhfERA
HEFR 5
ATK/5/ATK_ICMP_REDIRECT_RAW_SZ: IcmpType(1058)=5;
245 SrcZoneName(1025)=Trust; SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
- AR ATFXRIFE, ICMPIEE SO SR A& HERATFRKM, GMCMPEE
“ ) R Sk — AN H &
ALFRIEIY 7
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6.42 ATK_ICMP_REDIRECT SZ

lcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];
DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].

$1: ICMPZ7A!

$2: ALK

$3: JFIPHLIE

$4: DS-Lite Tunnelsithbik
$5: HIPHuik

$6: VPNA K

$7: hIERA

$8: Brdi it [a]

$9: Hrdi&t R (A

$10: Zrai s

HEFR

5

241

ATK/5/ATK_ICMP_REDIRECT_SZ: lcmpType(1058)=5; SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.

FiAA

HERGIFRITE, ICMPEE AR SCHGEE L, Ra ek H &

S(SEEEM

x
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6.43 ATK_ICMP_SMURF

RevIfName(1023)=[STRING]; SrclPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

H&R& RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: AFZOAMK
$2: YHIPHLE
$3: DS-Lite Tunnel sl
$4: HIPHidE

SRR $5: VPN R
$6: ZhERTY
$7: BT et fE
$8: Lk 45 s )
$9: ik

HEFR 3
ATK/3/ATK_ICMP_SMURF: RcvIfName(1023)=Ethernet1/2/0/2;

2645 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=2.

HERGIFIIFE, ICMPUEREIZARSC, HAGIPY: (1A By CHJ™ FRithl s M4 b b
EifER DIREGHEFMbL; () N4 PRI B AT bk s [ 2% b RHAE A AR SC8 i 1, 58
Fa il H &
ALFRIEIY s
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6.44 ATK_ICMP_SMURF_RAW

6.45

RevlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: NEOLRR
$2: YRIPHL
$3: DS-Lite TunnelX i ith it
R TR
BHRR $4: [P
$5: VPNHFK
$6: FNERTY
HEFR 3
ATK/3/ATK_ICMP_SMURF_RAW: RcvIfName(1023)=Ethernet1/2/0/2;
245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
HEREFFIFE, ICMPEREIEIRC, HRIPA: (DA, B. CJ &bk ok M 28 1t ;
B DS H EA MR (2) A IIPHLIE A I F ) R Mk 5 % 10 4 M B (04050 7 fuh % ) A
HEREFFRLH, Fa EREANICMPER B SR, SRR —MHE
ALFRIEIY 7

ATK_ICMP_SMURF_RAW_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: NEAFR
$2: JFIPHLHLE
$3: DS-Lite Tunnel} il
;;{ TIE
SRR $4: HiIPHLIE
$5: VPN
$6: BEHRAY
HE& 3
ATK/3/ATK_ICMP_SMURF_RAW_SZ: SrcZoneName(1025)=Trust;
Z& A5 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
ﬂé{;%a@ﬂb, ICMPIERENEHSC, HIIPA: (DA, By CIHJ ik bk ol i 4tk ;
EifER FKEHES L () A2 L IPHihkxoh W F) ) bt ik s ol 22 e B AR AiE AR ST B ik H 38
HEREFFLKM, 4 LRKMMICMPIERENRIRC, ARk —AH &
ALFRIEIY 7
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6.46 ATK ICMP_SMURF SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

H&R& RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: ANBkAFK
$2: YRIPHLIL:
$3: DS-Lite TunnelX ¥t
$4: HMIPHIE

SRR $5: VPN# K
$6: zhffEHRM
$7: T IT AR A
$8: Brai 4 R[]
$9: HkiH

BESA 3
ATK/3/ATK_ICMP_SMURF_SZ: SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1;

2645 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=2.

HERATFRTFE, ICMPHRIEZIRL, HIIPA: (DA, By CHI JE bt sl M4
EifER DREFHEFHIIL; () A4 P IR MR T ik sl X 2 A RRAE RO 1, A
JrfR H &
ALFRIEIY 7
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6.47 ATK_ICMP_SOURCEQUENCH

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
AxRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];

" RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

)

$1: ICMP2HY

$2: NEHALWK

$3: JFIPHhE

$4: DS-Lite Tunneld i ith it
$5: HHJIPHE

$6: VPNA K

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEZFR 5

ATK/5/ATK_ICMP_SOURCEQUENCH: IcmpType(1058)=4;
RcvIfName(1023)=Ethernet1/2/0/2; SrclPAddr(1003)=9.1.1.1;

25 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

SRR HEREGIFRITH, ICMPYEG < R CCE G IE 1, RE A il H &
S(SEEM 7
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6.48 ATK_ICMP_SOURCEQUENCH_RAW

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
HERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].

$1: ICMP3AY

$2: N4

$3: JFIPHLYE

SRR $4: DS-Lite Tunnels ik
$5: HIWIPHi:

$6: VPN K

$7: BhIERA

HEZFR 5

ATK/5/ATK_ICMP_SOURCEQUENCH_RAW: IcmpType(1058)=4;

245 RcvIlfName(1023)=Ethernet1/2/0/2; SrclPAddr(1003)=9.1.1.1,;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;

Action(1049)=logging.

HERETTRITE, ICMPI SRR P RSO E Sk H & HEREGIFRKH, I ICMP

Y
AR VR P S i — 2
SMEBERIY x

6.49 ATK_ICMP_SOURCEQUENCH_RAW_SZ

IcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
HERAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPZEHY
$2: NIk #FK
$3: YRIPHLIL:
SHRR $4: DS-Lite TunnelX il
$5: HMIPHIE
$6: VPNAFR
$7: BERR
BHEFR 5
ATK/5/ATK_ICMP_SOURCEQUENCH_RAW_SZ: IcmpType(1058)=4;
245 SrcZoneName(1025)=Trust; SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
B HERSITRIFIE, ICMPIE S I HCCE Sk H &, HERGIFRKEH, - MCMP
* Y e 5% AT AR ST Ak A — A H &
ALFRIEIY 7
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6.50 ATK_ICMP_SOURCEQUENCH_SZ

IcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEAR

)

$1: ICMPH

$2: ANIAHR

$3: JFIPHLIE

$4: DS-Lite Tunnelsd 3t kit
$5: HIPHik

$6: VPNAFR

$7: ZHERA

$8: Bri i [a]

$9: Bili 45 R[]

$10: Bk RE

HEZFR 5

ATK/5/ATK_ICMP_SOURCEQUENCH_SZ: IcmpType(1058)=4;
SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
£ 3] DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131011091319; EndTime_c(1012)=20131011091819;
AtkTimes(1050)=2.

SRR HEREGIFRITE, ICMPISR < i CE o IE 1, RERMA H &
S(SEEM 7
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6.51 ATK_ICMP_TIMEEXCEED

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
e DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEA

)

$1: ICMP2HY

$2: NEHALWK

$3: JFIPHhE

$4: DS-Lite Tunneld i ith it
$5: HHJIPHE

$6: VPNA K

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEZFR 5

ATK/5/ATK_ICMP_TIMEEXCEED: IcmpType(1058)=11;
RcvIfName(1023)=Ethernet1/2/0/2; SrclPAddr(1003)=9.1.1.1;

25 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

SRR HEREGIFRITH, ICMPI R SCEEE L, Ja etk H &
S(SEEM 7
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6.52 ATK_ICMP_TIMEEXCEED_RAW

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
HERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].

$1: ICMP3AY

$2: N4

$3: JFIPHLYE

SRR $4: DS-Lite Tunnels ik
$5: HIWIPHi:

$6: VPN K

$7: BhIERA

HEZFR 5

ATK/5/ATK_ICMP_TIMEEXCEED_RAW: IcmpType(1058)=11;

245 RcvIlfName(1023)=Ethernet1/2/0/2; SrclPAddr(1003)=9.1.1.1,;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;

Action(1049)=logging.

HEREIFRITE, ICMPHER R SCE B H & HEREGITRKH, (A ICMPEI

.
SR TN
IR ¥

6.53 ATK_ICMP_TIMEEXCEED RAW_SZ

IcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
HERAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPZA!
$2: NIk #FK
$3: YRIPHLIL:
SHRR $4: DS-Lite TunnelX il
$5: HMIPHIE
$6: VPNAFR
$7: BERR
BHEFR 5
ATK/5/ATK_ICMP_TIMEEXCEED_RAW_SZ: IcmpType(1058)=11,;
245 SrcZoneName(1025)=Trust; SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
B HERSIFRITE, ICMPRER BicCE ok HE: HERSIFRKLH, S MICMPEI
“ WA — M HE
ALFRIEIY 7
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6.54 ATK_ICMP_TIMEEXCEED_SZ

HEAR

)

IcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMPH

$2: ANIAHR

$3: JFIPHLIE

$4: DS-Lite Tunnelsd 3t kit
$5: HIPHik

$6: VPNAFR

$7: ZHERA

$8: Bri i [a]

$9: Bili 45 R[]

$10: Bk RE

HEFR

5

241

ATK/5/ATK_ICMP_TIMEEXCEED_SZ: IcmpType(1058)=11; SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

FiA

HEREGIFRITE, ICMPEN Rk CHGE L, e ek H &

S(SEEE M

x
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6.55 ATK_ICMP_TRACEROUTE

6.56

RevIfName(1023)=[STRING]; SrclPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

=+ N

H&R& RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: AFZOAMK
$2: YHIPHLE
$3: DS-Lite Tunnel sl
$4: HIPHidE

SRR $5: VPN R
$6: ZhERTY
$7: BT et fE
$8: Lk 45 s )
$9: ik

HEFR 3
ATK/3/ATK_ICMP_TRACEROUTE: RcvlfName(1023)=Ethernet1/2/0/2;

2645 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=2.

HE5ER HEREIFRITE, ICMPEEY11 HAU 0o c g 1, REFMAkHE

ALFR IS 7

ATK_ICMP_TRACEROUTE_RAW

RevlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: NEOAFR
$2: JFIPHuYE
) $3: DS-Lite Tunnelsi itttk
SRR
$4: HIIPHL
$5: VPNA K
$6: FNERA
HEFR 3
ATK/3/ATK_ICMP_TRACEROUTE_RAW: RcvIfName(1023)=Ethernet1/2/0/2;
2551 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
— ASRAIFXIFR . ICMPHRA1L HARES OIS B Rk s S H AT,
“ FANCMPEEL 11 HARIS ORI SC ik — AN H &
IR &
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6.57 ATK_ICMP_TRACEROUTE_RAW_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ANBkAFK
$2: YRIPHLI:
$3: DS-Lite TunnelX] ¥t
$4: HMIPHIE
$5: VPNAFR
HEFR 3
ATK/3/ATK_ICMP_TRACEROUTE_RAW_SZ: SrcZoneName(1025)=Trust;
245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
B iHAR EEBIFRIPE, ICMPEE 11 AU MoK SCE Ok H&: HERGIFRKH, &
~ AlCMP*&ﬁnﬂﬁﬁ%j}oE’H&IﬁMi —MHE
ALFRIEIY 7

6.58 ATK_ICMP_TRACEROUTE_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];

AR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];

BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: A4

$2: JRIPHLIE

$3: DS-Lite Tunnel¥d btk
$4: HIPHuk

SRR $5: VPN# K

$6: Zh{ERA

$7: Bkt iam A

$8: Tili 45 SR [H]

$9: i H
HEFR 3
ATK/3/ATK_ICMP_TRACEROUTE_SZ: SrcZoneName(1025)=Trust;
45 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;

RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=2.

SRR HEREGITRITE, ICMPER Y11 HAUHE MO S 1, e Hik His
S(SLEEM 7
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6.59 ATK_ICMP_TSTAMP_REQ

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
e DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEA

)

$1: ICMP2HY

$2: NEHALWK

$3: JFIPHhE

$4: DS-Lite Tunneld i ith it
$5: HHJIPHE

$6: VPNA K

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEZFR 5

ATK/5/ATK_ICMP_TSTAMP_REQ: IcmpType(1058)=13;
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1;

25 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

SRR HEREIFRITH, ICMPR [EERIE K I CCE o IE 1, RE Al H &
S(SEEM 7
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6.60 ATK_ICMP_TSTAMP_REQ RAW

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
HERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].

$1: ICMP3AY

$2: N4

$3: JFIPHLYE

SRR $4: DS-Lite Tunnels ik
$5: HIWIPHi:

$6: VPN K

$7: BhIERA

HEZFR 5

ATK/5/ATK_ICMP_TSTAMP_REQ_RAW: IcmpType(1058)=13;

45 RcvIfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;

Action(1049)=logging.

HEREIFRIT I, ICMPR [RIERE R RS0 E Sk H & HEREGIFRKH, FICMP

.
A I R ISR — A
2T %

6.61 ATK_ICMP_TSTAMP_REQ RAW _SZ

IcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
HERAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPZEHY
$2: NIk #FK
$3: YRIPHLIL:
SHRR $4: DS-Lite TunnelX il
$5: HMIPHIE
$6: VPNAFR
$7: BERR
BHEFR 5
ATK/5/ATK_ICMP_TSTAMP_REQ_RAW_SZ: IcmpType(1058)=13;
245 SrcZoneName(1025)=Trust; SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
s HERATFXTFR, ICMPH IR L E ik B HERETFXKH, §MCMP
~ IS TR SR AR S R — A H 78
ALFRIEIY 7
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6.62 ATK_ICMP_TSTAMP REQ SZ

IcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEAR

)

$1: ICMPH

$2: ANIAHR

$3: JFIPHLIE

$4: DS-Lite Tunnelsd 3t kit
$5: HIPHik

$6: VPNAFR

$7: ZHERA

$8: Bri i [a]

$9: Bili 45 R[]

$10: Bk RE

HEZFR 5

ATK/5/ATK_ICMP_TSTAMP_REQ_SZ: IcmpType(1058)=13; SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;

Sl RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.
A= ULEA HEREGITITE, ICMPIN ARG R i cEEd 1, BeEmkHE
AR x
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6.63 ATK_ICMP_TSTAMP_RPL

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
e DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEA

)

$1: ICMP2HY

$2: NEHALWK

$3: JFIPHhE

$4: DS-Lite Tunneld i ith it
$5: HHJIPHE

$6: VPNA K

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEZFR 5

ATK/5/ATK_ICMP_TSTAMP_RPL: IcmpType(1058)=14;
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1;

25 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

SRR HEREGIFRITH, ICMPR a2 0 SCE o IE 1, R Al H &
S(SEEM 7
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6.64 ATK_ICMP_TSTAMP_RPL_RAW

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
HERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].

$1: ICMP3AY

$2: N4

$3: JFIPHLYE

SRR $4: DS-Lite Tunnels ik
$5: HIWIPHi:

$6: VPN K

$7: BhIERA

HEZFR 5

ATK/5/ATK_ICMP_TSTAMP_RPL_RAW: IcmpType(1058)=14;

245 RcvIlfName(1023)=Ethernet1/2/0/2; SrclPAddr(1003)=9.1.1.1,;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;

Action(1049)=logging.

HERETFRITE, ICMPI [RIERR 2 S0 E Sk H & HEREGIFRKH, I ICMP

s
=t IR 25 0RO AR A H 6
s %

6.65 ATK_ICMP_TSTAMP_RPL_RAW _SZ

IcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
HERAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPZA!
$2: NIk #FK
$3: YRIPHLIL:
SHRR $4: DS-Lite Tunnelxf il
$5: HMIPHIE
$6: VPNAFR
$7: BERR
Hll_.\ g& 5
ATK/5/ATK_ICMP_TSTAMP_RPL_RAW_SZ: IcmpType(1058)=14;
245 SrcZoneName(1025)=Trust; SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
IHAR EEBIFRIPA, ICMPI IR 2R SCH Wk HE: HEREIFRKM, HAICMP
A= HTIEJEJCF“A‘E’JT&I%E MHE
ALFRIEIY 7
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6.66 ATK_ICMP_TSTAMP_RPL_SZ

HEAR

)

IcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMPH

$2: ANIAHR

$3: JFIPHLIE

$4: DS-Lite Tunnelsd 3t kit
$5: HIPHik

$6: VPNAFR

$7: ZHERA

$8: Bri i [a]

$9: Bili 45 R[]

$10: Bk RE

HEFR

5

241

ATK/5/ATK_ICMP_TSTAMP_RPL_SZ: IcmpType(1058)=14; SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

FiA

HEREIFRITE, ICMPIR [N o 1, RE R flR H &

S(SEEE M

x
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6.67 ATK_ICMP_TYPE

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

== PN
H&R& RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: ICMP%
$2: NFEOAFR
$3: JFIPHLYE
$4: DS-Lite Tunneld i ith it
. $5: HHJIPHE
SHIRRE
$6: VPNAFK
$7: BhERTY
$8: LT 4RI IH]
$9: Lk 45 s )
$10: ik %
HEFR 5
ATK/5/ATK_ICMP_TYPE: IcmpType(1058)=38; RcvifName(1023)=Ethernet1/2/0/2;
45 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.
AR HERATERTTR, ICMPHI i SRRSO B L, Bt fef & F
IR x
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6.68 ATK_ICMP_TYPE_RAW

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
HERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].

$1: ICMP3AY

$2: N4

$3: JFIPHLYE

SRR $4: DS-Lite Tunnels ik
$5: HIWIPHi:

$6: VPN K

$7: BhIERA

HEZFR 5

ATK/5/ATK_ICMP_TYPE_RAW: IcmpType(1058)=38;

245 RcvilfName(1023)=Ethernet1/2/0/2; SrclPAddr(1003)=9.1.1.1,;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;

Action(1049)=logging.

HEREIFRITE, ICMPAIT A SCEBRRCCE Bk Hi&s HERGIFRKRH, &4

.
SR ICMPJH 15 SR SO — A~ Fl 2
LI Ps

6.69 ATK_ICMP_TYPE_RAW_SZ

IcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HERAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPHY
$2: ALK
$3: JHIPHLAE

SYRIERE $4: DS-Lite TunnelX il
$5: HIIPHkE
$6: VPN K
$7: HELR

EER 5

ATK/5/ATK_ICMP_TYPE_RAW_SZ: IcmpType(1058)=38; SrcZoneName(1025)=Trust;
245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.

HERAIFRITH, ICMPHI A SCEMIICCE ik HE; HERGIFRKH, f

S ICMP P 15 XA (SR — A H
LB %
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6.70 ATK_ICMP_TYPE_SZ

IcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEAR

)

$1: ICMPH

$2: ANIAHR

$3: JFIPHLIE

$4: DS-Lite Tunnelsd 3t kit
$5: HIPHik

$6: VPNAFR

$7: ZHERA

$8: Bri i [a]

$9: Bili 45 R[]

$10: Bk RE

HEZFR 5

ATK/5/ATK_ICMP_TYPE_SZ: IlcmpType(1058)=38; SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;

Sl RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.
A= ULEA HEREGITITE, ICMPH ™ HE R EBolE L, Ra ek HE
AR x

75



6.71 ATK_ICMP_UNREACHABLE

lcmpType(1058)=[UINT32]; RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
AxRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];

" RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

)

$1: ICMP2HY

$2: NEHALWK

$3: JFIPHhE

$4: DS-Lite Tunneld i ith it
$5: HHJIPHE

$6: VPNA K

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEZFR 5

ATK/5/ATK_ICMP_UNREACHABLE: IcmpType(1058)=3;
RcvIfName(1023)=Ethernet1/2/0/2; SrclPAddr(1003)=9.1.1.1;

25 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

SRR HEREGIFRITH, ICMPH AN IE CCE oL 1, RE Al H &
S(SEEM 7
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6.72 ATK_ICMP_UNREACHABLE_RAW

lcmpType(1058)=[UINT32]; RcvifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
HERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].

$1: ICMP3AY

$2: N4

$3: JFIPHLYE

SRR $4: DS-Lite Tunnels ik
$5: HIWIPHi:

$6: VPN K

$7: BhIERA

HEZFR 5

ATK/5/ATK_ICMP_UNREACHABLE_RAW: IcmpType(1058)=3;

45 RcvIfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;

Action(1049)=logging.

HEREIFRITE, ICMP H A A RSCE Sk H & HEREIFRKH, FICMP

Y
AR H i R T RS ik — A H
SMEBERIY x

6.73 ATK_ICMP_UNREACHABLE_RAW_SZ

IcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
HERAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPZEHY
$2: NIk #FK
$3: YRIPHLIL:
SHRR $4: DS-Lite TunnelX il
$5: HMIPHIE
$6: VPNAFR
$7: BERR
HEFR 5
ATK/5/ATK_ICMP_UNREACHABLE_RAW_SZ: IcmpType(1058)=3;
245 SrcZoneName(1025)=Trust; SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Action(1049)=logging.
B HERSITRIFE, ICMPH KA A R#cCE ik H & HERGIFRKLH, MCMP
* F AT I8 B SOl & — A H &
ALFRIEIY 7
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6.74 ATK_ICMP_UNREACHABLE_SZ

HEAR

)

IcmpType(1058)=[UINT32]; SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMPH

$2: ANIAHR

$3: JFIPHLIE

$4: DS-Lite Tunnelsd 3t kit
$5: HIPHik

$6: VPNAFR

$7: ZHERA

$8: Bri i [a]

$9: Bili 45 R[]

$10: Bk RE

HEFR

5

241

ATK/5/ATK_ICMP_UNREACHABLE_SZ: IcmpType(1058)=3; SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011091319;
EndTime_c(1012)=20131011091819; AtkTimes(1050)=2.

FiA

HEREGIFRITE, ICMPH A AR IE L, RE Rk H &

S(SEEE M

x

78



6.75 ATK_ICMPV6_DEST UNREACH

lcmpv6Type(1059)=[UINT32]; RcvIifName(1023)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY;
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEAR

)

$1: ICMPV635H!
$2: ANEILFR
$3: HIPveHiLhE
$4: HRIIPvehl
SYRIERE $5: VPN R
$6: ZHIEHRAY
$7: T iR (A
$8: Bk 45 R[]
$9: Wrdiik#

HHFR 5

ATK/5/ATK_ICMPV6_DEST_UNREACH: Icmpv6Type(1059)=133;
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPv6Addr(1036)=5600::12;

2451 DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

HE AR HEREGITRITH, ICMPV6 H KA ARk 1, e Ek HE
ALTREZIY 7

6.76 ATK_ICMPV6_DEST_UNREACH_RAW

lcmpv6Type(1059)=[UINT32]; RcvIifName(1023)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV62:7!
$2: NFEHLWK

. $3: JHIPveHhL

SHIRRE
$4: HEIPvE L
$5: VPNAFR
$6: FhfFERE

HEFR 5
ATK/5/ATK_ICMPV6_DEST_UNREACH_RAW: Icmpv6Type(1059)=133;

2645 RcvIfName(1023)=Ethernet1/2/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

B HEREIFRITE, ICMPVE H A IIARRCH Wik HE: HERESIFRKE, 84

~ ICMPV6 H HIANATIE RSl — A H &

ALFRIEIY P
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6.77 ATK_ICMPV6_DEST UNREACH_RAW_SZ

Icmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV6%!
$2: NIHAHK
SH IR $3: JRIPvEHuL
s $4: FHIPVeHIE
$5: VPNLK
$6: ZhEHRA
HEFR 5
ATK/5/ATK_ICMPV6_DEST_UNREACH_RAW_SZ: Icmpv6Type(1059)=133;
2645 SrcZoneName(1025)=Trust; SrclPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.
i HERSITRIFE, ICMPV6 H AN AARRSCH Bk H & HERSITKH, H4
~ ICMPV6 H (AN AT A 4R Sl — A H &
IR &

6.78 ATK_ICMPV6_DEST_UNREACH_SZ

Icmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
AERE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];

© RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMPv6E7
$2: ALK
$3: JHIPVEHiLE
$4: HEIPv6il
SYRIERE $5: VPN#AFK
$6: BNEARAY
$7: Bk IFUR I A
$8: Ko 4h U ]
$9: kAL

HEZFR 5

ATK/5/ATK_ICMPV6_DEST_UNREACH_SZ: lcmpv6Type(1059)=133;
SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;

2551 DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

SRR HEREGITRITE, ICMPV6 H A ATA R SCEGEE L, JRa ek H &
S(SLEEM 7
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6.79 ATK_ICMPV6_ECHO REQ

6.80

HEAR

)

lcmpv6Type(1059)=[UINT32]; RcvIifName(1023)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY;
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

SRR

$1: ICMPV635H!
$2: NEHALWK
$3: JFIPvEHLtL
$4: HRIIPvehl
$5: VPN# R
$6: #hIEAHA
$7: T iR (A
$8: M 4h st i)
$9: Ik

BEFER

5

241

ATK/5/ATK_ICMPV6_ECHO_REQ: Icmpv6Type(1059)=128;
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

BEULER

HEREGITRITH, ICMPV6IE K LR i S CEu 1, RE Ak HE

ALTREZIY

x

ATK_ICMPV6_ECHO REQ RAW

lcmpv6Type(1059)=[UINT32]; RcvIifName(1023)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPv63:H
$2: NFEHLWK

. $3: JHIPveHhL

SHIRRE
$4: HEIPvE L
$5: VPNAFR
$6: FhfFERE

HEFR 5
ATK/5/ATK_ICMPV6_ECHO_REQ_RAW: Icmpv6Type(1059)=128;

2645 RcvIfName(1023)=Ethernet1/2/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

B HERESIFRITE, ICMPVeiIEK IR MR CH Wk HE: HERGITRKH, H1

~ ICMPV6# K [ & (R S A A — A H &

ALFRIEIY P
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6.81 ATK_ICMPV6_ECHO REQ RAW _SZ

6.82

Icmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV62:HY
$2: ANIAHR

SH IR $3: JRIPvEHuL

s $4: FHIPVeHIE
$5: VPNLK
$6: ZhEHRA

HEFR 5
ATK/5/ATK_ICMPV6_ECHO_REQ_RAW_SZ: Icmpv6Type(1059)=128;

2645 SrcZoneName(1025)=Trust; SrclPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

AR EEBTFRIFA , ICMPV6IE K [0 B RSO Wik k H & HEREITFRKH, £MCMPV6
~ m?J@@E’J%E«Iﬁ%Z*A EF

IR &

ATK_ICMPV6_ECHO REQ _SZ

Icmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMPv6E7
$2: ALK
$3: JHIPVEHiLE
$4: HEIPv6il
$5: VPN& R
$6: BNEARAY
$7: Bk IFUR I A
$8: Ko 4h U ]
$9: Bukiik#

HEFR

5

241

ATK/5/ATK_ICMPV6_ECHO_REQ_SZ: Icmpv6Type(1059)=128;
SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

FiAA

HERSITRITE, ICMPV6IEK A R iRl 1, REEmAk HE

S(SLEEM

x
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6.83 ATK_ICMPV6_ECHO RPL

6.84

HEAR

)

lcmpv6Type(1059)=[UINT32]; RcvIifName(1023)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY;
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

SRR

$1: ICMPV635H!
$2: NEHALWK
$3: JFIPvEHLtL
$4: HRIIPvehl
$5: VPN# R
$6: #hIEAHA
$7: T iR (A
$8: M 4h st i)
$9: Ik

BEFER

5

241

ATK/5/ATK_ICMPV6_ECHO_RPL: Icmpv6Type(1059)=129;
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

BEULER

HEREGITRITH, ICMPV6RLE & il SCEu e 1, RE Ak HE

ALTREZIY

x

ATK_ICMPV6_ECHO RPL_RAW

lcmpv6Type(1059)=[UINT32]; RcvIifName(1023)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPv63:H
$2: NFEHLWK

. $3: JHIPveHhL

SHIRRE
$4: HEIPvE L
$5: VPNAFR
$6: FhfFERE

HEFR 5
ATK/5/ATK_ICMPV6_ECHO_RPL_RAW: Icmpv6Type(1059)=129;

2645 RcvIfName(1023)=Ethernet1/2/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

B HERESIFRITE, ICMPVERLE R Mo H ik HE: HERSITRKH, H4

~ ICMPV6[a] & B 25 (R S A A — A H &

ALFRIEIY P
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6.85 ATK_ICMPV6_ECHO RPL_RAW _SZ

6.86

Icmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV62:HY
$2: ANIAHR

SH IR $3: JRIPvEHuL

s $4: FHIPVeHIE
$5: VPNLK
$6: ZhEHRA

HEFR 5
ATK/5/ATK_ICMPV6_ECHO_RPL_RAW_SZ: Icmpv6Type(1059)=129;

2645 SrcZoneName(1025)=Trust; SrclPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

AR EEBTIFRIFA , ICMPV6[aL S B R SO Gk H & HEREITFRKH, £MCMPV6
“ @ﬂﬁéﬁﬁ%&zﬁmﬁ~/\ﬁi
IR &

ATK_ICMPV6_ECHO RPL_SZ

Icmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMPv6E7
$2: ALK
$3: JHIPVEHiLE
$4: HEIPv6il
$5: VPN& R
$6: BNEARAY
$7: Bk IFUR I A
$8: Ko 4h U ]
$9: Bukiik#

HEFR

5

241

ATK/5/ATK_ICMPV6_ECHO_RPL_SZ: Icmpv6Type(1059)=129;
SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

FiAA

HEREGITRITE, ICMPV6[RLE N & ik SCEui 1, RE Rl H &

S(SLEEM

x
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6.87 ATK_ICMPV6_FLOOD

RevlfName(1023)=[STRING]; DstIPv6Addr(1037)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLFRR
$2: HHJIPveihlk
$3: Hi¥i -
SHIRRE $4: VPNAHK
$5: W IR
$6: FEFRA
$7: BEkITHRI A
HEFR 3
ATK/3/ATK_ICMPV6_FLOOD: RcvlfName(1023)=Ethernet1/2/0/2;
£ 31 DstIPv6Addr(1007)=2002::2; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
HERA LTI R PG 5 B FI R RICMPVeRSC G IME, ik H &
IR T

6.88 ATK_ICMPV6_FLOOD SZ

SrcZoneName(1025)=[STRING]; DstIPv6Addr(1037)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANB#FK
$2: HIWIPveiiik
$3: HH#um
SHER $4: VPN#4FK
$5: HE B
$7: T AR A
HEFR 3
ATK/3/ATK_ICMPV6_FLOOD_SZ: SrcZoneName(1025)=Trust;
245 DstIPv6Addr(1007)=2002::2; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
H&iEA AL ) P FR 5 E L ICMPV6e IR SCEGE S I, ik H &
ALFR IS 7
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6.89 ATK_ICMPV6_GROUPQUERY

6.90

W]
]

HEAR

lcmpv6Type(1059)=[UINT32]; RcvIifName(1023)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

SRR

$1: ICMPV635H!
$2: NEHALWK
$3: JFIPvEHLtL
$4: HRIIPvehl
$5: VPN# R
$6: #hIEAHA
$7: T iR (A
$8: M 4h st i)
$9: Ik

BEFER

5

241

ATK/5/ATK_ICMPV6_GROUPQUERY: Icmpv6Type(1059)=130;
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

BEULER

HEREITRITE, ICMPVEALRR TN & Bl IioCGEE 1, Re e HE

ALTREZIY

x

ATK_ICMPV6_GROUPQUERY_RAW

lcmpv6Type(1059)=[UINT32]; RcvIifName(1023)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV62:7!
$2: NFEHLWK
$3: JHIPveHhL

SHIRRE
$4: HEIPvE L
$5: VPNAFR
$6: FhfFERE

HEFR 5
ATK/5/ATK_ICMPV6_GROUPQUERY_RAW: Icmpv6Type(1059)=130;

2645 RcvIfName(1023)=Ethernet1/2/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

B HEREIFRITE, ICMPVOAFEMIT & ARk O Wk HE: HERGIFRKH, &

* AMEANICMPVE IR & A R SRk — N H &

ALFRIEIY P
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6.91 ATK_ICMPV6_GROUPQUERY_ RAW _SZ

6.92

Icmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV6%!
$2: NIHAHK
SH IR $3: JRIPvEHuL
s $4: FHIPVeHIE
$5: VPNLK
$6: ZhEHRA
HEFR 5
ATK/5/ATK_ICMPV6_GROUPQUERY_RAW_SZ: Icmpv6Type(1059)=130;
2451 SrcZoneName(1025)=Trust; SrclPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.
335 B HERSITRITE, ICMPVeARRWIT & B o cE ik H & HERSITRKH,
- MEANICMPVE AR & 2 AR SR — M H &
IR &

ATK_ICMPV6_GROUPQUERY_SZ

Icmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMPv6E7
$2: ALK
$3: JHIPVEHiLE
$4: HEIPv6il
$5: VPN& R
$6: BNEARAY
$7: Bk IFUR I A
$8: Ko 4h U ]
$9: Bukiik#

HEFR

5

241

ATK/5/ATK_ICMPV6_GROUPQUERY_SZ: Icmpv6Type(1059)=130;
SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

FiAA

HEREGITRITE, ICMPVEA IR & Bl R S CEE 1, RaEmiHE

S(SLEEM

x
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6.93 ATK_ICMPV6_GROUPREDUCTION

lcmpv6Type(1059)=[UINT32]; RcvIifName(1023)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY;
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEAR

)

$1: ICMPV635H!
$2: ANEILFR
$3: HIPveHiLhE
$4: HRIIPvehl
SYRIERE $5: VPN R
$6: ZHIEHRAY
$7: T iR (A
$8: Bk 45 R[]
$9: Wrdiik#

HHFR 5

ATK/5/ATK_ICMPV6_GROUPREDUCTION: Icmpv6Type(1059)=132;
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPv6Addr(1036)=5600::12;

2451 DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

H&15 A HEREIFRITE, ICMPVEALIETNT % Done ik CHUE#E L, REFMAHE
ALTREZIY 7

6.94 ATK_ICMPV6_GROUPREDUCTION_RAW

lcmpv6Type(1059)=[UINT32]; RcvIifName(1023)=[STRING];
HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV62:7!
$2: NFEHLWK
. $3: JHIPveHhL
SHIRRE
$4: HEIPvE L
$5: VPNAFR
$6: FhfFERE
HEFR 5
ATK/5/ATK_ICMPV6_GROUPREDUCTION_RAW: Icmpv6Type(1059)=132;
2645 RcvIfName(1023)=Ethernet1/2/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.
B HEREIFXI)E, ICMPVE4LENINT & Done Mk X A HE; HERETI KM,
* FAENMICMPVEH TN # Done Uk ik — 4 H &
ALFRIEIY P
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6.95 ATK_ICMPV6_GROUPREDUCTION_RAW_SZ

Icmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV6%!
$2: NIHAHK
SH IR $3: JRIPvEHuL
s $4: FHIPVeHIE
$5: VPNLK
$6: ZhEHRA
HEFR 5
ATK/5/ATK_ICMPV6_GROUPREDUCTION_RAW_SZ: Icmpv6Type(1059)=132;
2645 SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.
AR EREHXIFE, ICMPVEHREN T # Done ik LAk H&: AEREGHIKH, G
~ /|\’i/\ICMPV6éHT§ﬁ Wr 2 Doneff 4k SCfid A — A~ H &
IR &

6.96 ATK_ICMPV6_GROUPREDUCTION_SZ

Icmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
AERE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];

© RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMPv6E7
$2: ALK
$3: JHIPVEHiLE
$4: HEIPv6il
SYRIERE $5: VPN#AFK
$6: BNEARAY
$7: Bk IFUR I A
$8: Ko 4h U ]
$9: kAL

HEZFR 5

ATK/5/ATK_ICMPV6_GROUPREDUCTION_SZ: Icmpv6Type(1059)=132;
SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;

2551 DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

SRR HERSITRITIE, ICMPVEALIEWT # Done 4k LA ILL, F& )5l H &
S(SLEEM 7
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6.97 ATK_ICMPV6_GROUPREPORT

lcmpv6Type(1059)=[UINT32]; RcvIifName(1023)=[STRING];
A=maE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY;

" RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

W]
]

$1: ICMPV635H!
$2: ANEILFR
$3: HIPveHiLhE
$4: HRIIPvehl
SYRIERE $5: VPN R
$6: ZHIEHRAY
$7: T iR (A
$8: Bk 45 R[]
$9: Wrdiik#

HHFR 5

ATK/5/ATK_ICMPV6_GROUPREPORT: Icmpv6Type(1059)=131,
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPv6Addr(1036)=5600::12;

2451 DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

BEULER HEREITRITE, ICMPVEALRR TN & i i oGt 1, R& e H &
ALTREZIY 7

6.98 ATK_ICMPV6_GROUPREPORT_RAW

lcmpv6Type(1059)=[UINT32]; RcvIifName(1023)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV62:7!
$2: NFEHLWK

. $3: JHIPveHhL

SHIRRE
$4: HEIPvE L
$5: VPNAFR
$6: FhfFERE

HEFR 5
ATK/5/ATK_ICMPV6_GROUPREPORT_RAW: Icmpv6Type(1059)=131;

2645 RcvIfName(1023)=Ethernet1/2/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

B HEREIFRITE, ICMPVEOHFRMI & i iRk CH Ak H &, HEREIFRKH,

* ANEFMCMPVE AR i 4 i IR SRR — N H &

ALFRIEIY P
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6.99 ATK_ICMPV6_GROUPREPORT_RAW_SZ

Icmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV62:HY
$2: NIHAHK
SH IR $3: JRIPvEHuL
s $4: FHIPVeHIE
$5: VPNLK
$6: ZhEHRA
HEFR 5
ATK/5/ATK_ICMPV6_GROUPREPORT_RAW_SZ: Icmpv6Type(1059)=131,
2451 SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.
R HERATFRIF R, ICMPVOARHINT &S ML R H &, HERET KM, &
~ AEAMCMPVOALIETIT #4135 (SR — 4 H &
IR &

6.100 ATK_ICMPV6_GROUPREPORT_SZ

Icmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
SrclPv6Addr(1036)=[IPADDRY]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];

BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMPv6E7
$2: ALK
$3: JHIPVEHiLE
$4: HEIPv6il
$5: VPN& R
$6: BNEARAY
$7: Bk IFUR I A
$8: Ko 4h U ]
$9: Bukiik#

HEFR

5

241

ATK/5/ATK_ICMPV6_GROUPREPORT_SZ: lcmpv6Type(1059)=131;
SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

FiAA

HERAIFRITE, ICMPVEALTE T & 1k & IO L, REJEMA H &

S(SLEEM

x
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6.101 ATK_ICMPV6_LARGE

RevIfName(1023)=[STRING]; SrclPv6Addr(1036)=[IPADDR];
HERE DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

" Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].

)

$1: NEOARR
$2: YHIPv6hE
$3: HIWIPv6HihL
$4: VPN R
$5: FEFRA
$6: Bl FF o A
$7: Bk 45 o )
$8: Mk

HEER 3

ATK/3/ATK_ICMPV6_LARGE: RcvIfName(1023)=Ethernetl1/2/0/2;
SrclPv6Addr(1036)=5600::12; DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0;

Z& 451
Sl RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.
FiA HEREIFRITE, ICMPVeE KIS, REaikHE
ALFR IS 7

6.102 ATK_ICMPV6_LARGE_RAW

RcvIfName(1023)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];
HEAZR DstlPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ANEALK
$2: JHIPvEHLL
SHRR $3: HI¥IPveil
$4: VPN
$5: FhERTY
HEFR 3
ATK/3/ATK_ICMPV6_LARGE_RAW: RcvIfName(1023)=Ethernet1/2/0/2;
245 SrcIPv6Addr(1036)=5600::12; DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0;
RcvVPNInstance(1041)=--; Action(1049)=logging.
—_— ASRATFATF R ICMPVERI KIS B B H ks FS B A TR, BAMEMCMPYG
~ KRR — N H &
IR x
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6.103 ATK_ICMPV6_LARGE RAW _SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDRY];

HEARZRE DstIPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ANBkAFK
$2: JHIPvEHLALE
SYRIERE $3: HIPvelhil
$4: VPNAZ K
$5: FEHRA
BAEFR 3
ATK/3/ATK_ICMPV6_LARGE_RAW_SZ: SrcZoneName(1025)=Trust;
245 SrcIPv6Addr(1036)=5600::12; DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0;
RcvVPNInstance(1041)=--; Action(1049)=logging.
B HERGIHIE, ICMPVEERIRCH B HE: HEREGIFRKH, FEAICMPVE
“ AR R — A H &
AR x

6.104 ATK_ICMPV6_LARGE SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDRY];
DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

== PN

H&R& Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].
$1: ANB#FK
$2: JHIPvEHLALE
$3: HIIPveihk

N $4: VPN K

SYRIERE o
$5: Zjﬂ/lf%@
$6: Brditiams(a
$7: BRI (A
$8: T i

BEER 3
ATK/3/ATK_ICMPV6_LARGE_SZ: SrcZoneName(1025)=Trust;

45 SrcIPv6Addr(1036)=5600::12; DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

A= ULER HERAIFXLIFE, ICMPVEE KR CHEISL, REEMAHE

IR x
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6.105 ATK_ICMPV6_PACKETTOOBIG

HEAR

)

lcmpv6Type(1059)=[UINT32]; RcvIifName(1023)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY;
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

SRR

$1: ICMPV635H!
$2: NEHALWK
$3: JFIPvEHLtL
$4: HRIIPvehl
$5: VPN# R
$6: #hIEAHA
$7: T iR (A
$8: M 4h st i)
$9: Ik

BEFER

5

241

ATK/5/ATK_ICMPV6_PACKETTOOBIG: Icmpv6Type(1059)=136;
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

BEULER

HEREGITRITH, ICMPVeHHE K i S CEui L 1, RE Ak HE

ALTREZIY

x

6.106 ATK_ICMPV6_PACKETTOOBIG_RAW

lcmpv6Type(1059)=[UINT32]; RcvIifName(1023)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV62:7!
$2: NFEHLWK

. $3: JHIPveHhL

SHIRRE
$4: HEIPvE L
$5: VPNAFR
$6: FhfFERE

HEFR 5
ATK/5/ATK_ICMPV6_PACKETTOOBIG_RAW: Icmpv6Type(1059)=136;

2645 RcvIfName(1023)=Ethernet1/2/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

B HERESIFRITE, ICMPVeRE KMo cH ik HE: HERGITKH, H

~ ICMPV6 £ K (R SO A — A H &

ALFRIEIY P
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6.107 ATK_ICMPV6_PACKETTOOBIG_RAW_SZ

Icmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV6%!
$2: NIHAHK
SH IR $3: JRIPvEHuL
s $4: FHIPVeHIE
$5: VPNLK
$6: ZhEHRA
HEFR 5
ATK/5/ATK_ICMPV6_PACKETTOOBIG_RAW_SZ: Icmpv6Type(1059)=136;
2451 SrcZoneName(1025)=Trust; SrclPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.
335 B HERESTFRITE , ICMPVeEHE K i SCE Wik H & HEREIFRKMA, HAHICMPVE
“ Hm A oo R — M H &
IR &

6.108 ATK_ICMPV6_PACKETTOOBIG_SZ

Icmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
SrclPv6Addr(1036)=[IPADDRY]; DstIPv6Addr(1037)=[IPADDR];

== o

S RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: ICMPV67Y
$2: NIk #FK
$3: JHIPVEHiLE
$4: HIWIPveiik

YRR $5: VPNAFK
$6: BHEHRAY
$7: Bk A]
$8: Tili 45 ST [H]
$9: Tk I

HEFR 5
ATK/5/ATK_ICMPV6_PACKETTOOBIG_SZ: Icmpv6Type(1059)=136;
SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;

2551 DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

A= ULER HERSITITE, ICMPVeEHEBE KM, BemmkHE

IR x
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6.109 ATK_ICMPV6_PARAPROBLEM

HEAR

)

lcmpv6Type(1059)=[UINT32]; RcvIifName(1023)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY;
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

SRR

$1: ICMPV635H!
$2: NEHALWK
$3: JFIPvEHLtL
$4: HRIIPvehl
$5: VPN# R
$6: #hIEAHA
$7: T iR (A
$8: M 4h st i)
$9: Ik

BEFER

5

241

ATK/5/ATK_ICMPV6_PARAPROBLEM: Icmpv6Type(1059)=135;
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

BEULER

HEREGITRITH, ICMPVESEn il SCEui I 1, RE Ak H &

ALTREZIY

x

6.110 ATK_ICMPV6_PARAPROBLEM_RAW

lcmpv6Type(1059)=[UINT32]; RcvIifName(1023)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPv63:H
$2: NFEHLWK

. $3: JHIPveHhL

SHIRRE
$4: HEIPvE L
$5: VPNAFR
$6: FhfFERE

HEFR 5
ATK/5/ATK_ICMPV6_PARAPROBLEM_RAW: Icmpv6Type(1059)=135;

2645 RcvIfName(1023)=Ethernet1/2/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

B HEREIFRITE, ICMPVeS M CE ik HE: HERGITKH, H

~ ICMPV6Z 4 il i {45 SCfid A — A~ H &

ALFRIEIY P
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6.111 ATK_ICMPV6_PARAPROBLEM_RAW_SZ

Icmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV6%!
$2: NIHAHK
. $3: JRIPvEHuL
SRR
$4: HIMIPveihik
$5: VPNLK
$6: ZhEHRA
HEFR 5
ATK/5/ATK_ICMPV6_PARAPROBLEM_RAW_SZ: Icmpv6Type(1059)=135;
2645 SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.
i HERESIFRIFIE , ICMPVeZ ¥ inl i SCE Wik H & HEREIFRKMA, HAICMPVE
“ SRR BRI OCR — N H &
IR &

6.112 ATK_ICMPV6_PARAPROBLEM_SZ

Icmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
SrclPv6Addr(1036)=[IPADDRY]; DstIPv6Addr(1037)=[IPADDR];

== o

S RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: ICMPV67Y
$2: NIk #FK
$3: JHIPVEHiLE
$4: HIWIPveiik

YRR $5: VPNAFK
$6: BHEHRAY
$7: Bk A]
$8: Tili 45 ST [H]
$9: Tk I

HEFR 5
ATK/5/ATK_ICMPV6_PARAPROBLEM_SZ: lcmpv6Type(1059)=135;
SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;

2551 DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

EiER HERSITRITE, ICMPVeS i M ik 8t 1, REEmAk HE

IR x
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6.113 ATK_ICMPV6_TIMEEXCEED

lcmpv6Type(1059)=[UINT32]; RcvIifName(1023)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY;
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEAR

)

$1: ICMPV635H!
$2: ANEILFR
$3: HIPveHiLhE
$4: HRIIPvehl
SYRIERE $5: VPN R
$6: ZHIEHRAY
$7: T iR (A
$8: Bk 45 R[]
$9: Wrdiik#

HHFR 5

ATK/5/ATK_ICMPV6_TIMEEXCEED: Icmpv6Type(1059)=134;
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPv6Addr(1036)=5600::12;

2451 DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

BEULER HEREGITRITH, ICMPVEREIN i S CE G 1, RE Ak HE
ALTREZIY 7

6.114 ATK_ICMPV6_TIMEEXCEED_RAW

lcmpv6Type(1059)=[UINT32]; RcvIifName(1023)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV62:7!
$2: NFEHLWK

. $3: JHIPveHhL

SHIRRE
$4: HEIPvE L
$5: VPNAFR
$6: FhfFERE

HEFR 5
ATK/5/ATK_ICMPV6_TIMEEXCEED_RAW: Icmpv6Type(1059)=134;

2645 RcvIfName(1023)=Ethernet1/2/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

B HERESIFRITE, ICMPVEREIN Rk CH WAk HE: HEREGIFRKM, B4 ICMPVE

* I BRSO — A H &

ALFRIEIY P
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6.115 ATK_ICMPV6_TIMEEXCEED RAW_SZ

Icmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV62:HY
$2: NIHAHK

SH IR $3: JRIPvEHuL

s $4: FHIPVeHIE
$5: VPNLK
$6: ZhEHRA

HEFR 5
ATK/5/ATK_ICMPV6_TIMEEXCEED_RAW_SZ: Icmpv6Type(1059)=134;

2645 SrcZoneName(1025)=Trust; SrclPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

iR EREIXIR, ICMPVEEER R CE Atk A&, AEREHIKH, FMICMPVE

Eﬁﬁ’]?&lﬁﬂaﬁ*A H&

IR &

6.116 ATK_ICMPV6_TIMEEXCEED_SZ

Icmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ICMPv6E7
$2: ALK
$3: JHIPVEHiLE
$4: HEIPv6il
$5: VPN& R
$6: BNEARAY
$7: Bk IFUR I A
$8: Ko 4h U ]
$9: Bukiik#

HEFR

5

241

ATK/5/ATK_ICMPV6_TIMEEXCEED_SZ: Icmpv6Type(1059)=134;
SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

FiAA

HEREGITRITE, ICMPVEER kSCH G 1, R Al H &

S(SLEEM

x
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6.117 ATK_ICMPV6_TRACEROUTE

RevIfName(1023)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];
DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

== PN

H&R& Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].
$1: AFZOAMK
$2: JHIPveHhhL
$3: HI¥IPveiil

SRR $4: VPNALFR

s $5: FHIERH
$6: BUdiITaRm A
$7: BEhE R A
$8: ik

HEFR 3
ATK/3/ATK_ICMPV6_TRACEROUTE: RcvlfName(1023)=Ethernet1/2/0/2;

245 SrclPv6Addr(1036)=5600::12; DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

EifER HEREIFRIFE, ICMPEACA3MIR CHEIE L, RE/EMAHE

BRI 7
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6.118 ATK_ICMPV6_TRACEROUTE_RAW

RcvIfName(1023)=[STRING]; SrclPv6Addr(1036)=[IPADDR];
DstIPv6Addr(1037)=[IPADDR]; RcvWPNInstance(1041)=[STRING];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING].

SRR

$1: NEOLFRR
$2: YHIPv6hE
$3: HRIPveHhit
$4: VPN R
$5: FEFRA
$6: W 4RI [A]
$7: Bk 45 o )
$8: Ik

HEFR

3

241

ATK/3/ATK_ICMPV6_TRACEROUTE_RAW: RcvIlfName(1023)=Ethernet1/2/0/2;
SrclPv6Addr(1036)=5600::12; DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435.

BEULER

HEREIFRITE, ICMPERIY3ISCE Wk H & HEREIFRKH, FFPMICMP
RN ST A — A H &

S(SEEE M

x

101



6.119 ATK_ICMPV6_TRACEROUTE_RAW_SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDRY];
DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING].

$1: A4
$2: JHIPvEHLLLE
$3: HIIPveihk
$4: VPN K
$5: FHFERR
$6: Uit (a]
$7: Wil g R [E]
$8: T i

HEFR

3

241

ATK/3/ATK_ICMPV6_TRACEROUTE_RAW_SZ: SrcZoneName(1025)=Trust;
SrcIPv6Addr(1036)=5600::12; DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435.

BEULER

HERGITRITE, ICMPERIN3MRSCE Wik H & HERESIFRRKM, FHICMPRAE
NBIHR SR — A H &

S(SEEE M

x
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6.120 ATK_ICMPV6_TRACEROUTE_SZ

SrcZoneName(1025)=[STRING]; SrcIPv6Addr(1036)=[IPADDRY];
DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

== PN

H&R& Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].
$1: ANBkAFK
$2: JHIPvEHLLLE
$3: HIIPveihk

SRR $4: VPNAK

s $5: FIERM
$6: T T AR A
$7: BEkg R [a
$8: T i

HEFR 3
ATK/3/ATK_ICMPV6_TRACEROUTE_SZ: SrcZoneName(1025)=Trust;

245 SrclPv6Addr(1036)=5600::12; DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

EifER HERAIFRLIFE, ICMPEACA3MIR T, REEMAHE

BRI 7
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6.121 ATK_ICMPV6_TYPE

HEAR

)

lcmpv6Type(1059)=[UINT32]; RcvIifName(1023)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY;
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

SRR

$1: ICMPV635H!
$2: NEHALWK
$3: JFIPvEHLtL
$4: HRIIPvehl
$5: VPN# R
$6: #hIEAHA
$7: T iR (A
$8: M 4h st i)
$9: Ik

BEFER

5

241

ATK/5/ATK_ICMPV6_TYPE: Icmpv6Type(1059)=38; RcvifName(1023)=Ethernet1/2/0/2;
SrclPv6Addr(1036)=5600::12; DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

BEULER

HEREITRITE, ICMPVEH] /™ 5 SR ICHGEE 1, Re e H &

ALTREZIY

x

6.122 ATK_ICMPV6_TYPE RAW

lcmpv6Type(1059)=[UINT32]; RcvifName(1023)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPv6Z7Y
$2: NEOLFRR
$3: JHIPveH L

SRR
$4: HEIIPvEHlL:
$5: VPNA
$6: ZhfERE

EFER 5
ATK/5/ATK_ICMPV6_TYPE_RAW: Icmpv6Type(1059)=38;

245 RcvIfName(1023)=Ethernet1/2/0/2; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

B HERSGITRITE, ICMPVEeH T H & SR cE AR H &, HERESITRKH,

* AMCMPVEH ' B & BRIk SR — AN H &

IR &
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6.123 ATK_ICMPV6_TYPE RAW_SZ

Icmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ICMPV6%!
$2: NIHAHK

SH IR $3: JRIPvEHuL

s $4: FHIPVeHIE
$5: VPNLK
$6: ZhEHRA

HEFR 5
ATK/5/ATK_ICMPV6_TYPE_RAW_SZ: Icmpv6Type(1059)=38;

2645 SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=5600::12;
DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0; RcvVPNInstance(1041)=--;
Action(1049)=logging.

i AERGHIITR, ICMPVEH F B SRR E AMR 0 &, AEREGIILH, &
~ ANMCMPV6 F 1 58 SCEAL R ik — 4 H &

IR &

6.124 ATK_ICMPV6_TYPE_SZ

Icmpv6Type(1059)=[UINT32]; SrcZoneName(1025)=[STRING];

AR SrclPv6Addr(1036)=[IPADDRY]; DstIPv6Addr(1037)=[IPADDR];

mNE RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];

BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: ICMPV67Y
$2: NIk #FK
$3: JRIPvEHuL
$4: HIWIPveiik

YRR $5: VPNAFK
$6: zhffEHRM
$7: Bk A]
$8: Tili 45 ST [H]
$9: Huti ik

HEFR 5
ATK/5/ATK_ICMPV6_TYPE_SZ: Icmpv6Type(1059)=38; SrcZoneName(1025)=Trust;

45 SrclPv6Addr(1036)=5600::12; DstIPv6Addr(1037)=1200:0:3400:0:5600:0:7800:0;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011100935;
EndTime_c(1012)=20131011101435; AtkTimes(1050)=2.

LA HSRATFHRIFR, ICMPVEHIF E5E KR ORI L, R R AR A %
IR &
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6.125 ATK_IP_OPTION

IPOptValue(1057)=[UINT32]; RcvlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEAR

)

$1: IPIETE

$2: N4
$3: JFIPHLYE

$4: DS-Lite Tunnelxf st
$5: HIPHiik
SRIERE $6: VPN K

$7: WA

$8: ZhfEFA

$9:  Brdi T 4Rt (A
$10: Hrifi 45 RIS ]
$11: BHIREL

HEZFR 5

ATK/5/ATK_IP_OPTION: IPOptValue(1057)=38; RcvifName(1023)=Ethernet1/2/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
25 RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP; Action(1049)=logging;
BeginTime_c(1011)=20131011063123; EndTime_c(1012)=20131011063623;
AtkTimes(1050)=3.

HE A HERGITRATIF, AP AE PGS L, R Ak HE
ALFR IS 7
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6.126 ATK_IP_OPTION_RAW

IPOptValue(1057)=[UINT32]; RevifName(1023)=[STRING]; SrclPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: IPIETIE
$2: NFEALWK
$3: JFIPHLYE

ST $4: DS-Lite Tunnel itk
$5: HIPHiik
$6: VPNAZ K
$7: WA
$8: FhEERM

BEHER 5
ATK/5/ATK_IP_OPTION_RAW: IPOptValue(1057)=38;

45 RcvIfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Protocol(1001)=RAWIP; Action(1049)=logging.

B HERSITRITE, g UPEIiorgs Gk 0 &, HEREITRKA, FHHP

* B UPEI R AR — A H &

IR &
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6.127 ATK_IP_OPTION_RAW_SZ

IPOptValue(1057)=[UINT32]; SrcZoneName(1025)=[STRING];
A=mzE SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];
meE DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: IPIEIE
$2: ALK
$3: VRIPHIE
$4: DS-Lite Tunnel it ik
$5: HIPHuik
$6: VPNAFK
$7: WA
$8: BNERR
HESE% 5
ATK/5/ATK_IP_OPTION_RAW_SZ: IPOptValue(1057)=38; SrcZoneName(1025)=Trust;
2551 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP; Action(1049)=logging.
— FSRATFHRIFR ., F B PRI AR A s FSEA TR, fA A
“ H A PRI RS fi A — A~ H &
ALFRIEIY 7
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6.128 ATK_IP_OPTION_SZ

IPOptValue(1057)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

HERZRE DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING]; BeginTime_c(1011)=[STRING];
EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: IPIETME

$2: AL

$3: JHIPHLLLE

$4: DS-Lite Tunnelxf st
$5: HWIPHi:
SHRR $6: VPN&FR

$7: PR

$8: WA

$9: Tk an [a]
$10: K5 e [a]
$11: HrdiikH

HHFR 5

ATK/5/ATK_IP_OPTION_SZ: IPOptValue(1057)=38; SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
245 RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP; Action(1049)=logging;
BeginTime_c(1011)=20131011063123; EndTime_c(1012)=20131011063623;
AtkTimes(1050)=3.

HE A HERGIFRATIF, M A PGB L, RE Ak HE
ALFR IS x
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6.129 ATK_IP4_ACK_FLOOD

RevlfName(1023)=[STRING]; DstIPAddr(1007)=[IPADDRY]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLFRR
$2: HIWIPHi:
$3: HifiH
SHIRRE $4: VPN&HK
$5: W IR
$6: FEFRA
$7: BEkITHRI A
HEFR 3
ATK/3/ATK_IP4_ACK_FLOOD: RcvlifName(1023)=Ethernet1/2/0/2;
£ 31 DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
HERA AL E] A E H L TCPAR S AL NACKIIPVATR O HGE S BIME, ik H &
IR T

6.130 ATK_IP4 ACK_FLOOD SZ

SrcZoneName(1025)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANB#FK
$2: HEIPHL
$3: H#um
SHER $4: VPN#4FK
$5: HFE LR
$6: BNfERR
$7: T AR A
HEFR 3
ATK/3/ATK_IP4_ACK_FLOOD_SZ: SrcZoneName(1025)=Trust; DstIPAddr(1007)=6.1.1.5;
2451 DstPort(1008)=22; RcvVPNInstance(1041)=--; UpperLimit(1048)=10;
Action(1049)=logging; BeginTime_c(1011)=20131009093351.
58 B ] P38 2 F IO TCP AR A5 S AACKINIPVARSCEORLS M E, f F 25
ALFR IS 7
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6.131 ATK_IP4_DIS_PORTSCAN

RcvIfName(1023)=[STRING]; Protocol(1001)=[STRING]; TcpFlag(1074)=[STRING];
HEARZRE DstIPAddr(1007)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING].

$1. ANEOAK

$2: LB

$3: TCPEM ((XAETCPIRCH BRiZ 7B
SYIRRE $4: HIPHhhk

$5: VPNAFK

$6: ZHEFHA

$7: BGEFFURET )

HEZFR 3

ATK/3/ATK_IP4_DIS_PORTSCAN: RcvlfName(1023)=Ethernet1/2/0/2;

45 Protocol(1001)=TCP; TcpFlag(1074)=[SYN]; DstIPAddr(1007)=6.1.1.5;
RcvVPNInstance(1041)=vpn1; Action(1049)=logging,block-source;

BeginTime_c(1011)=20131009052955.

AR AR o 220 A port scani ik H &
ATRFE I I

6.132 ATK_IP4_DIS_PORTSCAN_SZ

SrcZoneName(1025)=[STRING]; Protocol(1001)=[STRING]; DstIPAddr(1007)=[IPADDRY];

HEARZRE RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANBk#FK
$2: WA
" $3: HMIPHIE
SRR
$4: VPNLAK
$5: BfERR
$6: Brdit it (a]
EEFR 3
ATK/3/ATK_IP4_DIS_PORTSCAN_SZ: SrcZoneName(1025)=Trust; Protocol(1001)=TCP;
245 DstIPAddr(1007)=6.1.1.5; RcvVPNInstance(1041)=vpn1,;
Action(1049)=logging,block-source; BeginTime_c(1011)=20131009052955.
B3 ARSI A2 43 A1 Aport scankt gk H &
ALFRIEIY 7
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6.133 ATK_IP4_DNS_FLOOD

RevlfName(1023)=[STRING]; DstIPAddr(1007)=[IPADDRY]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLFRR
$2: HIWIPHi:
$3: HifiH
SHIRRE $4: VPN&HK
$5: W IR
$6: FEFRA
$7: BEkITHRI A
HEFR 3
ATK/3/ATK_IP4_DNS_FLOOD: RcvlfName(1023)=Ethernet1/2/0/2;
£ 31 DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
HERA BRI AT Y 13 R H IP R I%DNS Query IR SCHGE BIE, filk HER%
IR T

6.134 ATK_IP4_DNS_FLOOD_SZ

SrcZoneName(1025)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANB#FK
$2: HIPHuik
$3: H#um
SHER $4: VPN#4FK
$5: HFE LR
$6: BNfERR
$7: T AR A
HEFR 3
ATK/3/ATK_IP4_DNS_FLOOD_SZ: SrcZoneName(1025)=Trust; DstIPAddr(1007)=6.1.1.5;
245 DstPort(1008)=22; RcvVPNInstance(1041)=--; UpperLimit(1048)=10;
Action(1049)=logging; BeginTime_c(1011)=20131009093351.
H&iEA BTN TA] Y [ 96 58 B ROIP &K 36 DNS Query MR SCEGE I RME, ik H &K%
SLEIE %
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6.135 ATK_IP4_FIN_FLOOD

RevlfName(1023)=[STRING]; DstIPAddr(1007)=[IPADDRY]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLFRR
$2: HIWIPHi:
$3: HifiH
SHIRRE $4: VPN&HK
$5: W IR
$6: FEFRA
$7: BEkITHRI A
HEFR 3
ATK/3/ATK_IP4_FIN_FLOOD: RcvlfName(1023)=Ethernet1/2/0/2;
£ 31 DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
A s L 6] 4 2 1P RIS I TCPAR G S YN ACK I SCHOBL B, R H 5 i
IR T

6.136 ATK_IP4_FIN_FLOOD SZ

SrcZoneName(1025)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANB#FK
$2: HEIPHL
$3: H#um
SHER $4: VPN#4FK
$5: HFE LR
$6: BNfERR
$7: T AR A
HEFR 3
ATK/3/ATK_IP4_FIN_FLOOD_SZ: SrcZoneName(1025)=Trust; DstIPAddr(1007)=6.1.1.5;
2451 DstPort(1008)=22; RcvVPNInstance(1041)=--; UpperLimit(1048)=10;
Action(1049)=logging; BeginTime_c(1011)=20131009093351.
H&iEA AL ) Y [ 4 5E B PR IE M TCPAR S AL NS YN+ACK W SCEGES BIE, ik H &K%
ALFR IS 7
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6.137 ATK_IP4_FRAGMENT

RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEAR

)

$1: AFZOAR

$2: JHIPHLAL

$3: DS-Lite Tunnel i ith it
$4: HMIPHdE

$5: VPNHFK

$6: WHilKAY

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEZFR 3

ATK/3/ATK_IP4_FRAGMENT: RcvlfName(1023)=Ethernet1/2/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
25 RcvVPNInstance(1041)=--; Protocol(1001)=TCP; Action(1049)=logging;
BeginTime_c(1011)=20131011074913; EndTime_c(1012)=20131011075413;
AtkTimes(1050)=3.

SRR HEREIFRITE, hifsROffSet/HfE(0,5) 2 M IIIPVAIR TG, REEMAHE
S(SEEM 7

114



6.138 ATK_IP4 FRAGMENT RAW

RevlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: ANBEHOLHRR
$2: JHIPHLE
$3: DS-Lite Tunnelxf sttt

SRR $4: HIIPHhE
$5: VPNAFR
$6: PR
$7: ZhERE

HEER 3
ATK/3/ATK_IP4_FRAGMENT_RAW: RcvlfName(1023)=Ethernet1/2/0/2;

2451 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Protocol(1001)=TCP; Action(1049)=logging.

33 B HEREGIFXITRE, W EOfSetE L (0,5) 2 MMIPVAR I H ik HE; HEREGIFRRK
- B, AR BOffSet(E7E(0,5) 2 Al FIIPVAFR STl & — 4~ H &
BRI 7

6.139 ATK_IP4_FRAGMENT RAW_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: A4
$2: JFIPHLHE
$3: DS-Lite Tunnel} il

SRR $4: HEIPHLLE
$5: VPNAFK
$6: iR

HEFR 3
ATK/3/ATK_IP4_FRAGMENT_RAW_SZ: SrcZoneName(1025)=Trust;

245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Protocol(1001)=TCP; Action(1049)=logging.

s HERATFHXTH, fifsRONSet{ifE(0,5)2 FMIPVARUCE ik Fik: HERATFXK

“ W1, MRS RLOffSetft 11 (0,5) 2 Il IIPVATR S fili & — A H ik

ALFRIEIY 7
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6.140 ATK_IP4 FRAGMENT SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

== PN
H&R& RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: ANBkAFK
$2: YRIPHLI:
$3: DS-Lite Tunnelsf 3t kit
$4: HIIPHbE
$5: VPN& R
LY o
$6: WHil KA
$7: HEHRA
$8: Bri it [a]
$9:  Bili 45 R [
$10: TrdiikE
HEFR 3
ATK/3/ATK_IP4_FRAGMENT_SZ: SrcZoneName(1025)=Trust; SrclPAddr(1003)=9.1.1.1;
45 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Protocol(1001)=TCP; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=3.
EifER HERABIT I, W ROFSetl7E(0,5) 2 [AIMIPVAIRSCEUEIL 1, K& /Efk HE
AR &
6.141 ATK_IP4_HTTP_FLOOD
RcvIfName(1023)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];
HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLRR
$2: HIWIPHi:
$3: Hpum o
SRR $4: VPN&HK
$5: W IR
$6: FEFRA
$7: BEhITHRI A
HEFR 3
ATK/3/ATK_IP4_HTTP_FLOOD: RcvlfName(1023)=Ethernet1/2/0/2;
£ 3] DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
EFE: FALIN 1A P4 465 B BIP R HT TP Gett i SC M BRI, i H 26 0%
IR x
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6.142 ATK_IP4 HTTP_FLOOD SZ

SrcZoneName(1025)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANBk#FK
$2: HIPHuk
$3: H s K
SHIRRE $4: VPNAFK
$5: WA ER
$6: KM
$7: BEhITHRIN A
HEFR 3
ATK/3/ATK_IP4_HTTP_FLOOD_SZ: SrcZoneName(1025)=Trust;
£ 31 DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
HERA AT ] Y A1 2 B PR IEHT TP Gettk SCHGE I RIME, ik H £k i%
IR 7
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6.143 ATK_IP4_IMPOSSIBLE

RevIfName(1023)=[STRING]; SrclPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

== PN

H&R& RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: AFZOAR
$2: YHIPHLE
$3: DS-Lite Tunnel i ith it
$4: HHIIPHL:

P $5: VPNHFK

i $6: A
$7: BhERTY
$8: LT 4RI IH]
$9: Lk 45 s )
$10: ik %

HEER 3
ATK/3/ATK_IP4_IMPOSSIBLE: RcvIfName(1023)=Ethernet1/2/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;

£ 3] RcvVPNInstance(1041)=--; Protocol(1001)=TCP; Action(1049)=logging;
BeginTime_c(1011)=20131011074913; EndTime_c(1012)=20131011075413;
AtkTimes(1050)=3.

AR HESATETTR, I F AL IPVAT ORI L, AR ik F ik
IR x
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6.144 ATK_IP4_IMPOSSIBLE_RAW

RevlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1:. ANHEOAHK
$2: YRIPHLE
$3: DS-Lite Tunnelf stk

SHER $4: HIPHihk
$5: VPNAFK
$6: PHLEM
$7: hERM

HEFR 3
ATK/3/ATK_IP4_IMPOSSIBLE_RAW: RcvifName(1023)=Ethernet1/2/0/2;

2451 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1,
RcvVPNInstance(1041)=--; Protocol(1001)=TCP; Action(1049)=logging.

—— FAERATFTFR, U H A I PVATCC R (iR A s AR AT, 84
“ V8 B AR R RIPVATR Sk — AN H &
SLEIE %

6.145 ATK_IP4_IMPOSSIBLE_RAW_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1. NEATK
$2: JRIPHAE
$3: DS-Lite Tunnel} il

SRR $4: HEIPHLLE
$5: VPNAFK
$6: iR

BHEFR 3
ATK/3/ATK_IP4_IMPOSSIBLE_RAW_SZ: SrcZoneName(1025)=Trust;

245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Protocol(1001)=TCP; Action(1049)=logging.

s HERATEHTFH, W AR IPVARSCE AR A s HER AT, SR

* H bl A F 9 1PVAIR SChilk — A~ H &

ALFRIEIY 7
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6.146 ATK_IP4_IMPOSSIBLE_SZ
SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
A=mzE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
mE RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: ANBkAFK
$2: YRIPHLI:
$3: DS-Lite Tunnelsf 3t kit
$4: HMIPHIE
$5: VPN& R
$6: WHil KA
$7: HEHRA
$8: Bri it [a]
$9:  Bili 45 R [
$10: TrdiikE
HEFR 3
ATK/3/ATK_IP4_IMPOSSIBLE_SZ: SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1;
45 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Protocol(1001)=TCP; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=3.
EifER HERGITITRE, IEH AR RIPVAR o L, RBaEfk HE
IR &
6.147 ATK_IP4_IPSWEEP
RcvIfName(1023)=[STRING]; Protocol(1001)=[STRING]; SrcIPAddr(1003)=[IPADDR];
HERNE DSLiteTunnelPeer(1040)=[STRING]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING].
$1: NEOLRR
$2: MBI
$3: JFIPHLYE
SHIRRE $4: DS-Lite Tunnels} s
$5: VPN K
$6: FEFRA
$7: BEhITHRI A
HEFR 3
ATK/3/ATK_IP4_IPSWEEP: RcvIfName(1023)=Ethernet1/2/0/2; Protocol(1001)=TCP;
£ 3] SrcIPAddr(1003)=9.1.1.5; DSLiteTunnelPeer(1040)=--; RcvVPNInstance(1041)=vpnl;
Action(1049)=logging,block-source; BeginTime_c(1011)=20131009060657.
HA&AULER o 2ip sweephd filk HE
IR x
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6.148 ATK_IP4_IPSWEEP_SZ
SrcZoneName(1025)=[STRING]; Protocol(1001)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
HERNE DSLiteTunnelPeer(1040)=[STRING]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING].
$1: ANBk#FK
$2: LK
$3: JHIPHLILE
SHIRRE $4: DS-Lite Tunnels it
$5: VPNA K
$6: M
$7: BEITHRIN A
HEFR 3
ATK/3/ATK_IP4_IPSWEEP_SZ: SrcZoneName(1025)=Trust; Protocol(1001)=TCP;
£ 31 SrcIPAddr(1003)=9.1.1.5; DSLiteTunnelPeer(1040)=--; RcvVPNInstance(1041)=vpn1,;
Action(1049)=logging,block-source; BeginTime_c(1011)=20131009060657.
BB R L ip sweepltH itk H &
IR 7
6.149 ATK IP4 PORTSCAN
RcvIfName(1023)=[STRING]; Protocol(1001)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
HEARZRE DSLiteTunnelPeer(1040)=[STRING]; RcvVPNInstance(1041)=[STRING];
DstIPAddr(1007)=[IPADDRY]; Action(1049)=[STRING]; BeginTime_c(1011)=[STRING].
$1: AFZOARK
$2: B
$3: YHIPHLE
N $4: DS-Lite Tunnel i ith it
SRR
$5: VPNHFK
$6: HHJIPHE
$7: BhERTY
$8: BT RN (A
HEFR 3
ATK/3/ATK_IP4_PORTSCAN: RcvlfName(1023)=Ethernet1/2/0/2; Protocol(1001)=TCP;
45 SrclPAddr(1003)=9.1.1.5; DSLiteTunnelPeer(1040)=--; RcvVPNInstance(1041)=vpni;
DstIPAddr(1007)=6.1.1.5; Action(1049)=logging,block-source;
BeginTime_c(1011)=20131009052955.
A= ULER 833 fE port scanf fii & H &
IR P
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6.150 ATK_IP4 _

PORTSCAN_SZ

SrcZoneName(1025)=[STRING]; Protocol(1001)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
HEARZRE DSLiteTunnelPeer(1040)=[STRING]; RcvVPNInstance(1041)=[STRING];
DstIPAddr(1007)=[IPADDRY]; Action(1049)=[STRING]; BeginTime_c(1011)=[STRING].
$1: ANBkAFK
$2: WA
$3: JRIPHAE
$4: DS-Lite Tunnel it ik
$5: VPNAZ K
$6: H Pk
$7: HEHRA
$8: Bri it [a]
HEFR 3
ATK/3/ATK_IP4_PORTSCAN_SZ: SrcZoneName(1025)=Trust; Protocol(1001)=TCP;
45 SrclPAddr(1003)=9.1.1.5; DSLiteTunnelPeer(1040)=--; RcvVPNInstance(1041)=vpn1;
DstIPAddr(1007)=6.1.1.5; Action(1049)=logging,block-source;
BeginTime_c(1011)=20131009052955.
ARifRA R /e port scani ik H &
AR x
6.151 ATK_IP4 RST FLOOD
RcvIfName(1023)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];
HEAZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOAFR
$2: HIPHE
$3: HAum o
SHIRR $4: VPNHFR
$5: WA IR
$6: ZHIERA
$7: KT AR IH]
HEFR 3
ATK/3/ATK_IP4_RST_FLOOD: RcvlfName(1023)=Ethernet1/2/0/2;
2551 DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
EiER BRI (] A E H R HE I TCPAR B NRSTHIIPVATR SCHUE L BI{E, ik H &
IR x5
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6.152 ATK_IP4 RST FLOOD SZ
SrcZoneName(1025)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];
HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANBk#FK
$2: HIPHuk
$3: H s K
SHER $4: VPNAFK
$5: WA ER
$6: KM
$7: T T aR A
HEFR 3
ATK/3/ATK_IP4_RST_FLOOD_SZ: SrcZoneName(1025)=Trust; DstIPAddr(1007)=6.1.1.5;
2451 DstPort(1008)=22; RcvVPNInstance(1041)=--; UpperLimit(1048)=10;
Action(1049)=logging; BeginTime_c(1011)=20131009093351.
HZE5ER AL [A) ] Fi E B LI TCPAR SANRSTIMIPVARR SCEGET I, filk 0 &
AbFRIEIY 7
6.153 ATK_IP4_SYN_FLOOD
RcvIfName(1023)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];
HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: AFZOAMK
$2: HIWIPHi:
$3: HywH
SHER $4: VPN&HK
$5: WA IR
$6: ZhfFERE
$7: ZriJHaR (A
HEFR 3
ATK/3/ATK_IP4_SYN_FLOOD: RcvIfName(1023)=Ethernet1/2/0/2;
245 DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
H&iEA AL E] A E H I TCPAR AL SYNIMIPVAR CHGE S BIME, ik H &
ALFR IS 7
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6.154 ATK_IP4

SYN_FLOOD SZ

SrcZoneName(1025)=[STRING]; DstIPAddr(1007)=[IPADDRY];
HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANIAK
$2: HEIPHLL
$3: VPNAFK
$4: WAEER
$5: FhfERR
$6: T IFan I (A
HEFR 3
ATK/3/ATK_IP4_SYN_FLOOD_SZ: SrcZoneName(1025)=Trust; DstIPAddr(1007)=6.1.1.5;
2451 RcvVPNInstance(1041)=--; UpperLimit(1048)=10; Action(1049)=logging;
BeginTime_c(1011)=20131009093351.
HE5ER AL ) i H I TCPAR S AN SYNIIPVARR CHGE I BME, ik H &
ALFR IS 7
6.155 ATK IP4_SYNACK_FLOOD
RcvIfName(1023)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];
HEAZR RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANEALWK
$2: HMIPHidE
$3: H K
SRR $4: VPN
$5: HAE ER
$6: ZhfERE
$7: BT 4RI ]
BHEFR 3
ATK/3/ATK_IP4_SYNACK_FLOOD: RcvlfName(1023)=Ethernet1/2/0/2;
245 DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
SL BALIN IR P i B A HERE I TCPAR EAT NSYN+ACKKIPVAIR SCAGHE S BIME, filk H &
ALFR IS 7
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6.156 ATK_IP4_SYNACK_FLOOD SZ

SrcZoneName(1025)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];
HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANBk#FK
$2: HIPHuk
$3: H s K
SHIRRE $4: VPNAFK
$5: HFE LR
$6: KM
$7: T T aR A
HEER 3
ATK/3/ATK_IP4_SYNACK_FLOOD_SZ: SrcZoneName(1025)=Trust;
£ 31 DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
H&15 A LA ) P FR E E AL TCPAR B AL NSYN+ACK I IPVAFR SCEHT RME, filk H &
AbFRIEIY 7

6.157 ATK_IP4 TCP_ALLFLAGS

RevIfName(1023)=[STRING]; SrclPAddr(1003)=[IPADDR];

AxlE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];

BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: AHELIARK

$2: JHIPHLAL

$3: DS-Lite Tunneld stk
$4: HIPHidE

SHRR $5: VPN# R

$6: FERT

$7: BEITHRINTE]

$8: rili 45 ST ]

$9: TrdiikH

BEFR 3
ATK/3/ATK_IP4_TCP_ALLFLAGS: RcvlfName(1023)=Ethernet1/2/0/2;
2451 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;

RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=3.

HE A HEREGIFRITE, TCPArEA 2 BEMMIPVAIRCCEGHEITL, REFMAHE
ALTREZIY 7
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6.158 ATK_IP4 TCP_ALLFLAGS RAW

RevlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: AFZOAR
$2: YRIPHL
$3: DS-Lite Tunneld stk
$4: HIIPHhL
$5: VPNAFK
$6: ZhfEHRM
HEFR 3
ATK/3/ATK_IP4_TCP_ALLFLAGS_RAW: RcvlfName(1023)=Ethernet1/2/0/2;
2451 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
oA HEREIFAIFR, TCPIRERA B MNIPVARCE QML HE: HERAIFRKH, 5
“ ANTCPHR &R 4 BALIPVAIR Sl g — 4 H &
ALFRIEIY s

6.159 ATK_IP4_TCP_ALLFLAGS RAW_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HERNE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ANBkAFK
$2: YRIPHLIL:
N $3: DS-Lite Tunnel it ik
SHRR
$4: HEIPHuk
$5: VPNAFR
$6: zhffEHRM
HEFR 3
ATK/3/ATK_IP4_TCP_ALLFLAGS_RAW_SZ: SrcZoneName(1025)=Trust;
245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
- ASEATFHIFH, TOPRRER A B MIPVARC S @R Fik: HERAIFHRKM, B
~ TCPHRENL A BN IIPVAIRS fil & — A H &
ALFR IS 7
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6.160 ATK_IP4 TCP_ALLFLAGS SZ

HEAR

)

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: ANIREZFR

$2: YRIPHLIL:

$3: DS-Lite TunnelX ¥t
$4: HMIPHIE

$5: VPNA K

$6: Zh{ERAY

$7: BLlITAR T [E]

$8: Tili 45 SR [

$9: Hukiik#

3

241

ATK/3/ATK_IP4_TCP_ALLFLAGS_SZ: SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=3.

BEULER

HEREGIFLITE, TCPirEM A BIPVAIRCEGELL, REJEfkHE

ALTREZIY

¥
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6.161 ATK_IP4 TCP_FINONLY

HEAR

)

RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: AHELIARK

$2: JHIPHLAE

$3: DS-Lite Tunnelf stk
$4: HMIPHidE

$5: VPNHFK

$6: Zh{ERE

$7: BEITHRINTE]

$8: rili 45 ST ]

$9: BudiikH

3

241

ATK/3/ATK_IP4_TCP_FINONLY: RcvlfName(1023)=Ethernet1/2/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=3.

BEULER

HEREIFRITE, TCPAREAAFINFIPVARSCE L, REFk HE

ALTREZIY

x

6.162 ATK_IP4 TCP_FINONLY RAW

RevlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ANEALK
$2: JFIPHuYE
) $3: DS-Lite Tunnelsi itttk
SRR
$4: HIIPHL
$5: VPNA K
$6: FNERA
EFER 3
ATK/3/ATK_IP4_TCP_FINONLY_RAW: RcvlfName(1023)=Ethernet1/2/0/2;
2551 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
S AR ATFXIFR, TCPERESCAFINIIPVARCCH AR A S AERATFXKH, §4
~ TCPHREALAFINIIPVAIR Sl K — 1~ H &
IR &
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6.163 ATK_IP4 TCP_FINONLY RAW SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ANBkAFK
$2: YRIPHLI:
N $3: DS-Lite Tunnel it ik
SRR
$4: HMIPHIE
$5: VPNAFR
HEER 3
ATK/3/ATK_IP4_TCP_FINONLY_RAW_SZ: SrcZoneName(1025)=Trust;
245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
S HERATFXIE, TCPIFERNFINMIPVARCE MR H ks HERATF KM, 4
“ TCP#ENAFINIIPVAR S fil & — A H &
ALFRIEIY 7

6.164 ATK_IP4_TCP_FINONLY_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: A4

$2: JRIPHLIE

$3: DS-Lite Tunnel¥d btk
$4: HIPHuk

$5: VPN#FK

$6: Zh{ERA

$7: Bkt iam A

$8: Tili 45 SR [H]

$9: HrifiikH

HEFR

3

241

ATK/3/ATK_IP4_TCP_FINONLY_SZ: SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=3.

FiAA

HERESITRITE, TCPARELNFINMIPVAfR L1, REEMAHE

S(SLEEM

x
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6.165 ATK_IP4_TCP_INVALIDFLAGS

RevIfName(1023)=[STRING]; SrclPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

== PN

H&R& RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: AFZOAMK
$2: YHIPHLE
$3: DS-Lite Tunnel sl
$4: HIIPHL

SRR $5: VPN R
$6: ZhERTY
$7: BEITHRINTE]
$8: Lk 45 s )
$9: Ik

EFR 3
ATK/3/ATK_IP4_TCP_INVALIDFLAGS: RcvlifName(1023)=Ethernet1/2/0/2;

2645 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=3.

HEREGFXIE, TCPARENM AL (RST+FIN. RST+SYN. RST+FIN+SYN.

B35 PSH+RST+FIN. PSH+RST+SYN. PSH+RST+SYN+FIN. ACK+RST+FIN.

- ACK+RST+SYN. ACK+RST+SYN+FIN. ACK+PSH+SYN+FIN. ACK+PSH+RST+FIN.
ACK+PSH+RST+SYN) i [IPVAIRSCEG#ET L, RA 5k HE
ALFRIEIY 7
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6.166 ATK_IP4 TCP_INVALIDFLAGS_RAW

RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].

$1: ANBEOLRR
$2: JRIPHuE
$3: DS-Lite Tunnelx i itk

$4: HEIPHh:

$5: VPN4FK

$6: BfFEARM
HEFR 3

ATK/3/ATK_IP4_TCP_INVALIDFLAGS_RAW: RcvlfName(1023)=Ethernet1/2/0/2;
2451 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;

RcvVPNInstance(1041)=--; Action(1049)=logging.

HEREIFEITRE, TCPIrEMNTLER (RST+FIN. RST+SYN. RST+FIN+SYN.
PSH+RST+FIN. PSH+RST+SYN. PSH+RST+SYN+FIN. ACK+RST+FIN.

i4AR ACK+RST+SYN. ACK+RST+SYN+FIN. ACK+PSH+SYN+FIN. ACK+PSH+RST+FIN.
ACK+PSH+RST+SYN) i [1]IPV4 TCP# 3 fil & H &

HEREIFRKM, FANTCPIRELLICRIPvA TCPHR Al — A H &

ALTREZIY 7

6.167 ATK_IP4 TCP_INVALIDFLAGS RAW_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ANB#FK
$2: JHIPHLALE
) $3: DS-Lite Tunnel5i il
SRR
$4: HMIPHIE
$5: VPNA K
BAEFR 3
ATK/3/ATK_IP4_TCP_INVALIDFLAGS RAW_SZ: SrcZoneName(1025)=Trust;
245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;

RcvVPNInstance(1041)=--; Action(1049)=logging.

HERESIFEITE, TCPHrEAL N (RST+FIN. RST+SYN. RST+FIN+SYN,
PSH+RST+FIN. PSH+RST+SYN. PSH+RST+SYN+FIN. ACK+RST+FIN.

iHAR ACK+RST+SYN. ACK+RST+SYN+FIN. ACK+PSH+SYN+FIN. ACK+PSH+RST+FIN.
ACK+PSH+RST+SYN) K JIPV4 TCPH X fihk H &

HERGITRKA, FADTCPIREMIAHIIPVA TCPHC R — M H &

ALFR IS x
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6.168 ATK_IP4 TCP_INVALIDFLAGS_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

== PN

H&R& RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: ANBkAFK
$2: YRIPHLIL:
$3: DS-Lite TunnelX ¥t
$4: HMIPHIE

SRR $5: VPN# K
$6: zhffEHRM
$7: T IT AR A
$8: Brai 4 R[]
$9: Hrti ik

EEFR 3
ATK/3/ATK_IP4_TCP_INVALIDFLAGS_SZ: SrcZoneName(1025)=Trust;

2645 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=3.

HERGH I, TCPARENM AT (RST+FIN. RST+SYN. RST+FIN+SYN.

B35 PSH+RST+FIN. PSH+RST+SYN. PSH+RST+SYN+FIN, ACK+RST+FIN.

- ACK+RST+SYN. ACK+RST+SYN+FIN. ACK+PSH+SYN+FIN. ACK+PSH+RST+FIN.
ACK+PSH+RST+SYN) I [IPVAHCSCE#EE L, R& A HE
BRI 7
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6.169 ATK_IP4 TCP_LAND

W]
]

HEAR

RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: AHELIARK

$2: JHIPHLHL

$3: DS-Lite Tunnel sl
$4: HIIPHhE

$5: VPNHFK

$6: Zh{ERE

$7: BEITHRINTE]

$8: B4R (A

$9: BudiikH

HEFR

3

241

ATK/3/ATK_IP4_TCP_LAND: RcvlfName(1023)=Ethernet1/2/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=3.

BEULER

HERGITRITH, IPVAYEH Fh A A TCPi i1, RE Rk HE

ALTREZIY

x

6.170 ATK_IP4 TCP_LAND_ RAW

RevlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ANEALK
$2: JFIPHuYE
$3: DS-Lite Tunnelx it Hihik:
$4: HIIPHL
$5: VPNA K
$6: FNERA
HEFR 3
ATK/3/ATK_IP4_TCP_LAND_RAW: RecvlfName(1023)=Ethernet1/2/0/2;
2551 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
s AR ATFAIFR, IPVATR H AL R TCPHOC B SR i FSRATFHKHI,
* FANMPVATR B bk FH [ I TCPHR S & — A H &
IR &
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6.171 ATK_IP4 TCP_LAND RAW _SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ANBkAFK
$2: YRIPHLI:
$3: DS-Lite Tunnelsf 5t kit
$4: HMIPHIE
$5: VPN& R
HEFR 3
ATK/3/ATK_IP4_TCP_LAND_RAW_SZ: SrcZoneName(1025)=Trust;
245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
B HERAHIRE, IPVAEE bR M TCPH S Bk HE; HEREGH KM, &
* AMPVAYE H A I TCPAR SR — A H &
ALFRIEIY 7

6.172 ATK_IP4_TCP_LAND SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];

R DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];

¥ RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: A4

$2: JRIPHLIE

$3: DS-Lite Tunnel¥d btk
$4: HIPHuk

SRR $5: VPN# K

$6: Zh{ERA

$7: Bkt iam A

$8: Tili 45 SR [H]

$9: i H
HEFR 3

ATK/3/ATK_IP4_TCP_LAND_SZ: SrcZoneName(1025)=Trust; SrclPAddr(1003)=9.1.1.1;
45 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;

Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=3.

SRR HEREGITRITE, IPVAEH B R TCPiR S Eol I 1, Ra Ak H s
S(SLEEM 7
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6.173 ATK_IP4 TCP_NULLFLAG

W]
]

HEAR

RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: AHELIARK

$2: JHIPHLAE

$3: DS-Lite Tunnelf stk
$4: HMIPHidE

$5: VPNHFK

$6: Zh{ERE

$7: BEITHRINTE]

$8: rili 45 ST ]

$9: BudiikH

3

241

ATK/3/ATK_IP4_TCP_NULLFLAG: RcvifName(1023)=Ethernet1/2/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=4.

BEULER

HEREGIFRITE, TCPAREAABMIIPVAIRCCEG#ITL, REFMAHE

ALTREZIY

x

6.174 ATK_IP4_TCP_NULLFLAG_RAW

RevlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ANEALK
$2: JFIPHuYE
) $3: DS-Lite Tunnelsi itttk
SRR
$4: HIIPHL
$5: VPNA K
$6: FNERA
EFER 3
ATK/3/ATK_IP4_TCP_NULLFLAG_RAW: RcvifName(1023)=Ethernet1/2/0/2;
2551 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
s BERATFHRTFR, TCPERESIAR B MIPVAIC B BAR F ik ASRATFRKH,
* ANTCPHR &AL A B AL NPVAR STl — > H &
IR &
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6.175 ATK_IP4 TCP_NULLFLAG RAW_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ANBkAFK
$2: YRIPHLI:
N $3: DS-Lite Tunnel it ik
SRR
$4: HMIPHIE
$5: VPNAFR
HEFR 3
ATK/3/ATK_IP4_TCP_NULLFLAG_RAW_SZ: SrcZoneName(1025)=Trust;
245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
B AERGHIIR, TCPAREMREMMIPVAR S CHE MR A&, AEREHIKLH, &1
“ TCPhRENLA B AL IIPVAIRSC il R — A H &
ALFRIEIY 7

6.176 ATK_IP4_TCP_NULLFLAG_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];

AR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];

mNE RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];

BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: ALK
$2: JFIPHLHLE
$3: DS-Lite Tunnel¥d btk
$4: HIPHuk

SRR $5: VPN# K
$6: BEHRAY
$7: Bkt iam A
$8: Bri&h R[]
$9: Huti ik

HEFR 3
ATK/3/ATK_IP4_TCP_NULLFLAG_SZ: SrcZoneName(1025)=Trust;

45 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=4.

EifER HERAIFRIFE, TCPAREALREMMIPVARCHGETL, RE/EMAkHE

ALFRIEIY 7
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6.177 ATK_IP4 TCP_SYNFIN

HEAR

)

RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: AHELIARK

$2: JHIPHLAE

$3: DS-Lite Tunnelf stk
$4: HMIPHidE

$5: VPNHFK

$6: Zh{ERE

$7: BEITHRINTE]

$8: rili 45 ST ]

$9: BudiikH

3

241

ATK/3/ATK_IP4_TCP_SYNFIN: RcvifName(1023)=Ethernet1/2/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=2.

BEULER

HEREGFXIE, TCPARENM NSYN+FINMIPVAIR CERITL, REFMAHE

ALTREZIY

x

6.178 ATK_IP4 TCP_SYNFIN_RAW

RevlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ANEALK
$2: JFIPHuYE
) $3: DS-Lite Tunnelsi itttk
SRR
$4: HIIPHL
$5: VPNA K
$6: FNERA
EFER 3
ATK/3/ATK_IP4_TCP_SYNFIN_RAW: RcvlfName(1023)=Ethernet1/2/0/2;
2551 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
s LRETFHIFR, TCPHRAALAISYN+FINIKIPVAT L B R ik HG A P,
* FFANTCPEREA NSYN+FINFIIPVATR il & — > H &
IR &
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6.179 ATK_IP4 TCP_SYNFIN_RAW_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ANBkAFK
$2: YRIPHLI:
N $3: DS-Lite Tunnel it ik
SRR
$4: HMIPHIE
$5: VPN& R
HEER 3
ATK/3/ATK_IP4_TCP_SYNFIN_RAW_SZ: SrcZoneName(1025)=Trust;
245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
B HERETFRITHE, TCPAREANSYN+FINFIPVARSCH WA HiE: HEREGIFRKM,
“ FANTCPARES NSYN+FINFIIPVAIR S i % — A~ H &
IR 7

6.180 ATK_IP4 TCP_SYNFIN_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: A4

$2: JRIPHLIE

$3: DS-Lite Tunnel¥d btk
$4: HIPHuk

$5: VPN#FK

$6: Zh{ERA

$7: Bkt iam A

$8: Tili 45 SR [H]

$9: HrifiikH

HEFR

3

241

ATK/3/ATK_IP4_TCP_SYNFIN_SZ: SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=2.

FiAA

HEBSIEITE, TCPIREA NSYN+FINMIPVAR SC 1, B EMmEHE

S(SLEEM

x
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6.181 ATK_IP4 TCP_WINNUKE

RevIfName(1023)=[STRING]; SrclPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

== PN

H&R& RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: AFZOAMK
$2: YHIPHLE
$3: DS-Lite Tunnelf stk
$4: HIPHidE

SRR $5: VPN R
$6: ZhERTY
$7: BT et fE
$8: Lk 45 s )
$9: ik

BEFER 3
ATK/3/ATK_IP4_TCP_WINNUKE: RcvlfName(1023)=Ethernet1/2/0/2;

2645 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=5.

i HEREITRITH, TCPH Kim 1 h139, brEACAURG HE Gs JE £ MIPVAIR SCE G 1T
~ 1, BEaFmkHE

I x
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6.182 ATK_IP4 TCP_WINNUKE_RAW

RevlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: NEOLRR
$2: YRIPHL
$3: DS-Lite Tunneld i ith it
$4: HIPHidE
$5: VPN&FK
$6: FERT
HEFR 3
ATK/3/ATK_IP4_TCP_WINNUKE_RAW: RcvIfName(1023)=Ethernet1/2/0/2;
2451 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
HEREIFRITE, TCPH K H4139, B NURG H R 2384 EZ MIPVAR ST L fih
EifER RHE; HEREIFRKLH, GATCPH (M 18139, fx EANURG H & S84 EZ MIPV4
R — A HE
ALFRIEIY 7

6.183 ATK_IP4 TCP_WINNUKE_RAW_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ANBk#FK
$2: YRIPHLIE
) $3: DS-Lite Tunnel5i il
SRR
$4: HMIPHIE
$5: VPNAFK
$6: KM
HEFR 3
ATK/3/ATK_IP4_TCP_WINNUKE_RAW_SZ: SrcZoneName(1025)=Trust;
245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
AEREGHIIE, TCPHMNHN139, &M NURG HESfEH AR MIPVAIR S HE A fit
EifER RHE: HERGHILGH, ATCPH M H 139, frEM HURG HE 24 EZMIPV4
AR — M HE
ALFR IS 7
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6.184 ATK_IP4 TCP_WINNUKE_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEAR

)

$1: NILK

$2: JRIPHiE

$3: DS-Lite Tunnelsf 3t kit
$4: HmIPHdE

SHRR $5: VPNAFK

$6: Zh{ERAY

$7: T T AR A

$8: Tili 45 SR [

$9: M ikH

HHFR 3

ATK/3/ATK_IP4_TCP_WINNUKE_SZ: SrcZoneName(1025)=Trust;

2645 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;

EndTime_c(1012)=20131011075413; AtkTimes(1050)=5.

HERETFTT A, TCP H i 11 8139, A3 &AL AURG H X S 4 AEZ IPVAR SCEGE T 1,

SR R A E R A
QTR %

141



6.185 ATK_IP4_TEARDROP

RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEAR

)

$1: AFZOAR

$2: JHIPHLAL

$3: DS-Lite Tunnel i ith it
$4: HMIPHdE

$5: VPNHFK

$6: WHilKAY

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEZFR 3

ATK/3/ATK_IP4_TEARDROP: RcvlfName(1023)=Ethernet1/2/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
25 RcvVPNInstance(1041)=--; Protocol(1001)=TCP; Action(1049)=logging;
BeginTime_c(1011)=20131011074913; EndTime_c(1012)=20131011075413;
AtkTimes(1050)=3.

SRR HERGIFRIT R, HEME KRBT, Re Rk HE
S(SEEM 7
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6.186 ATK_IP4 TEARDROP_RAW

RevlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: ANBEO4LHK
$2: JHIPHLE
$3: DS-Lite Tunnel i ith it

SHIRRE $4: H¥IPHiL
$5: VPNHFK
$6: PR
$7: BhERAY

HEFR 3
ATK/3/ATK_IP4_TEARDROP_RAW: RcvlifName(1023)=Ethernet1/2/0/2;

2451 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Protocol(1001)=TCP; Action(1049)=logging.

R AEREGHIR, ESmENTCCEaME AL BERERKH, FANEBWRENIR
u_\,\'l«ﬁﬁﬂ N N =
IﬁWi* MHE
ALFRIEIY 7

6.187 ATK_IP4 TEARDROP RAW _SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: A4
$2: JFIPHLHE
$3: DS-Lite Tunnel} il

SRR $4: HEIPHLLE
$5: VPNAFK
$6: iR

BHEFR 3
ATK/3/ATK_IP4_TEARDROP_RAW_SZ: SrcZoneName(1025)=Trust;

245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Protocol(1001)=TCP; Action(1049)=logging.

. HERATFXTH, ERMBIHIOCE QMR A S AERETFRIM, S ERRE 1T

Hl&\l}ﬁﬁﬂ \ S, N 4
Iﬁﬁji* | H&E

ALFRIEIY 7
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6.188 ATK_IP4 TEARDROP SZ

HEAR

)

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: AIATR

$2: YRIPHLI:

$3: DS-Lite TunnelX] ¥t
$4: HMIPHIE

$5: VPNAFK

$6: WHil KA

$7: ZHERA

$8: Bri it [a]

$9:  Bili 45 R [

$10: Trai s

HEFR

3

241

ATK/3/ATK_IP4_TEARDROP_SZ: SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Protocol(1001)=TCP; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=3.

FiA

HERGIT IR, HBMERHRocsEEl, RaEmiHE

S(SEEE M

x
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6.189 ATK_IP4 TINY_FRAGMENT

HEAR

)

RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: AFZOAR

$2: JHIPHLAL

$3: DS-Lite Tunnel i ith it
$4: HMIPHdE

$5: VPNHFK

$6: WHilKAY

$7: BhERTY

$8: LT 4RI IH]

$9: il 45 R[]

$10: Brdikd

HEFR

3

241

ATK/3/ATK_IP4_TINY_FRAGMENT: RcvlfName(1023)=Ethernet1/2/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Protocol(1001)=TCP; Action(1049)=logging;
BeginTime_c(1011)=20131011074913; EndTime_c(1012)=20131011075413;
AtkTimes(1050)=6.

HEULER

HERSITRITE, 2 Fbs SALP_MFE A7 HIPEHE ALK /N T-68 i SCHolid 1, R&
Ja ke H &

ALFR IS

x
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6.190 ATK_IP4 TINY_FRAGMENT RAW

RevlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: ANBEO4LHK
$2: YRIPHLE
$3: DS-Lite Tunnelf stk

SHER $4: H¥IPHiL
$5: VPNHFK
$6: PHLEM
$7: hERM

B3 3
ATK/3/ATK_IP4_TINY_FRAGMENT_RAW: RcvIfName(1023)=Ethernet1/2/0/2;

2451 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1,
RcvVPNInstance(1041)=--; Protocol(1001)=TCP; Action(1049)=logging.
HERATFHIFR, 40 H b5 RLIP_MF B G ELIPECR R K B/ T O8I B (L ARR H

H&15 A El BRETIKHA, A5 B brEALIP_MFE AL BLIPEHE ALK B/ T-68I Rk S ik — A~ H

IR x

6.191 ATK_IP4_TINY_FRAGMENT RAW_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HERNE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: ANB#FK
$2: JHIPHLAE
$3: DS-Lite Tunnel it ik

SHIRR $4: HINIPHL
$5: VPNAZ
$6: WHiKEAY
$7: ZhERA

HES 3
ATK/3/ATK_IP4_TINY_FRAGMENT_RAW_SZ: SrcZoneName(1025)=Trust;

Z& A5 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Protocol(1001)=TCP; Action(1049)=logging.

fﬁé{:\%a@ﬂa, 4y bR EALIP_MFE A, HIPEHE A A E /N T 681 S E Bl A H &

HZE5ER HERATFHA, BA AirEALIP_MFE L BIPEHE G /N T 68 4R S fil k — A~ H

IR x
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6.192 ATK_IP4 TINY_FRAGMENT_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEAR

)

$1: AIATR

$2: YRIPHLI:

$3: DS-Lite TunnelX] ¥t
$4: HMIPHIE

$5: VPNAFK

$6: WHil KA

$7: ZHERA

$8: Bri it [a]

$9:  Bili 45 R [

$10: Trai s

HEZFR 3

ATK/3/ATK_IP4_TINY_FRAGMENT_SZ: SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
25 RcvVPNInstance(1041)=--; Protocol(1001)=TCP; Action(1049)=logging;
BeginTime_c(1011)=20131011074913; EndTime_c(1012)=20131011075413;
AtkTimes(1050)=6.

HERESIFRITE, 2 FbsEALIP_MFE AL HIPEE G K /N Te8HIik Bl 1, K& )a

H5H % Al

ALFR IS x
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6.193 ATK_IP4_UDP_BOMB

W]
]

HEAR

RcvIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: AHELIARK

$2: JHIPHLHL

$3: DS-Lite Tunnel sl
$4: HIIPHhE

$5: VPNHFK

$6: Zh{ERE

$7: BEITHRINTE]

$8: B4R (A

$9: BudiikH

HEFR

3

241

ATK/3/ATK_IP4_UDP_BOMB: RcvlifName(1023)=Ethernet1/2/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=2.

FiA

HEREIFRITE, W IPIROCK Z-IP 1 #>Hd K M UDPHCCHGEIE L, REJEit A

H &

S(SEEEM

x

6.194 ATK_IP4_UDP_BOMB_RAW

RevIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HERAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: AL
$2: JFIPHLYE
ST $3: DS-Lite TunnelX i ithiit
s $4: HiIPHLLE
$5: VPN#&FR
$6: ZhERMY
HEER 3
ATK/3/ATK_IP4_UDP_BOMB_RAW: RcvifName(1023)=Ethernet1/2/0/2;
Z& A5 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
—— HAERATETER, R IPHR K B -IPE #> Bl K UDPHOC B Bk H s H SR
“ BIFRIH], BN R IPHR ST L - 1P E > i K B UDPHR S ik — N H &
ALFRIEIY 7

148



6.195 ATK_IP4_UDP_BOMB_RAW _SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ANBkAFK
$2: YRIPHLI:
$3: DS-Lite Tunnelsf 5t kit
SRR
BHRR $4: FHIPHLE
$5: VPN& R
$6: ZhfFEFRM
HEFR 3
ATK/3/ATK_IP4_UDP_BOMB_RAW_SZ: SrcZoneName(1025)=Trust;
245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
oA BRETEFTCR . WL IPIRSCKE-IPH H> S FUDPHROC B iR H s HAER
“ A%a%a%lﬂ BN R IPHRSCK - IPE B> H i KR UDPHR iR — 4N H &
IR &

6.196 ATK_IP4_UDP_BOMB_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

== o
S RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: ALK
$2: JFIPHLHLE
$3: DS-Lite Tunnel¥d btk
$4: HIPHuk
SRR $5: VPN# K
$6: BEHRAY
$7: Bkt iam A
$8: Bri&h R[]
$9: Huti ik
A% 3
ATK/3/ATK_IP4_UDP_BOMB_SZ: SrcZoneName(1025)=Trust; SrclPAddr(1003)=9.1.1.1;
45 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=2.
i fﬁé{:\%a@?ﬁ TR IPHR A B -IPE > i K I UDPHR ORI 1, R & ek B
ALFR IS 7
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6.197 ATK_IP4_UDP_FLOOD

RevlfName(1023)=[STRING]; DstIPAddr(1007)=[IPADDRY]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLFRR
$2: HIWIPHi:
$3: HifiH
SHIRRE $4: VPN&HK
$5: W IR
$6: FEFRA
$7: BEkITHRI A
HEFR 3
ATK/3/ATK_IP4_UDP_FLOOD: RcvlfName(1023)=Ethernet1/2/0/2;
£ 31 DstIPAddr(1007)=6.1.1.5; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009093351.
HERA AL E] Y i E IPVAH Ik UDPHRSC G B, ik 0 &
IR T

6.198 ATK_IP4_UDP_FLOOD_SZ

SrcZoneName(1025)=[STRING]; DstIPAddr(1007)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANB#FK
$2: HEIPHL
$3: H#um
SHER $4: VPN#4FK
$5: @A LR
$6: BNfERR
$7: T I AR a]
HEFR 3
ATK/3/ATK_IP4_UDP_FLOOD_SZ: SrcZoneName(1025)=Trust; DstIPAddr(1007)=6.1.1.5;
2451 DstPort(1008)=22; RcvVPNInstance(1041)=--; UpperLimit(1048)=10;
Action(1049)=logging; BeginTime_c(1011)=20131009093351.
H&iEA FARLI[A] Y i B IPVA B Bk UDPHRSCHUE S I, fidk H &
ALFR IS 7
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6.199 ATK_IP4 UDP_FRAGGLE

RevIfName(1023)=[STRING]; SrclPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

H&R& RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: AT
$2: YHIPHLE
$3: DS-Lite Tunnelf stk
$4: HMIPHidE

SRR $5: VPN R
$6: ZhfEHRM
$7: BT et fE
$8: Lk 45 s )
$9: M

BEFER 3
ATK/3/ATK_IP4_UDP_FRAGGLE: RevIfName(1023)=Ethernet1/2/0/2;

2645 SrclPAddr(1003)=9.1.1.1; DSLi_teTunneIPeer(1040)=--g D§tIPAddr(1007)=6.1.l.l;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=11.

SiHER Ei%ﬁﬁ%ﬁﬁ,%EPwMﬁﬁﬁw,E%%D%w%wwﬁiﬁﬁﬁm‘%ﬁE@E

I x

6.200 ATK_IP4_UDP_FRAGGLE_RAW

RevIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HERAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ANEOLHK
$2: JFIPHuLHE
ST $3: DS-Lite Tunnelxf sttt
ZEEE $4: HiIPHAL
$5: VPNA K
$6: BHIESRH
HEER 3
ATK/3/ATK_IP4_UDP_FRAGGLE_RAW: RcvlfName(1023)=Ethernet1/2/0/2;
Z& A5 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
i HEREIF I, IPVAJEN 87, Hu D819 UDPIR CEBMk HE; HERETT
- Kb, BEMPVATEGE N7, S LA UDPHR S & — A H &
AR ¥
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6.201 ATK_IP4 UDP_FRAGGLE_RAW SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ANBkAFK
$2: YRIPHLI:
$3: DS-Lite Tunnelsf 5t kit
$4: HMIPHIE
$5: VPN& R

HEFR 3
ATK/3/ATK_IP4_UDP_FRAGGLE_RAW_SZ: SrcZoneName(1025)=Trust;

245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.

1 ERETFRIFR, IPVANNG 87, H I HOY19UDPHCH Bk HE: HERSE
H7& 9%9%@ TAMPVATRS 97, B RS D N 19H9UDPHR L i — AN H &
IR 7

6.202 ATK_IP4_UDP_FRAGGLE SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];

AERE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];

BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: A4

$2: JRIPHLIE

$3: DS-Lite Tunnel¥d btk
$4: HIPHuk

SRR $5: VPN# K

$6: Zh{ERA

$7: Bkt iam A

$8: Tili 45 SR [H]

$9: i H
HEFR 3
ATK/3/ATK_IP4_UDP_FRAGGLE_SZ: SrcZoneName(1025)=Trust;
45 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;

RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=11.

i HERAIRITE, WaEIPVAJREE N7, H R D Y19 UDPHCCEGEIE L, RE fEflk H

7 Q,\

ALTREZIY ¥
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6.203 ATK_IP4_UDP_SNORK

RevIfName(1023)=[STRING]; SrclPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

=+ N

H&R& RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: AFZOAMK
$2: YHIPHLE
$3: DS-Lite Tunnelf stk
$4: HIPHidE

SRR $5: VPN R
$6: ZhERTY
$7: BT et fE
$8: Lk 45 s )
$9: ik

EFR 3
ATK/3/ATK_IP4_UDP_SNORK: RcvlfName(1023)=Ethernet1/2/0/2;

2645 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=2.

. HERAGIKIFRE, IPVAJENG A7, 1980135, H i 1 135 UDPHCSCE#EE L, Re
S iR Fl
I x
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6.204 ATK_IP4_UDP_SNORK_RAW

RevIfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ALK
$2: JHIPHLIE

ST $3: DS-Lite Tunnelx i itk

e $4: H HIPHbE
$5: VPNAFK
$6: BHIEARD

BHEER 3
ATK/3/ATK_IP4_UDP_SNORK_RAW: RcvlfName(1023)=Ethernet1/2/0/2;

245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
HERAIFIFE, IPVAE N7, 1988135, H A I 135/ UDPHR S itk H &,

A UEAA HERSIFRRE, fANPVAJRN A7, 1988135, H ¥ 08135/ UDPHR S fillk —4

El d:

AR 7

6.205 ATK_IP4_UDP_SNORK_RAW_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: ANBk#FK
$2: JHIPHLALE
$3: DS-Lite Tunnelxf st
$4: HIIPHibE
$5: VPNA K
$6: FNEHKAY
BAEFR 3
ATK/3/ATK_IP4_UDP_SNORK_RAW_SZ: SrcZoneName(1025)=Trust;
245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging.
ERAIFHRIFE, IPVAJNG 87, 1980135, H ¥ 1 135 UDPHR S B ffil & H &
EifER ﬂéé%a@%lﬂ, FEAMPVAYESG 7. 1985135, H 5 191351 UDPHR SCfid & — 4~ H
ALFRIEIY 7
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6.206 ATK_IP4_UDP_SNORK_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

AxRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

mE RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];

BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: ANBkAFK
$2: YRIPHLIL:
$3: DS-Lite TunnelX ¥t
$4: HMIPHIE

SRR $5: VPN# K
$6: zhffEHRM
$7: T IT AR A
$8: Brai 4 R[]
$9: HkiH

BEFER 3
ATK/3/ATK_IP4_UDP_SNORK_SZ: SrcZoneName(1025)=Trust;

2645 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131011074913;
EndTime_c(1012)=20131011075413; AtkTimes(1050)=2.

S HERAGIFI G, IPVATH A7, 195135, H 1 FoA135UDPHRCSCEGRE L, RE
S iR H &
I &

6.207 ATK_IP6_ACK_FLOOD

RcvIfName(1023)=[STRING]; DstIPv6Addr(1037)=[IPADDR]; DstPort(1008)=[UINT16];
HERAZR RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].

$1: ABELOLFR
$2: HRIPvehl
$3: Hifu o
SYRIERE $4: VPNAFR
$5: #H& LR
$6: ZHfESA
$7: W FFARIN[A]

BEER 3
ATK/3/ATK_IP6_ACK_FLOOD: RcvlifName(1023)=Ethernet1/2/0/2;
2551 DstIPv6Addr(1037)=2::2; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009100434.
A= ULER BRI TE] i E B R TCPAR B A NACK PV SCEE I BIME, filk H &
IR x5
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6.208 ATK_IP6_ACK_FLOOD SZ

SrcZoneName(1025)=[STRING]; DstIPv6Addr(1037)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANBk#FK
$2: HIPveil
$3: H L
SHIRRE $4: VPN4FK
$5: HEE LR
$7: Zri AR a]
HEER 3
ATK/3/ATK_IP6_ACK_FLOOD_SZ: SrcZoneName(1025)=Trust; DstIPv6Addr(1037)=2::2;
2451 DstPort(1008)=22; RcvVPNInstance(1041)=--; UpperLimit(1048)=10;
Action(1049)=logging; BeginTime_c(1011)=20131009100434.
HA&AULER BRI A P Fi T H L TCPAR BALNACK IIPVE IR SCEE I RIME, filk H &
AbFRIEIY 7

6.209 ATK_IP6_DIS_PORTSCAN

RcvIfName(1023)=[STRING]; Protocol(1001)=[STRING]; DstIPv6Addr(1037)=[IPADDRY];

HEARZRE RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: AFZOAMR
$2: il amx
. $3: HIIPveHhk
SHIRR
$4: VPNAFR
$5: FhfERE
$6: KT AR [F]
BHEFR 3
ATK/3/ATK_IP6_DIS_PORTSCAN: RcvlfName(1023)=Ethernet1/2/0/2;
245 Protocol(1001)=UDP; DstIPv6Addr(1037)=2::2; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131009100928.
H&15 A IPV6H 303 &2 431l sport scanf ik H &
ALFR IS 7
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6.210 ATK_IP6_

DIS_ PORTSCAN_SZ

SrcZoneName(1025)=[STRING]; Protocol(1001)=[STRING];
HEARZRE DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING].
$1: ANBkAFK
$2: AR
SRR $3: HIMIPveiiik
$4: VPNLFK
$5: zhffEFRM
$6: Brditiams(a]
HEFR 3
ATK/3/ATK_IP6_DIS_PORTSCAN_SZ: SrcZoneName(1025)=Trust; Protocol(1001)=TCP;
2451 DstIPv6Addr(1037)=2::2; RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131009100928.
H&15 A IPVEFR 3L &2 431 xiport scanii filt & H %
SLEIE %
6.211 ATK_IP6_DNS_FLOOD
RcvIfName(1023)=[STRING]; DstIPv6Addr(1037)=[IPADDR]; DstPort(1008)=[UINT16];
HEAZR RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANEALWK
$2: HEIPvE L
$3: HHumH
SRR $4: VPNAHK
$5: WA ER
$6: BERA
$7: Wi 4RIN ]
HEFR 3
ATK/3/ATK_IP6_DNS_FLOOD: RcvlfName(1023)=Ethernetl1/2/0/2;
245 DstIPv6Addr(1037)=2::2; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009100434.
H&iEA BALIN IR P A1 8 B 1P R IEDNS QueryMIPVeR LIS BIME, filk HE K%
SLERRIY x
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6.212 ATK_IP6_DNS_FLOOD SZ
SrcZoneName(1025)=[STRING]; DstIPv6Addr(1037)=[IPADDR]; DstPort(1008)=[UINT16];
HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANBk#FK
$2: HIWIPveiiik
$3: H L
SHER $4: VPN4FK
$5: WA LR
$7: Zri AR a]
HEFR 3
ATK/3/ATK_IP6_DNS_FLOOD_SZ: SrcZoneName(1025)=Trust; DstIPv6Addr(1037)=2::2;
2451 DstPort(1008)=22; RcvVPNInstance(1041)=--; UpperLimit(1048)=10;
Action(1049)=logging; BeginTime_c(1011)=20131009100434.
H&iEA FAATIN [R) P 19136 52 B 1P 1EDNS QueryMIPVEIR LGRS BIME, fillk HE K%
AbFRIEIY 7
6.213 ATK_IP6_FIN_FLOOD
RcvIfName(1023)=[STRING]; DstIPv6Addr(1037)=[IPADDR]; DstPort(1008)=[UINT16];
HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: AFZOAMK
$2: HIWIPv6HilL:
$3: HywH
SHER $4: VPN&HK
$5: WA IR
$6: FhfERE
$7: T T AR (A
HEFR 3
ATK/3/ATK_IP6_FIN_FLOOD: RcvlifName(1023)=Ethernet1/2/0/2;
245 DstIPv6Addr(1037)=2::2; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009100434.
338 B AL E] P Al E H PR IE M TCPAR S AL 9SYN+ACKIMIPVEHR ST I {E, filk H &
~ Kk
ALFR IS 7
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6.214 ATK_IP6_FIN_FLOOD SZ

SrcZoneName(1025)=[STRING]; DstIPv6Addr(1037)=[IPADDR]; DstPort(1008)=[UINT16];
HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANBk#FK
$2: HIWIPveiiik
$3: H L
SHER $4: VPN4FK
$5: WA LR
$7: Zri AR a]
HEFR 3
ATK/3/ATK_IP6_FIN_FLOOD_SZ: SrcZoneName(1025)=Trust; DstIPv6Addr(1037)=2::2;
2451 DstPort(1008)=22; RcvVPNInstance(1041)=--; UpperLimit(1048)=10;
Action(1049)=logging; BeginTime_c(1011)=20131009100434.
335 B BTN TR) P9 [ 3 58 B 1P R IE I TCPAR EAT NSYN+ACKFIPVEIR SCE T ME, filk HE
“ Kik
ALFR IS 7
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6.215 ATK_IP6_FRAGMENT

W]
]

HEAR

RcvIfName(1023)=[STRING]; SrclPv6Addr(1036)=[IPADDR];
DstIPv6Addr(1037)=[IPADDRY]; RcvWPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING]; BeginTime_c(1011)=[STRING];
EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: NEOARR
$2: YHIPv6hE
$3: HRIPveHhit
$4: VPN R
$5: BhNEA
$6: ZhfESHA
$7: BT AR )
$8: M 4h s i)
$9: Hrat kA

HEFR

3

241

ATK/3/ATK_IP6_FRAGMENT: RcvlfName(1023)=Ethernet1/2/0/2;
SrclPv6Addr(1036)=1::1; DstIPv6Addr(1037)=1::1; RcvVPNInstance(1041)=--;
Protocol(1001)=IPv6-ICMP; Action(1049)=logging;
BeginTime_c(1011)=20131011103335; EndTime_c(1012)=20131011103835;
AtkTimes(1050)=2.

BEULER

HEREIF LIS, (ks =OffSet/HTE(0,5)Z MMIPVeHR L1, REGMAHE

ALTREZIY

x

6.216 ATK_IP6_FRAGMENT RAW

RevIfName(1023)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];

HEARZRE DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: NEOLRR
$2: JHIPveH L
$3: HHJIPveihlk
$4: VPNALFR
$5: AR
$6: FEFRA
HEFR 3
ATK/3/ATK_IP6_FRAGMENT_RAW: RcvlifName(1023)=Ethernet1/2/0/2;
245 SrcIPv6Addr(1036)=1::1; DstIPv6Addr(1037)=1::1; RcvVPNInstance(1041)=--;
Protocol(1001)=IPv6-ICMP; Action(1049)=logging.
s HEHATFRTTR, (ks STOfSet15(0,5) 2 IAINIPVEIH U i H ks FAERAFF XK
“ W, AR i OffSet!H 7£(0,5) Z [l (IPVE i Uik — AN H &
ALFRIEIY P
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6.217 ATK_IP6_FRAGMENT RAW SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDRY];
HEARZRE DstIPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: ANBkAFK
$2: JHIPvEHLALE
$3: HIMIPveiiik
SRR
$4: VPNLAK
$5: WHLAK
$6: zhfFEFRM
HEFR 3
ATK/3/ATK_IP6_FRAGMENT_RAW_SZ: SrcZoneName(1025)=Trust;
245 SrcIPv6Addr(1036)=1::1; DstIPv6Addr(1037)=1::1; RcvVPNInstance(1041)=--;
Protocol(1001)=IPv6-ICMP; Action(1049)=logging.
B TRATFRITR, ik EOfSetHfE(0,5) APV L Wik HE; HEREIFRK
“ W M A% OffSet{t 7£(0,5) 2 ] (I PVE R SCfih & — A~ H &
ALFRIEIY 7

6.218 ATK_IP6_FRAGMENT_SZ

SrcZoneName(1025)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];

R DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

¥ Protocol(1001)=[STRING]; Action(1049)=[STRING]; BeginTime_c(1011)=[STRING];
EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: AR
$2: JRIPveiihE
$3: HIPveitil
$4: VPN4HR
e $5: PHRA
$6: ZhEFRM
$7: B JTHGI R
$8: Kk 4 ]

$9: i H
HEFR 3

ATK/3/ATK_IP6_FRAGMENT_SZ: SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=1::1;
45 DstIPv6Addr(1037)=1::1; RcvVPNInstance(1041)=--; Protocol(1001)=IPv6-ICMP;

Action(1049)=logging; BeginTime_c(1011)=20131011103335;
EndTime_c(1012)=20131011103835; AtkTimes(1050)=2.

FiAA HEREI LI, ks ROffSetfHE(0,5) [ IPVeH & kT 1, K& Gtk H&E
S(SLEEM 7
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6.219 ATK_IP6_HTTP_FLOOD

RevlfName(1023)=[STRING]; DstIPv6Addr(1037)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLFRR
$2: HHJIPveihlk
$3: Hi¥i -
SHIRRE $4: VPN&HK
$5: W IR
$6: FEFRA
$7: BEITHRI A
HEFR 3
ATK/3/ATK_IP6_HTTP_FLOOD: RcvlfName(1023)=Ethernet1/2/0/2;
£ 31 DstIPv6Addr(1037)=2::2; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009100434.
ERROL: FPLREI ] P 04 2 H HOIPR % HOHTTPIIPVE et SOHomT I, Ak H & K3
IR T

6.220 ATK_IP6_HTTP_FLOOD SZ

SrcZoneName(1025)=[STRING]; DstIPv6Addr(1037)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANB#FK
$2: HIWIPveiiik
$3: HH#um
SHER $4: VPN#4FK
$5: HE B
$7: T AR A
HEFR 3
ATK/3/ATK_IP6_HTTP_FLOOD_SZ: SrcZoneName(1025)=Trust;
245 DstIPv6Addr(1037)=2::2; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009100434.
H&iEA FAATIN ) P 1136 52 B PR IEHTTPIIPVE Getii UM BIfE, filk H &Kk i%
ALFR IS 7
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6.221 ATK_IP6_IMPOSSIBLE

RevIfName(1023)=[STRING]; SrclPv6Addr(1036)=[IPADDR];
HERE DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

" Protocol(1001)=[STRING]; Action(1049)=[STRING]; BeginTime_c(1011)=[STRING];
EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: NEOARR
$2: YHIPv6hE
$3: HRIPveHhit
$4: VPN R
SY R $5: BhNEA
$6: BIERA
$7: BT AR )
$8: Wk 45 AR (]
$9: Ik

HEFR 3

ATK/3/ATK_IP6_IMPOSSIBLE: RcvifName(1023)=Ethernet1/2/0/2;
SrclPv6Addr(1036)=1::1; DstIPv6Addr(1037)=1::1; RcvVPNInstance(1041)=--;
2451 Protocol(1001)=IPv6-ICMP; Action(1049)=logging;
BeginTime_c(1011)=20131011103335; EndTime_c(1012)=20131011103835;
AtkTimes(1050)=2.

H&15 A HERGIFRITH, I8 H AR fIPVe i ¥l i 1, RE Ak HE
ALTREZIY 7

6.222 ATK_IP6_IMPOSSIBLE_RAW

RcvlfName(1023)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];
HEARZRE DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: NEOLRR
$2: JHIPveH L
$3: HHJIPveihlk
SHIRRE
$4: VPNALFR
$5: AR
$6: FEFRA
HEFR 3
ATK/3/ATK_IP6_IMPOSSIBLE_RAW: RcvlfName(1023)=Ethernet1/2/0/2;
245 SrcIPv6Addr(1036)=1::1; DstIPv6Addr(1037)=1::1; RcvVPNInstance(1041)=--;
Protocol(1001)=IPv6-ICMP; Action(1049)=logging.
B HERSGITIME, JEH KR RIPVARCCE BME 0 &, HEREITRKE, 84
“ U5 B I [ FIPVARR SOl R — A H &
ALFRIEIY P
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6.223 ATK_IP6_IMPOSSIBLE_RAW_SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDRY];
HEARZRE DstIPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: ANBkAFK
$2: JHIPvEHLALE
$3: HIMIPveiiik
SRR
BHmR $4: VPNLHR
$5: AR
$6: zhfFEFRM
HEFR 3
ATK/3/ATK_IP6_IMPOSSIBLE_RAW_SZ: SrcZoneName(1025)=Trust;
245 SrcIPv6Addr(1036)=1::1; DstIPv6Addr(1037)=1::1; RcvVPNInstance(1041)=--;
Protocol(1001)=IPv6-ICMP; Action(1049)=logging.
B iHAR SREGIIR, FEHNHAEFEMIPVATRSCE M A&, AEREGHKH, BMNE
“ E%mmﬁﬂ%mwﬁx%k MHE
ALFRIEIY 7

6.224 ATK_IP6_IMPOSSIBLE_SZ

SrcZoneName(1025)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];

R DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

¥ Protocol(1001)=[STRING]; Action(1049)=[STRING]; BeginTime_c(1011)=[STRING];
EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: AR
$2: JRIPveiihE
$3: HIPveitil
$4: VPN4HR
e $5: PHRA
$6: ZhEFRM
$7: B JTHGI R
$8: Kk 4 ]

$9: i H
HEFR 3

ATK/3/ATK_IP6_IMPOSSIBLE_SZ: SrcZoneName(1025)=Trust; SrclPv6Addr(1036)=1::1;
45 DstIPv6Addr(1037)=1::1; RcvVPNInstance(1041)=--; Protocol(1001)=IPv6-ICMP;

Action(1049)=logging; BeginTime_c(1011)=20131011103335;
EndTime_c(1012)=20131011103835; AtkTimes(1050)=2.

SRR HERSITRITE, WH IR R RIPVek CEuE I 1, & JE ik H s
S(SLEEM 7

164



6.225 ATK_IP6_IPSWEEP

RcvIfName(1023)=[STRING]; Protocol(1001)=[STRING]; SrcIPv6Addr(1036)=[IPADDRY];

HERE RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: AHELIAHK
$2: il amx
” $3: JHIPvEHLE
SRR
$4: VPNAFR
$5: FfERM
$6: M T 4RI ]
HEFR 3
ATK/3/ATK_IP6_IPSWEEP: RcvifName(1023)=Ethernet1/2/0/2; Protocol(1001)=UDP;
2451 SrclPv6Addr(1036)=1::5; RcvVPNInstance(1041)=--; Action(1049)=logging,block-source;
BeginTime_c(1011)=20131009100639.
HE5ER IPV6R LI 2ip sweeptfil H &
ALFR IS 7

6.226 ATK_IP6_IPSWEEP_SZ

SrcZoneName(1025)=[STRING]; Protocol(1001)=[STRING];

HEAZR SrcIPv6Addr(1036)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING].
$1: NEAFR
$2: WHXLHR
. $3: JHIPvEHLALE
SHIRR
$4: VPNAZK
$5: FHEHRAY
$6: Uit
HEFR 3
ATK/3/ATK_IP6_IPSWEEP_SZ: SrcZoneName(1025)=Trust; Protocol(1001)=TCP;
Z& A5 SrclPv6Addr(1036)=1::5; RcvVPNInstance(1041)=--; Action(1049)=logging,block-source;
BeginTime_c(1011)=20131009100639.
AR IPV6IR il /Lip sweephd fili & H &
ALFRIEIY 7
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6.227 ATK_IP6_PORTSCAN

RcvIfName(1023)=[STRING]; Protocol(1001)=[STRING]; SrcIPv6Addr(1036)=[IPADDRY];

HERE RcvVPNInstance(1041)=[STRING]; DstIPv6Addr(1037)=[IPADDR];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING].
$1:. ANHEOAHK
$2: il aFx
$3: JFIPvEHLtL
SHIRRE $4: VPNAHK
$5: HHJIPvehhlk
$6: FhfFERE
$7: T T AR (A
HEFR 3
ATK/3/ATK_IP6_PORTSCAN: RcvlfName(1023)=Ethernet1/2/0/2; Protocol(1001)=UDP;
241 SrclPv6Addr(1036)=1::5; RcvVPNInstance(1041)=--; DstIPv6Addr(1037)=2::2;
Action(1049)=logging,block-source; BeginTime_c(1011)=20131009100455.
HEiRAA IPV64R 3T /2 port scanitf fift & H &
AbFRIEIY P

6.228 ATK_IP6_PORTSCAN_SZ

SrcZoneName(1025)=[STRING]; Protocol(1001)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
DstIPv6Addr(1037)=[IPADDR]; Action(1049)=[STRING]; BeginTime_c(1011)=[STRING].
$1: ANB#FK
$2: WA
$3: JHIPvEHLALE

SHER $4: VPN#4FK
$5: HHIPveHEiL
$7: Zi AR [a]

HEFR 3
ATK/3/ATK_IP6_PORTSCAN_SZ: SrcZoneName(1025)=Trust; Protocol(1001)=TCP;

245 SrcIPv6Addr(1036)=1::5; RcvVPNInstance(1041)=--; DstIPv6Addr(1037)=2::2;
Action(1049)=logging,block-source; BeginTime_c(1011)=20131009100455.

H&EEH IPV64R SCi /2 port scank fid i H &

ALFR IS 7
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6.229 ATK_IP6_RST FLOOD

RevlfName(1023)=[STRING]; DstIPv6Addr(1037)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLFRR
$2: HHJIPveihlk
$3: Hi¥i -
SHIRRE $4: VPN&HK
$5: W IR
$6: FEFRA
$7: BEITHRI A
HEFR 3
ATK/3/ATK_IP6_RST_FLOOD: RcvlfName(1023)=Ethernet1/2/0/2;
£ 31 DstIPv6Addr(1037)=2::2; RcvVPNInstance(1041)=--; UpperLimit(1048)=10;
Action(1049)=logging; BeginTime_c(1011)=20131009100434.
HERA AL E] A i E H AL TCPAR S AL NRSTIMIPVE R SCE T I, filk A&
IR T

6.230 ATK IP6_RST FLOOD SZ

SrcZoneName(1025)=[STRING]; DstIPv6Addr(1037)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: AIAK
$2: HEIPveHLiL
$3: HH#um
SHER $4: VPN#4FK
$5: HE B
$7: T AR A
HEFR 3
ATK/3/ATK_IP6_RST_FLOOD_SZ: SrcZoneName(1025)=Trust; DstIPv6Addr(1037)=2::2;
2451 RcvVPNInstance(1041)=--; UpperLimit(1048)=10; Action(1049)=logging;
BeginTime_c(1011)=20131009100434.
58 S B Y3 2 F LI TCP AR 5 S ARSTIIPVER SCEG BIE, filk H 5
ALFR IS 7
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6.231 ATK_IP6_SYN_FLOOD

RevlfName(1023)=[STRING]; DstIPv6Addr(1037)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLFRR
$2: HHJIPveihlk
$3: Hi¥i -
SHIRRE $4: VPN&HK
$5: W IR
$6: FEFRA
$7: BEITHRI A
HEFR 3
ATK/3/ATK_IP6_SYN_FLOOD: RcvlifName(1023)=Ethernet1/2/0/2;
£ 31 DstIPv6Addr(1037)=2::2; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009100434.
H58A i 2T P E H AL IO TCPAR S BN SYNIIPVE OB B, A& A
IR T

6.232 ATK_IP6_SYN_FLOOD SZ

SrcZoneName(1025)=[STRING]; DstIPv6Addr(1037)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANB#FK
$2: HEIPveHLiL
$3: HH#um
SHER $4: VPN#4FK
$5: HE B
$7: T AR A
HEFR 3
ATK/3/ATK_IP6_SYN_FLOOD_SZ: SrcZoneName(1025)=Trust; DstIPv6Addr(1037)=2::2;
2451 DstPort(1008)=22; RcvVPNInstance(1041)=--; UpperLimit(1048)=10;
Action(1049)=logging; BeginTime_c(1011)=20131009100434.
H&iEA T 2 A WA R E B R R TCPRR B N SYNIPVe i SO S BIME, ik H &
ALFR IS 7
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6.233 ATK_IP6_SYNACK_FLOOD

RevlfName(1023)=[STRING]; DstIPv6Addr(1037)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLFRR
$2: HHJIPveihlk
$3: Hi¥i -
SHIRRE $4: VPN&HK
$5: W IR
$6: FEFRA
$7: BEITHRI A
HEFR 3
ATK/3/ATK_IP6_SYNACK_FLOOD: RcvlfName(1023)=Ethernet1/2/0/2;
£ 31 DstIPv6Addr(1037)=2::2; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009100434.
ERROL: ST 1A P3G 2 1A O TCPER S AN SYN+ACK PV SCSoRT B, ik 1 %
IR T

6.234 ATK_IP6_SYNACK_FLOOD SZ

SrcZoneName(1025)=[STRING]; DstIPv6Addr(1037)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANB#FK
$2: HIWIPveiiik
$3: HH#um
SHER $4: VPN#4FK
$5: HE B
$7: T AR A
HEFR 3
ATK/3/ATK_IP6_SYNACK_FLOOD_SZ: SrcZoneName(1025)=Trust;
245 DstIPv6Addr(1037)=2::2; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009100434.
SL BTN R P Fi o B B HLEE TCPER E A N SYN+ACK K IPVE R LA I RI{E, fillk H &
ALFR IS 7
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6.235 ATK_IP6_TCP_ALLFLAGS

RevIfName(1023)=[STRING]; SrclPv6Addr(1036)=[IPADDR];
HERE DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

" Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].

$1: NEOARR
$2: YHIPv6hE
$3: HIWIPv6HihL
$4: ANBHOVPNLAFK
$5: FEFRA

$6: Bl FF o A
$7: Bk 45 o )
$8: Mk

HEER 3

ATK/3/ATK_IP6_TCP_ALLFLAGS: RcvlfName(1023)=Ethernet1/2/0/2;
SrclPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--;

Sl Action(1049)=logging; BeginTime_c(1011)=20131009103631;
EndTime_c(1012)=20131009104131; AtkTimes(1050)=2.
FiA ERGITHRITE, TCPIrE A& EMMIPVe T L1, REEMAHE
ALFR IS 7

6.236 ATK_IP6_TCP_ALLFLAGS RAW

RevIfName(1023)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];

HEAZR DstlPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ANEOLHK
$2: JFIPvEHLtL

SRR $3: HIWIPv6HihL

$4: NEAVPNAAFR
$5: BhfERA

HEFR 3
ATK/3/ATK_IP6_TCP_ALLFLAGS_RAW: RcvlfName(1023)=Ethernet1/2/0/2;
245 SrcIPv6Addr(1036)=2000::1; DstIPv6Addr(1037)=2003::200; RcvVPNInstance(1041)=--;

Action(1049)=logging.

AEEGHIRE, TCPirEMARMMIPVeR CH R A&, AEREIIKH, &

.
SR NTCPR & i1 4 B i HIPVBHL S A F
QTR %
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6.237 ATK_IP6_TCP_ALLFLAGS RAW_SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDRY];
HEARZRE DstIPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ANBkAFK
$2: JHIPvEHLALE
SHRR $3: HIPvelhil
$4: ANEOVPNAFR
$5: FEHRA
HEFR 3
ATK/3/ATK_IP6_TCP_ALLFLAGS_RAW_SZ: SrcZoneName(1025)=Trust;
2551 SrclPv6Addr(1036)=2000::1; DstIPv6Addr(1037)=2003::200; RcvVPNInstance(1041)=--;
Action(1049)=logging.
s FAERATFXRIFR, TOPREA 2B AIPVeR I HaMR AL, FERATIRKMA, §1
~ TCPh &N A BALIPVEIR S filk — 4~ H &
I T

6.238 ATK_IP6_TCP_ALLFLAGS SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDRY];
BERE DstIPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];

" Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].

$1: AHAHK

$2: JHIPvEHLALE
$3: HIIPveihk
$4: NEVPNAK

$5: FNEHRAY
$6: Brditiams(a
$7: BRI (A
$8: T i

BEER 3
ATK/3/ATK_IP6_TCP_ALLFLAGS_SZ: SrcZoneName(1025)=Trust;

45 SrclPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131009103631;
EndTime_c(1012)=20131009104131; AtkTimes(1050)=2.

A= ULER HEREGH IR, TCPirEM & B A MIPVeiR CHEITL, KEFEMEHE

IR T
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6.239 ATK_IP6_TCP_FINONLY

RevIfName(1023)=[STRING]; SrclPv6Addr(1036)=[IPADDR];
HERE DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

" Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].

$1: NEOARR
$2: YHIPv6hE
$3: HIWIPv6HihL
$4: ANBHOVPNLAFK
$5: FEFRA

$6: Bl FF o A
$7: Bk 45 o )
$8: Mk

HEER 3

ATK/3/ATK_IP6_TCP_FINONLY: RcvlfName(1023)=Ethernet1/2/0/2;
SrclPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--;

Sl Action(1049)=logging; BeginTime_c(1011)=20131009103631;
EndTime_c(1012)=20131009104131; AtkTimes(1050)=2.
FiA HEREGITRITE, TCPArEAM NFINKIPVE L1, RafEfk HE
ALFR IS 7

6.240 ATK_IP6_TCP_FINONLY_RAW

RevIfName(1023)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];

HEAZR DstlPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ANEOLHK
$2: JFIPvEHLtL

SRR $3: HIWIPv6HihL

$4: NEAVPNAAFR
$5: BhfERA

HEFR 3
ATK/3/ATK_IP6_TCP_FINONLY_RAW: RcvlfName(1023)=Ethernet1/2/0/2;
245 SrcIPv6Addr(1036)=2000::1; DstIPv6Addr(1037)=2003::200; RcvVPNInstance(1041)=--;

Action(1049)=logging.

HEREGIFRITE, TCPIzEM NFINIIPVEi SCE Wk HE: HEREGIFRKM, #4

SR TOPHF & (A FINIIIPVEIR i — A H
QTR %
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6.241 ATK_IP6_TCP_FINONLY RAW SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDRY];

HEARZRE DstIPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ANIAFK
$2: JHIPvEHLALE
SYRIERE $3: HIPvelhil
$4: ANEOVPNAFR
$5: FEHRA
HEFR 3
ATK/3/ATK_IP6_TCP_FINONLY_RAW_SZ: SrcZoneName(1025)=Trust;
2551 SrclPv6Addr(1036)=2000::1; DstIPv6Addr(1037)=2003::200; RcvVPNInstance(1041)=--;
Action(1049)=logging.
B HERAIFRIFE, TCPAREALAFINMIPVe L H Ak Hd: HERAIFLKLM, B4
~ TCPHREAAFINFIIPVER S fil & — A H &
I T

6.242 ATK_IP6_TCP_FINONLY_SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDRY];
DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

== PN

H&R& Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].
$1: ANB#FK
$2: JHIPvEHLALE
$3: HIIPveihk
$4: ANEOVPNAFR

SYRIERE o
$5: Zjﬂ/lf%@
$6: Brditiams(a
$7: BRI (A
$8: T i

BEER 3
ATK/3/ATK_IP6_TCP_FINONLY_SZ: SrcZoneName(1025)=Trust;

45 SrclPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131009103631;
EndTime_c(1012)=20131009104131; AtkTimes(1050)=2.

A= ULER HEREGH I, TCPAzEAM AFINKIPVeHR I, KAk HE

IR T
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6.243 ATK_IP6_TCP_INVALIDFLAGS

RevIfName(1023)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];
DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

== PN

H&R& Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].
$1: NEOARR
$2: YHIPv6hE
$3: HIWIPv6HihL

N $4: NBEMVPNLHK

SRR o
$5: FhfERE
$6: Wil JFURIT [A]
$7: Braki g o [
$8: Ik

BAEFR 3
ATK/3/ATK_IP6_TCP_INVALIDFLAGS: RcvIfName(1023)=Ethernet1/2/0/2;

245 SrclPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131009103631;
EndTime_c(1012)=20131009104131; AtkTimes(1050)=2.

HEREHXHA)E, TCPAREM AT (RST+FIN. RST+SYN. RST+FIN+SYN.
38 PSH+RST+FIN. PSH+RST+SYN. PSH+RST+SYN+FIN. ACK+RST+FIN.
~ ACK+RST+SYN. ACK+RST+SYN+FIN. ACK+PSH+SYN+FIN. ACK+PSH+RST+FIN.
ACK+PSH+RST+SYN) W IIPVeIR ¥t 1, B&FMAHE
IR x5
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6.244 ATK_IP6_TCP_INVALIDFLAGS_RAW

RevIfName(1023)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];

HEARZRE DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1:. ANHEOAHK
$2: JEIPveithik

SHRR $3: HRIPveHLL
$4: NEIVPNAK
$5: ZEHRR

HESE 3
ATK/3/ATK_IP6_TCP_INVALIDFLAGS_RAW: RcvifName(1023)=Ethernet1/2/0/2;

2551 SrcIPv6Addr(1036)=2000::1; DstIPv6Addr(1037)=2003::200; RcvVPNInstance(1041)=--;
Action(1049)=logging.
HERETFRITE, TCPIREA AL (RSTHFIN. RST+SYN. RST+FIN+SYN,
PSH+RST+FIN. PSH+RST+SYN. PSH+RST+SYN+FIN. ACK+RST+FIN.

A= iEH ACK+RST+SYN. ACK+RST+SYN+FIN. ACK+PSH+SYN+FIN. ACK+PSH+RST+FIN.
ACK+PSH+RST+SYN) K IPV6 TCPHi & ffil & H &
HEREIRKH, BNTCPAREN LRI HIPVE TCPf S ik —/NH &

AR I 7

6.245 ATK_IP6_TCP_INVALIDFLAGS RAW_SZ

SrcZoneName(1025)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];

HERAZR DstlPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ALK
$2: JRIPveHllE

SRR $3: HMIPveHlhL
$4: ANFEOVPNEK
$5: ZhIERA

BEER 3
ATK/3/ATK_IP6_TCP_INVALIDFLAGS_RAW_SZ: SrcZoneName(1025)=Trust;

245 SrcIPv6Addr(1036)=2000::1; DstIPv6Addr(1037)=2003::200; RcvVPNInstance(1041)=--;
Action(1049)=logging.

BREITFKIFE, TCPREA LR (RST+FIN. RST+SYN. RST+FIN+SYN.
PSH+RST+FIN. PSH+RST+SYN. PSH+RST+SYN+FIN. ACK+RST+FIN,
i4AR ACK+RST+SYN. ACK+RST+SYN+FIN. ACK+PSH+SYN+FIN. ACK+PSH+RST+FIN.

ACK+PSH+RST+SYN) i} [1]IPV6 TCPH L B fufilk H &
HERGITRKH, "ATCPHRER NN IPVE TCPHk ik — 4~ H &

IR T
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6.246 ATK_IP6_TCP_INVALIDFLAGS_SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDRY];
DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

== PN

H&R& Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].
$1: ANIAFR
$2: JHIPveiihE
$3: HIIPveihk

N $4: ANBEMVPNAFK

SRR o
$5: Zjﬂ/lf%@
$6: BT HRIN (A
$7: Bl 4RI [E]
$8: T i

BAEFR 3
ATK/3/ATK_IP6_TCP_INVALIDFLAGS_SZ: SrcZoneName(1025)=Trust;

245 SrclPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131009103631;
EndTime_c(1012)=20131009104131; AtkTimes(1050)=2.

HEREGH KX, TCPIRENM AT (RST+FIN. RST+SYN. RST+FIN+SYN,
38 PSH+RST+FIN. PSH+RST+SYN. PSH+RST+SYN+FIN. ACK+RST+FIN.
- ACK+RST+SYN. ACK+RST+SYN+FIN. ACK+PSH+SYN+FIN. ACK+PSH+RST+FIN.
ACK+PSH+RST+SYN) I HIIPVEIR CHiBE1, B&FMAk HE
IR x
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6.247 ATK_IP6_TCP_LAND

RevIfName(1023)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];
DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

== PN

RasmE Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].
$1: NEOARR
$2: YHIPv6hE
$3: HHEIIPvEHiL:

P $4: NELVPNAFR

s $5: i
$6: BUdiITaRm A
$7: Braki g o [
$8: Ik

BAEFR 3
ATK/3/ATK_IP6_TCP_LAND: RcvIfName(1023)=Ethernet1/2/0/2;

245 SrclPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131009103631;
EndTime_c(1012)=20131009104131; AtkTimes(1050)=2.

A BRAIFXIFI, IPVEUH MR I TCPR LMo 1, A R R H

BRI 7

6.248 ATK_IP6_TCP_LAND RAW

RevIfName(1023)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];

HEAZR DstlPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: AL
$2: JRIPveHiLE
SRR $3: HIWIPv6HihL
$4: AELOVPNAFR
$5: BEALY
BEFR 3
ATK/3/ATK_IP6_TCP_LAND_RAW: RcvlfName(1023)=Ethernet1/2/0/2;
245 SrcIPv6Addr(1036)=2000::1; DstIPv6Addr(1037)=2003::200; RcvVPNInstance(1041)=--;
Action(1049)=logging.
i HERAHIRE, IPVEIEH WA RMTCPIR CE Btk HE; HERSIF KA,
~ HAMPV6IE B [tk k[ TCPIR S ik — A H &
IR &
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6.249 ATK_IP6_TCP_LAND RAW_SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDRY];
HEARZRE DstIPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ANBkAFK
$2: JHIPvEHLALE
SHRR $3: HIPvelhil
$4: ANEOVPNAFR
$5: FEHRA
HEFR 3
ATK/3/ATK_IP6_TCP_LAND_RAW_SZ: SrcZoneName(1025)=Trust;
2551 SrclPv6Addr(1036)=2000::1; DstIPv6Addr(1037)=2003::200; RcvVPNInstance(1041)=--;
Action(1049)=logging.
s HERATFSIFE, IPVEI H AR FTCPICH SR F s HERATFRKM, 4
- MPVEE B bR R I TCPH Stk — AN H &
I T

6.250 ATK_IP6_TCP_LAND SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDRY];
BERE DstlPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];

" Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].

W]
2]

$1: AHAHK

$2: JHIPvEHLALE
$3: HIIPveihk
$4: NEVPNAK

SYRIERE
N $5: ZfEAT
$6: Brditiams(a
$7: BRI (A
$8: T i
BEER 3
ATK/3/ATK_IP6_TCP_LAND_SZ: SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=1::1;
45 DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131009103631; EndTime_c(1012)=20131009104131;
AtkTimes(1050)=2.
A= ULER HERAIFTFE, IPVEIEE b AH [ TCPiR I 1, BE/EMAkHE
IR T
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6.251 ATK_IP6_TCP_NULLFLAG

RevIfName(1023)=[STRING]; SrclPv6Addr(1036)=[IPADDR];
HERE DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

" Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].

$1: NEOARR
$2: YHIPv6hE
$3: HIWIPv6HihL
$4: ANBHOVPNLAFK
$5: FEFRA

$6: Bl FF o A
$7: Bk 45 o )
$8: Mk

HEER 3

ATK/3/ATK_IP6_TCP_NULLFLAG: RcvIifName(1023)=Ethernet1/2/0/2;
SrclPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--;

Sl Action(1049)=logging; BeginTime_c(1011)=20131009103631;
EndTime_c(1012)=20131009104131; AtkTimes(1050)=2.
FiA ERGITHRITE, TCPIrEALARBEMMIPVe T L1, REEMAHE
ALFR IS 7

6.252 ATK_IP6_TCP_NULLFLAG_RAW

RevIfName(1023)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];

HEAZR DstlPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ANEOLHK
$2: JFIPvEHLtL

SRR $3: HIWIPv6HihL

$4: NEAVPNAAFR
$5: BhfERA

HEFR 3
ATK/3/ATK_IP6_TCP_NULLFLAG_RAW: RcvlfName(1023)=Ethernet1/2/0/2;
245 SrcIPv6Addr(1036)=2000::1; DstIPv6Addr(1037)=2003::200; RcvVPNInstance(1041)=--;

Action(1049)=logging.

AEEGHIR, TCPAREMAREMMIPVeR Bk A&, AEREIHIKH, &

.
SR NTCP & it B i 0 IPVBHL S — A F
QTR %
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6.253 ATK_IP6_TCP_NULLFLAG_RAW_SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDRY];

HEARZRE DstIPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ANIAFK
$2: JEHIPveHhE
SHRR $3: HIMIPveitiht
$4: ANENDVPNAK
$5: BELREY
HEFR 3
ATK/3/ATK_IP6_TCP_NULLFLAG_RAW_SZ: SrcZoneName(1025)=Trust;
2551 SrclPv6Addr(1036)=2000::1; DstIPv6Addr(1037)=2003::200; RcvVPNInstance(1041)=--;
Action(1049)=logging.
B HERABITRITE, TCPAREAREMMIPVEIR Ty Ak HE: HEREIFRXM, &4
- TCPHREN AR BALIIPVEIR ik —AH &
AR ¥

6.254 ATK_IP6_TCP_NULLFLAG_SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDRY];
DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

== PN

H&R& Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].
$1: ANB#FK
$2: JHIPvEHLALE
$3: HIIPveihk
$4: ANEOVPNAFR

SYRIERE o
$5: Zjﬂ/lf%@
$6: Brditiams(a
$7: BRI (A
$8: T i

BEER 3
ATK/3/ATK_IP6_TCP_NULLFLAG_SZ: SrcZoneName(1025)=Trust;

45 SrclPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131009103631;
EndTime_c(1012)=20131009104131; AtkTimes(1050)=2.

A= ULER HEREGH IR, TCPirEA ARBEAMIPVeIR CHEIEL, KEFEMEHE

IR T
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6.255 ATK_IP6_TCP_SYNFIN

RevIfName(1023)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];
DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

== PN

H&R& Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].
$1: NEOARR
$2: JHIPveHhhL
$3: HHEIIPvEHiL:

LU $4: ANELIVPNATR

s $5: i
$6: BUdiITaRm A
$7: BEhE R A
$8: ik

BAEFR 3
ATK/3/ATK_IP6_TCP_SYNFIN: RevIfName(1023)=Ethernet1/2/0/2;

245 SrclPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131009103631;
EndTime_c(1012)=20131009104131; AtkTimes(1050)=2.

EifER HEREHFZHE, TCPHREN NSYN+FINFIPVEIR CHELL, B&EAk HE

BRI 7

6.256 ATK_IP6_TCP_SYNFIN_RAW

RevIfName(1023)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];

HEAZR DstlPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ANEOLHK
$2: VHIPvEHLHL
SRR $3: HIWIPv6HihL
$4: AELOVPNAFR
$5: BEALY
BEFR 3
ATK/3/ATK_IP6_TCP_SYNFIN_RAW: RcvlfName(1023)=Ethernet1/2/0/2;
245 SrcIPv6Addr(1036)=2000::1; DstIPv6Addr(1037)=2003::200; RcvVPNInstance(1041)=--;
Action(1049)=logging.
i HERAEI I, TCPHREAM ASYN+FINMIPVEIR S i fufilk A HEREI KM,
- FATCPHRE AL ISYN+FINFIIPVEIR ik — A H &
IR &
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6.257 ATK_IP6_TCP_SYNFIN_RAW_SZ
SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDRY];
HEARZRE DstIPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ANBkAFK
$2: JHIPvEHLALE
SHRR $3: HIPvelhil
$4: ANEOVPNAFR
$5: FEHRA
BAEFR 3
ATK/3/ATK_IP6_TCP_SYNFIN_RAW_SZ: SrcZoneName(1025)=Trust;
2551 SrclPv6Addr(1036)=2000::1; DstIPv6Addr(1037)=2003::200; RcvVPNInstance(1041)=--;
Action(1049)=logging.
e HEREGITRITE, TCPARENMASYN+FINIIPVER CE Bk H&E: HERESITRKLH,
“~ FANTCPIREAASYN+FINFIIPVEIR Uik — AN H &
I T
6.258 ATK_IP6_TCP_SYNFIN_SZ
SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDRY];
BERE DstlPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
mRe Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].
$1: ANB#FK
$2: JHIPvEHLALE
$3: HIIPveihk
$4: ANEOVPNAFR
SYRIERE o
$5: Zjﬂ/lf%@
$6: Brditiams(a
$7: BRI (A
$8: T i
BEER 3
ATK/3/ATK_IP6_TCP_SYNFIN_SZ: SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=1::1;
45 DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131009103631; EndTime_c(1012)=20131009104131;
AtkTimes(1050)=2.
LA HERAH I E, TCPAREM NSYN+FINKIPVER CHIN 1, R4Sk H &
IR T
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6.259 ATK_IP6_TCP_WINNUKE

RevIfName(1023)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];
DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

== PN

H&R& Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].
$1: NEOARR
$2: JHIPveHhhL
$3: HI¥IPveihit
$4: ANBHOVPNLAFK

SRR o
$5: FhfERE
$6: BUdiITaRm A
$7: Braki g o [
$8: Ik

BAEFR 3
ATK/3/ATK_IP6_TCP_WINNUKE: RcvifName(1023)=Ethernet1/2/0/2;

245 SrclPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131009103631;
EndTime_c(1012)=20131009104131; AtkTimes(1050)=2.

i HREITRITAE, TCPH KT H139, frEA NURG HE 2 et dEEMIPVeik UG

© 1, BEfEak A&

IR T

6.260 ATK_IP6_TCP_WINNUKE_RAW

RevIfName(1023)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];

HEARZRE DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ANEHAK
$2: JEIPveithik

SHRR $3: HRIPveHLL
$4: VPNAFK
$5: FERR

HEFR 3
ATK/3/ATK_IP6_TCP_WINNUKE_RAW: RecvlfName(1023)=Ethernet1/2/0/2;

2551 SrcIPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--;
Action(1049)=logging.
HEREIFRIFE, TCPH MuI1h139, brEf HURG HIE B384 FEZ MIPVEIR L & A fil

A1 ER KHE HEREFFRKM, BATCP H 1 F 8139, brEN NURG H X S 384 EZ HIIPVE

R —AH &

AR ¥
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6.261 ATK_IP6_TCP_WINNUKE_RAW_SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDRY];

HEARZRE DstIPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ANIAFK
$2: JFIPvEHEL
SHRR $3: HIMIPveitiht
$4: VPNAFR
$5: BELREY
HEFR 3
ATK/3/ATK_IP6_TCP_WINNUKE_RAW_SZ: SrcZoneName(1025)=Trust;
2551 SrclPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--;
Action(1049)=logging.
HEREGHITE, TCPHMNG I N139, brEALNURGHE S84 HIPVEeHR S ffil
HERRA KHE; HEREH KM, F0TCPH KI5 118139, frE A NURG H & &34 IEZMIPVE
R —AH &
AR e

6.262 ATK_IP6_TCP_WINNUKE_SZ

SrcZoneName(1025)=[STRING]; SrcIPv6Addr(1036)=[IPADDRY];
DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

=+ N

HEME Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].
$1: ALK
$2: JRIPv6HuL
$3: HIPveHLiL
$4: AFOVPNAR

SHRR o
$5: zhffEHRM
$6: T IFaR I (A
$7: Bk 4R
$8: HiH

HES 3
ATK/3/ATK_IP6_TCP_WINNUKE_SZ: SrcZoneName(1025)=Trust;

45 SrclPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131009103631;
EndTime_c(1012)=20131009104131; AtkTimes(1050)=2.

S HEREGITITE, TCP H % 1 4139, Fr £ A NURG B SR EZENIPVe i S ot 1
A B4 e ik H
ALFR IS x
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6.263 ATK IP6_UDP_FLOOD

RevlfName(1023)=[STRING]; DstIPv6Addr(1037)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: NEOLFRR
$2: HHJIPveihlk
$3: Hi¥i -
SHIRRE $4: VPN&HK
$5: W IR
$6: FEFRA
$7: BEITHRI A
HEFR 3
ATK/3/ATK_IP6_UDP_FLOOD: RcvlfName(1023)=Ethernet1/2/0/2;
£ 31 DstIPv6Addr(1037)=2::2; DstPort(1008)=22; RcvVPNInstance(1041)=--;
UpperLimit(1048)=10; Action(1049)=logging; BeginTime_c(1011)=20131009100434.
HERA AL E] Y i E IPVE H bk M UDPHR SC G I B, ik 0 &
IR T

6.264 ATK_IP6_UDP_FLOOD_SZ

SrcZoneName(1025)=[STRING]; DstIPv6Addr(1037)=[IPADDR]; DstPort(1008)=[UINT16];

HEARZRE RcvVPNInstance(1041)=[STRING]; UpperLimit(1048)=[UINT32]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING].
$1: ANB#FK
$2: HEIPveHLiL
$3: HH#um
SHER $4: VPN#4FK
$5: HE B
$7: T AR A
HEFR 3
ATK/3/ATK_IP6_UDP_FLOOD_SZ: SrcZoneName(1025)=Trust; DstIPv6Addr(1037)=2::2;
2451 DstPort(1008)=22; RcvVPNInstance(1041)=--; UpperLimit(1048)=10;
Action(1049)=logging; BeginTime_c(1011)=20131009100434.
H&iEA FARLI[A] Y i B IPV6 B Bk i UDPHRSCHUE S I, fik H &
ALFR IS 7
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6.265 ATK_IP6_UDP_FRAGGLE

RevIfName(1023)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];
DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

== PN

H&R& Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].
$1: NEOARR
$2: JHIPveHhhL
$3: HHEIIPvEHiL:

LU $4: ANELIVPNATR

s $5: i
$6: BUdiITaRm A
$7: BEhE R A
$8: ik

BAEFR 3
ATK/3/ATK_IP6_UDP_FRAGGLE: RevIfName(1023)=Ethernet1/2/0/2;

245 SrclPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131009103631;
EndTime_c(1012)=20131009104131; AtkTimes(1050)=2.

EifER HREFTTE, \PVEIRN N7, BRI A19FUDPIR SCHGHEIT L, R&EMk HE

BRI 7

6.266 ATK_IP6_UDP_FRAGGLE_RAW

RevIfName(1023)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];

HEAZR DstlPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: AL
$2: JRIPveHiLE
SRR $3: HIWIPv6HihL
$4: VPNZ K
$5: BEALY
BEFR 3
ATK/3/ATK_IP6_UDP_FRAGGLE_RAW: RevlfName(1023)=Ethernet1/2/0/2;
245 SrcIPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--;
Action(1049)=logging.
i HEREIFRITE, IPVeJEH 187, Hsm Ao y19MUDPHOCE Bk H & HEES
~ KM, BAMPVEUE 17, H 5 19 UDPHR i & — A H &
IR &

186



6.267 ATK_IP6_UDP_FRAGGLE_RAW_SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDRY];

HEARZRE DstIPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ANIAFK
$2: JEHIPveHhE
SHRR $3: HIMIPveitiht
$4: VPNAFR
$5: BELREY
HEFR 3
ATK/3/ATK_IP6_UDP_FRAGGLE_RAW_SZ: SrcZoneName(1025)=Trust;
2551 SrcIPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--;
Action(1049)=logging.
B HERSIRIE, IPVeEN Fo87, BRSO A19FUDPIRSCE Bk HE; HERETT
“ KM, FEMPVEIENT I N7, B 5 C Y19 UDPHR SCin K — A H &
AR ¥

6.268 ATK_IP6_UDP_FRAGGLE_SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDRY];
DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

== PN

H&R& Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].
$1: ANB#FK
$2: JHIPvEHLALE
$3: HIIPveihk
$4: ANEOVPNAFR

SYRIERE o
$5: Zjﬂ/lf%@
$6: Brditiams(a
$7: BRI (A
$8: T i

HEE 3
ATK/3/ATK_IP6_UDP_FRAGGLE_SZ: SrcZoneName(1025)=Trust;

45 SrclPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--;
Action(1049)=logging; BeginTime_c(1011)=20131009103631;
EndTime_c(1012)=20131009104131; AtkTimes(1050)=2.

A= ULER HEREGHTTE, \PVeRN N7, BB HA198UDPIR SCHGIE L, K& Gk HE

IR T
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6.269 ATK_IP6_UDP_SNORK

RevIfName(1023)=[STRING]; SrclPv6Addr(1036)=[IPADDR];
HERE DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];

" Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].

$1: NEOARR
$2: YHIPv6hE
$3: HRIPveHhit
$4: ANBHOVPNLAFK
$5: FEFRA

$6: Bl FF o A
$7: Bk 45 o )
$8: Mk

HEER 3

ATK/3/ATK_IP6_UDP_SNORK: RcvlfName(1023)=Ethernet1/2/0/2;
SrclPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--;

Sl Action(1049)=logging; BeginTime_c(1011)=20131009103631;
EndTime_c(1012)=20131009104131; AtkTimes(1050)=2.
HrEieE HEREFF LT, 1PV 7. 1950135, H 3 15135 UDPHR L1, G
* Jafidk H &
AbFRIEIY P

6.270 ATK_IP6_UDP_SNORK_RAW

RcvIfName(1023)=[STRING]; SrcIPv6Addr(1036)=[IPADDR];
HEARZRE DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].

$1: AEEHFR
$2: YRIPvEIHLL:

SRR $3: HifIPveihhk
$4: VPNAFR
$5: FfERM
HEFR 3
ATK/3/ATK_IP6_UDP_SNORK_RAW: RcvlfName(1023)=Ethernet1/2/0/2;
2451 SrcIPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--;

Action(1049)=logging.

HERESILITE, PV 187, 1984135, H K A135UDPR X afi ik H &,

AitEA ERETFFKM, FNIPVENENEH A7, 1980135, H K 1 8135FUDPHR S fil & —A4
H&E
BUSEEEINg x
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6.271 ATK_IP6_UDP_SNORK_RAW_SZ

SrcZoneName(1025)=[STRING]; SrclPv6Addr(1036)=[IPADDRY];
HEARZRE DstIPv6Addr(1037)=[IPADDRY]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING].
$1: ANBkAFK
$2: JHIPvEHLALE
SYRIERE $3: HIPvelhil
$4: VPNAZ K
$5: FEHRA
BAEFR 3
ATK/3/ATK_IP6_UDP_SNORK_RAW_SZ: SrcZoneName(1025)=Trust;
2551 SrcIPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11; RcvVPNInstance(1041)=--;
Action(1049)=logging.
HEREGH G, IPVen 17, 195135, H G 11 135K IUDPIR S i & H &
H5i5 AR f%é%%%m,tAmmﬁ 297, 1980135, H K 9135 UDPR Lk — 4~ H
BRI p

6.272 ATK_IP6_UDP_SNORK_SZ

SrcZoneName(1025)=[STRING]; SrcIPv6Addr(1036)=[IPADDRY];
DstIPv6Addr(1037)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Action(1049)=[STRING]; BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING];
AtkTimes(1050)=[UINT32].

$1: AR

$2: JRIPveHhE
$3: HMIPvelhhk
$4: NHEHIVPNAFR
$5: BfERA

$6: Kl JFAGHT [
$7: B4 AN A
$8: Bt Kl

HEZFR 3

ATK/3/ATK_IP6_UDP_SNORK_SZ: SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=1::1;
DstIPv6Addr(1037)=2::11; RcvWPNInstance(1041)=--; Action(1049)=logging;
BeginTime_c(1011)=20131009103631; EndTime_c(1012)=20131009104131;
AtkTimes(1050)=2.

241

HEREILITE, IPVeIss 187, 1986135, H K 4135 UDPR C 1, BE

N
A R

ALFR IS x
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6.273 ATK_IPOPT_ABNORMAL

RevIfName(1023)=[STRING]; SrclPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

== PN

H&R& RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].
$1: NEOLRR
$2: JHIPHLE
$3: DS-Lite Tunnel i ith it
$4: HHIIPHL:

P $5: VPNHFK

s e
$7: ZHERE
$8: LT 4RI IH]
$9: Ky b Ut [E]
$10: Brdikd

HEFR 3
ATK/3/ATK_IPOPT_ABNORMAL: RcvlfName(1023)=Ethernet1/2/0/2;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;

25 RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP; Action(1049)=logging;
BeginTime_c(1011)=20131011072002; EndTime_c(1012)=20131011072502;
AtkTimes(1050)=3.

AR HESATFRATIF, A Bh LIPS B M o1, H 4 Rk H s
AR x5
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6.274 ATK_IPOPT_ABNORMAL_RAW

RevlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: ANBEO4LHK
$2: JHIPHLE
$3: DS-Lite Tunnel i ith it

SHIRRE $4: H¥IPHiL
$5: VPNHFK
$6: PR
$7: BhERAY

HEER 3
ATK/3/ATK_IPOPT_ABNORMAL_RAW: RcvIfName(1023)=Ethernet1/2/0/2;

2451 SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP; Action(1049)=logging.

—— HERGTF TR, P LA LI E SISO iR H & HERATF XXM, SAW
“ AL EIPETIUE A7 R SOk — A H &
ALFRIEIY 7

6.275 ATK_IPOPT_ABNORMAL_RAW_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];

HEAZR DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: A4
$2: JRIPHAE
$3: DS-Lite Tunnel} il

SRR $4: HEIPHLLE
$5: VPNAFK
$6: iR

BHEFR 3
ATK/3/ATK_IPOPT_ABNORMAL_RAW_SZ: SrcZoneName(1025)=Trust;

245 SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP; Action(1049)=logging.

s HAERAFFXIFS, A DA RIPYETUR B o Wk H s HERATF XXM, A0

* AU IPIE T E A7 (R SR — A H &

ALFRIEIY 7
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6.276 ATK_IPOPT_ABNORMAL_SZ

SrcZoneName(1025)=[STRING]; SrcIPAddr(1003)=[IPADDRY];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

HEAR

)

$1: AIATR

$2: YRIPHLI:

$3: DS-Lite TunnelX] ¥t
$4: HMIPHIE

$5: VPNAFK

$6: WHil KA

$7: ZHERA

$8: Bri it [a]

$9:  Bili 45 R [

$10: Trai s

HEZFR 3

ATK/3/ATK_IPOPT_ABNORMAL_SZ: SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
25 RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP; Action(1049)=logging;
BeginTime_c(1011)=20131011072002; EndTime_c(1012)=20131011072502;
AtkTimes(1050)=3.

SRR HEREGIFRITIF, P LA LIPIEIUE A Rk SC8id 1, e ek H &
S(SEEM 7
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6.277 ATK_IPOPT LOOSESRCROUTE

IPOptValue(1057)=[UINT32]; RcvlifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];

HERZRE RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=
[UINT32].

$1: IPIETIE

$2: N4
$3: JFIPHLYE

$4: DS-Lite Tunnels sttt
$5: H¥IPHhiE
SHRR $6: VPN&FR

$7: WA

$8: FMERT

$9: Tyt Unt A
$10: it 45 et A
$11: BrdiikH

HHFR 5

ATK/5/ATK_IPOPT_LOOSESRCROUTE: IPOptValue(1057)=131;
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1;

245 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Protocol(1001)=RAWIP; Action(1049)=logging; BeginTime_c(1011)=20131011063123;
EndTime_c(1012)=20131011063623; AtkTimes(1050)=3.

HE A HEREGIF AT, IPETUNILH L, RE Ak HE
ALFR IS 7
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6.278 ATK_IPOPT_LOOSESRCROUTE_RAW

IPOptValue(1057)=[UINT32]; RcvlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].

$1: IPIETIE

$2: NEMLH

$3: JFIPHLYE

$4: DS-Lite Tunnel itk
$5: HIPHiik

$6: VPNAFK

$7: WA

$8: FERM

HEZFR 5

ATK/5/ATK_IPOPT_LOOSESRCROUTE_RAW: IPOptValue(1057)=131;

45 RcvIfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;

Protocol(1001)=RAWIP; Action(1049)=logging.

HEREGIFRITE, IPESUNISLAIR S E WAl H & HEREIFRKE, SDIPEITTY

RSt 3L SR F 2%
shamiEiy %
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6.279 ATK_IPOPT_LOOSESRCROUTE_RAW_SZ

IPOptValue(1057)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

R&n® DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: IPIEIH
$2: ALK
$3: JRIPHuAE
$4: DS-Lite Tunnelxd i ik

LY :
$5: HIPHibE
$6: VPN&HR
$7: WA
$8: BEREY

HEFR 5

ATK/5/ATK_IPOPT_LOOSESRCROUTE_RAW_SZ: IPOptValue(1057)=131;

245 SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP;

Action(1049)=logging.

HEREGIFRIT R, IPIESUNI3LAIIRSCE Bk H & HEREITRKMA, FAIPIELTN131

o
RS AR S i K — A I
RLIRIEIYL x
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6.280 ATK_IPOPT_LOOSESRCROUTE_SZ

IPOptValue(1057)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

HERZRE DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING]; BeginTime_c(1011)=[STRING];
EndTime_c(1012)=[STRING]; AtkTimes(1050)= [UINT32].

$1: IPIETME

$2: ALK

$3: JHIPHLLLE

$4: DS-Lite Tunnelxf st
$5: HWIPHi:
SHRR $6: VPN&FR

$7: PR

$8: FMEHKAY

$9: Tk an [a]
$10: Bri 45 oRes ]
$11: HrdiikH

HHFR 5

ATK/5/ATK_IPOPT_LOOSESRCROUTE_SZ: IPOptValue(1057)=131;
SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
245 DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP;
Action(1049)=logging; BeginTime_c(1011)=20131011063123;
EndTime_c(1012)=20131011063623; AtkTimes(1050)=3.

HEULER HERSITITIF, IPEIUNISLHH T, Ra Rk HE
ALFR IS x
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6.281 ATK_IPOPT_RECORDROUTE

IPOptValue(1057)=[UINT32]; RcvlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
AxRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];

" RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

)

$1: IPIETE

$2: N4
$3: JFIPHLYE

$4: DS-Lite Tunnelxf st
$5: HIPHiik
SRIERE $6: VPN K

$7: WA

$8: ZhfEFA

$9:  Brdi T 4Rt (A
$10: Hrifi 45 RIS ]
$11: BHIREL

HEZFR 5

ATK/5/ATK_IPOPT_RECORDROUTE: IPOptValue(1057)=7;
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1;

25 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Protocol(1001)=RAWIP; Action(1049)=logging; BeginTime_c(1011)=20131011063123;
EndTime_c(1012)=20131011063623; AtkTimes(1050)=3.

HE A HERGIFRATIF, IPEIUNTRIR G L, e ek HE
ALFR IS 7

197



6.282 ATK_IPOPT_RECORDROUTE_RAW

IPOptValue(1057)=[UINT32]; RcvIfName(1023)=[STRING]; SrclPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].

$1: IPIETIE

$2: NEMLH

$3: JFIPHLYE

$4: DS-Lite Tunnel itk
$5: HIPHiik

$6: VPNAFK

$7: WA

$8: FERM

HEFR

5

241

ATK/5/ATK_IPOPT_RECORDROUTE_RAW: IPOptValue(1057)=7;
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Protocol(1001)=RAWIP; Action(1049)=logging.

BEULER

HEREGIFRIT R, IPIETUNTRRSCE Bk Hibs HEREIFRKH, BMIPIETUNT
RSl — A H &

S(SEEE M

x
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6.283 ATK_IPOPT_RECORDROUTE_RAW_SZ

IPOptValue(1057)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

R&n® DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: IPIEIH
$2: ALK
$3: JRIPHuAE
$4: DS-Lite Tunnelxd i ik

LY :
$5: HIPHibE
$6: VPN&HR
$7: WA
$8: BEREY

HEFR 5

ATK/5/ATK_IPOPT_RECORDROUTE_RAW_SZ: IPOptValue(1057)=7;

245 SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP;

Action(1049)=logging.

HERGITRITE, IPIESUN7RSCE A H & HERGIFRKM, FMPEITUNTH

i
H5H e SWNC
SR %
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6.284 ATK_IPOPT_RECORDROUTE_SZ

IPOptValue(1057)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

HERZRE DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING]; BeginTime_c(1011)=[STRING];
EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: IPIETME

$2: ALK

$3: JHIPHLLLE

$4: DS-Lite Tunnelxf st
$5: HWIPHi:
SHRR $6: VPN&FR

$7: PR

$8: FMEHKAY

$9: Tk an [a]
$10: Bri 45 oRes ]
$11: HrdiikH

HHFR 5

ATK/5/ATK_IPOPT_RECORDROUTE_SZ: IPOptValue(1057)=7;
SrcZoneName(1025)=Trust; SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
2451 DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP;
Action(1049)=logging; BeginTime_c(1011)=20131011063123;
EndTime_c(1012)=20131011063623; AtkTimes(1050)=3.

HEULER HERGITRATIF, IPEIUNT R SCEGEE L, BEEk HE
ALFR IS x
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6.285 ATK_IPOPT_ROUTEALERT

IPOptValue(1057)=[UINT32]; RcvlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
AxRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];

" RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

)

$1: IPIETE

$2: N4
$3: JFIPHLYE

$4: DS-Lite Tunnelxf st
$5: HIPHiik
SRIERE $6: VPN K

$7: WA

$8: ZhfEFA

$9:  Brdi T 4Rt (A
$10: Hrifi 45 RIS ]
$11: BHIREL

HEZFR 5

ATK/5/ATK_IPOPT_ROUTEALERT: IPOptValue(1057)=148;
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1;

25 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Protocol(1001)=RAWIP; Action(1049)=logging; BeginTime_c(1011)=20131011063123;
EndTime_c(1012)=20131011063623; AtkTimes(1050)=3.

HE A HEREGIATIF, IPETUN148M 1, RE Ak HE
ALFR IS 7
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6.286 ATK_IPOPT_ROUTEALERT_RAW

IPOptValue(1057)=[UINT32]; RevifName(1023)=[STRING]; SrclPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: IPETE
$2: NIFEOAFR
$3: JFIPHLYE

N $4: DS-Lite Tunnel itk

SYRIERE
$5: HIPHiik
$6: VPNAZ K
$7: WA
$8: FhEERM

BEHER 5
ATK/5/ATK_IPOPT_ROUTEALERT_RAW: IPOptValue(1057)=148;

45 RcvIfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Protocol(1001)=RAWIP; Action(1049)=logging.

B HFREGTTRITE, IPIEBUAL48IMIR S E A HE: HERESITRKE, FMPEITY

~ 1481k ik — A H &

IR &
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6.287 ATK_IPOPT_ROUTEALERT RAW_SZ

IPOptValue(1057)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

R&n® DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: IPIEIE
$2: ALK
$3: VRIPHIE
$4: DS-Lite Tunnel btk
$5: HIPHuk
$6: VPNAFK
$7: WA
$8: BfERR

HEFR 5

ATK/5/ATK_IPOPT_ROUTEALERT_RAW_SZ: IPOptValue(1057)=148;

245 SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP;

Action(1049)=logging.

HEREGIFRIT R, IPIESUN148 KRS E il H & HEREITRKM, A IPIELTN148

o
RS AR S i K — A I
RLIRIEIYL x
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6.288 ATK_IPOPT_ROUTEALERT_SZ

IPOptValue(1057)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

HERZRE DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING]; BeginTime_c(1011)=[STRING];
EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: IPIETME

$2: ALK

$3: JHIPHLLLE

$4: DS-Lite Tunnelxf st
$5: HWIPHi:
SHRR $6: VPN&FR

$7: PR

$8: FMEHKAY

$9: Tk an [a]
$10: Bri 45 oRes ]
$11: HrdiikH

HHFR 5

ATK/5/ATK_IPOPT_ROUTEALERT_SZ: IPOptValue(1057)=148;
SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
245 DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP;
Action(1049)=logging; BeginTime_c(1011)=20131011063123;
EndTime_c(1012)=20131011063623; AtkTimes(1050)=3.

HEULER HERSITRITIF, IPEIUN148 o c i d 1L, RaFmikHE
ALFR IS x
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6.289 ATK_IPOPT_SECURITY

IPOptValue(1057)=[UINT32]; RcvlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
AxRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];

" RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

)

$1: IPIETE

$2: N4
$3: JFIPHLYE

$4: DS-Lite Tunnelxf st
$5: HIPHiik
SRIERE $6: VPN K

$7: WA

$8: ZhfEFA

$9:  Brdi T 4Rt (A
$10: Hrifi 45 RIS ]
$11: BHIREL

HEZFR 5

ATK/5/ATK_IPOPT_SECURITY: IPOptValue(1057)=130;
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1;

25 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Protocol(1001)=RAWIP; Action(1049)=logging; BeginTime_c(1011)=20131009091022;
EndTime_c(1012)=20131009091522; AtkTimes(1050)=2.

HE A HEREGIATIF, IPETUNI30M ML, RE Ak HE
ALFR IS 7
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6.290 ATK_IPOPT_SECURITY_RAW

IPOptValue(1057)=[UINT32]; RevifName(1023)=[STRING]; SrclPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: IPETE
$2: NIFEOAFR
$3: JFIPHLYE

N $4: DS-Lite Tunnel itk

SYRIERE
$5: HIPHiik
$6: VPNAZ K
$7: Prigpn
$8: FhEERM

BEHER 5
ATK/5/ATK_IPOPT_SECURITY_RAW: IPOptValue(1057)=130;

45 RcvIfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Protocol(1001)=RAWIP; Action(1049)=logging.

i HFREGTTRITE, IPEBUAL30MIR S EAMA HE: HERESITRKE, FMPEITY

© 130/ R — A H &

IR &
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6.291 ATK_IPOPT_SECURITY_RAW_SZ

IPOptValue(1057)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

R&n® DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: IPIEIE
$2: ALK
$3: VRIPHIE
$4: DS-Lite Tunnel btk
$5: HIPHuik
$6: VPNAFK
$7: WA
$8: BNERR

HEFR 5

ATK/5/ATK_IPOPT_SECURITY_RAW_SZ: IPOptValue(1057)=130;

245 SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP;

Action(1049)=logging.

HERGIFRITE, IPIESUNI30R S E Bl H & HEREIFRKM, M IPIELTN130

o
RS AR S i K — A I
RLIRIEIYL x
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6.292 ATK_IPOPT_SECURITY_SZ

IPOptValue(1057)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];
DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING]; BeginTime_c(1011)=[STRING];
EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: IPETE

$2: ANIRAZHK

$3: JFIPHLIE

$4: DS-Lite Tunnel} il
$5: HIPHuk
$6: VPNA K

$7: WA

$8: FMEHKAY

$9: i THhRiI A
$10: Bl &b s [H]
$11: BGEIRE

5

241

ATK/5/ATK_IPOPT_SECURITY_SZ: IPOptValue(1057)=130; SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP; Action(1049)=logging;
BeginTime_c(1011)=20131009091022; EndTime_c(1012)=20131009091522;
AtkTimes(1050)=2.

HEULER

AERGIHIATI, IPETUNI30R T, RE 5k H&E

ALFR IS

¥
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6.293 ATK_IPOPT_STREAMID

IPOptValue(1057)=[UINT32]; RcvlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
AxRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];

" RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

)

$1: IPIETE

$2: N4
$3: JFIPHLYE

$4: DS-Lite Tunnelxf st
$5: HIPHiik
SRIERE $6: VPN K

$7: WA

$8: ZhfEFA

$9:  Brdi T 4Rt (A
$10: Hrifi 45 RIS ]
$11: BHIREL

HEZFR 5

ATK/5/ATK_IPOPT_STREAMID: IPOptValue(1057)=136;
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1;

25 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Protocol(1001)=RAWIP; Action(1049)=logging; BeginTime_c(1011)=20131011063123;
EndTime_c(1012)=20131011063623; AtkTimes(1050)=3.

HE A HEREIFATIF, IPEIUNI36MH L, RE Ak HE
ALFR IS 7
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6.294 ATK_IPOPT_STREAMID RAW

IPOptValue(1057)=[UINT32]; RevifName(1023)=[STRING]; SrclPAddr(1003)=[IPADDR];

HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: IPETE
$2: NIFEOAFR
$3: JFIPHLYE

N $4: DS-Lite Tunnel itk

SYRIERE
$5: HIPHiik
$6: VPNAZ K
$7: Prigpn
$8: FhEERM

BEHER 5
ATK/5/ATK_IPOPT_STREAMID_RAW: IPOptValue(1057)=136;

45 RcvIfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Protocol(1001)=RAWIP; Action(1049)=logging.

i HFREGTTRITE, IPEBUAL36MIRCEAMA HE: HERESITRKE, FMPEITY

© 136k Atk — A H &

IR &
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6.295 ATK_IPOPT_STREAMID_RAW_SZ

IPOptValue(1057)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

R&n® DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: IPIEIE
$2: ALK
$3: VRIPHIE
$4: DS-Lite Tunnel btk
$5: HIPHuik
$6: VPNAFK
$7: WA
$8: BNERR

HEFR 5

ATK/5/ATK_IPOPT_STREAMID_RAW_SZ: IPOptValue(1057)=136;

245 SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP;

Action(1049)=logging.

HEREGITRIT R, IPIESUN36 RSO E il H & HEREITRKM, AN IPIELTN136

o
RS AR S i K — A I
RLIRIEIYL x
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6.296 ATK_IPOPT_STREAMID_SZ

IPOptValue(1057)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];
DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING]; BeginTime_c(1011)=[STRING];
EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: IPIETME

$2: ALK

$3: JHIPHLLLE

$4: DS-Lite Tunnelxf st
$5: HWIPHi:
$6: VPNA K

$7: PR

$8: FMEHKAY

$9: Tk an [a]
$10: Bri 45 oRes ]
$11: HrdiikH

5

241

ATK/5/ATK_IPOPT_STREAMID_SZ: IPOptValue(1057)=136; SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP; Action(1049)=logging;
BeginTime_c(1011)=20131011063123; EndTime_c(1012)=20131011063623;
AtkTimes(1050)=3.

HEULER

AERGIHITATI, IPETUNL36 R C L, RE 5k H&E

ALFR IS

¥
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6.297 ATK_IPOPT_STRICTSRCROUTE

IPOptValue(1057)=[UINT32]; RcvlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
AxRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];

" RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

)

$1: IPIETE

$2: N4
$3: JFIPHLYE

$4: DS-Lite Tunnelxf st
$5: HIPHiik
SRIERE $6: VPN K

$7: WA

$8: ZhfEFA

$9:  Brdi T 4Rt (A
$10: Hrifi 45 RIS ]
$11: BHIREL

HEZFR 5

ATK/5/ATK_IPOPT_STRICTSRCROUTE: IPOptValue(1057)=137;
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1;

25 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Protocol(1001)=RAWIP; Action(1049)=logging; BeginTime_c(1011)=20131011063123;
EndTime_c(1012)=20131011063623; AtkTimes(1050)=3.

HE A HEREGI AT, IPEIUNI3THH L, RE Ak HE
ALFR IS 7
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6.298 ATK_IPOPT_STRICTSRCROUTE_RAW

IPOptValue(1057)=[UINT32]; RcvlfName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
HEARZRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].

$1: IPIETIE

$2: NEMLH

$3: JFIPHLYE

$4: DS-Lite Tunnel itk
$5: HIPHiik

$6: VPNAFK

$7: WA

$8: FERM

HEZFR 5

ATK/5/ATK_IPOPT_STRICTSRCROUTE_RAW: IPOptValue(1057)=137;

45 RcvIfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;

Protocol(1001)=RAWIP; Action(1049)=logging.

HEREGIFRITE, IPESUNISTHIIRSCE WAl H & HERESIFRKA, FNIPEITY

RSt A7 SRR F 25
shamiEiy %
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6.299 ATK_IPOPT_STRICTSRCROUTE_RAW_SZ

IPOptValue(1057)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

R&n® DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: IPIEIH
$2: ALK
$3: JRIPHuAE
$4: DS-Lite Tunnelxd i ik

LY :
$5: HIPHibE
$6: VPN&HR
$7: WA
$8: BEREY

HEFR 5

ATK/5/ATK_IPOPT_STRICTSRCROUTE_RAW_SZ: IPOptValue(1057)=137;

245 SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP;

Action(1049)=logging.

HEREGIFRITE, IPIESUNL37 RS E Wik H & HEREIFRKM, fAIPIESTN137

o
RS AR S i K — A I
RLIRIEIYL x
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6.300 ATK_IPOPT_STRICTSRCROUTE_SZ

IPOptValue(1057)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

HERZRE DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING]; BeginTime_c(1011)=[STRING];
EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: IPIETME

$2: ALK

$3: JHIPHLLLE

$4: DS-Lite Tunnelxf st
$5: HWIPHi:
SHRR $6: VPN&FR

$7: PR

$8: FMEHKAY

$9: Tk an [a]
$10: Bri 45 oRes ]
$11: HrdiikH

HHFR 5

ATK/5/ATK_IPOPT_STRICTSRCROUTE_SZ: IPOptValue(1057)=137;
SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
245 DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP;
Action(1049)=logging; BeginTime_c(1011)=20131011063123;
EndTime_c(1012)=20131011063623; AtkTimes(1050)=3.

HEULER HERSITRITIF, IPEIUNI37HHcoC T L, RammAkHE
ALFR IS x
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6.301 ATK_IPOPT_TIMESTAMP

IPOptValue(1057)=[UINT32]; RcvlifName(1023)=[STRING]; SrcIPAddr(1003)=[IPADDR];
AxRE DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDRY];

" RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

)

$1: IPIETE

$2: N4
$3: JFIPHLYE

$4: DS-Lite Tunnelxf st
$5: HIPHiik
SRIERE $6: VPN K

$7: WA

$8: ZhfEFA

$9:  Brdi T 4Rt (A
$10: Hrifi 45 RIS ]
$11: BHIREL

HEZFR 5

ATK/5/ATK_IPOPT_TIMESTAMP: IPOptValue(1057)=68;
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1;

25 DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Protocol(1001)=RAWIP; Action(1049)=logging; BeginTime_c(1011)=20131011063123;
EndTime_c(1012)=20131011063623; AtkTimes(1050)=3.

HE A HEREI AT, IPETUN68MH L, REEMAkHE
ALFR IS 7
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6.302 ATK_IPOPT_TIMESTAMP_RAW

IPOptValue(1057)=[UINT32]; RcvIfName(1023)=[STRING]; SrclPAddr(1003)=[IPADDR];
DSLiteTunnelPeer(1040)=[STRING]; DstIPAddr(1007)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Protocol(1001)=[STRING]; Action(1049)=[STRING].

$1: IPIETIE

$2: NEMLH

$3: JFIPHLYE

$4: DS-Lite Tunnel itk
$5: HIPHiik

$6: VPNAFK

$7: WA

$8: FERM

HEFR

5

241

ATK/5/ATK_IPOPT_TIMESTAMP_RAW: IPOptValue(1057)=68;
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPAddr(1003)=9.1.1.1;
DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--;
Protocol(1001)=RAWIP; Action(1049)=logging.

BEULER

HEREGIFRITE, IPETUA68IIRSCE Wk H & HEREIRKH, FMIPEITN6S
RSl — A H &

S(SEEE M

x
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6.303 ATK_IPOPT_TIMESTAMP_RAW_SZ

IPOptValue(1057)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

R&n® DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING].
$1: IPIEIE
$2: ALK
$3: VRIPHIE
$4: DS-Lite Tunnel btk

SHRR
$5: HIPHuik
$6: VPNAFK
$7: WA
$8: BNERR

HEFR 5

ATK/5/ATK_IPOPT_TIMESTAMP_RAW_SZ: IPOptValue(1057)=68;

245 SrcZoneName(1025)=Trust; SrcIPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--;
DstIPAddr(1007)=6.1.1.1; RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP;

Action(1049)=logging.

HEREGITRITE, IPIESUN68HIRSCE Bk H b HEREIFRKH, FAIPET68

o
RS AR S i K — A I
RLIRIEIYL x
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6.304 ATK_IPOPT TIMESTAMP_SZ

IPOptValue(1057)=[UINT32]; SrcZoneName(1025)=[STRING];
SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];
DstIPAddr(1007)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Protocol(1001)=[STRING]; Action(1049)=[STRING]; BeginTime_c(1011)=[STRING];
EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

$1: IPETE

$2: ANIRAZHK

$3: JFIPHLIE

$4: DS-Lite Tunnel} il
$5: HIPHuk
$6: VPNA K

$7: WA

$8: FMEHKAY

$9: i THhRiI A
$10: Bl &b s [H]
$11: BGEIRE

5
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ATK/5/ATK_IPOPT_TIMESTAMP_SZ: IPOptValue(1057)=68; SrcZoneName(1025)=Trust;
SrclPAddr(1003)=9.1.1.1; DSLiteTunnelPeer(1040)=--; DstIPAddr(1007)=6.1.1.1;
RcvVPNInstance(1041)=--; Protocol(1001)=RAWIP; Action(1049)=logging;
BeginTime_c(1011)=20131011063123; EndTime_c(1012)=20131011063623;
AtkTimes(1050)=3.

HEULER

HEREGFATIF, IPEITUN68IH o H L, RE Ak HE

ALFR IS

¥

220



6.305 ATK_IPV6_EXT_HEADER

HEAR

)

IPv6ExtHeader(1060)=[UINT32]; RcvlfName(1023)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

SRR

$1: IPv6 ¥ ek
$2: NFEALWK
$3: JFIPvEHLtL
$4: HRIPvehl
$5: AHELIVPNAFR
$6: ZHESHA

$7: BUHFF AR )
$8: M 4h s i)
$9: Hrat kA

BEFER

5
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ATK/5/ATK_IPV6_EXT_HEADER: IPv6ExtHeader(1060)=43;
RcvIfName(1023)=Ethernet1/2/0/2; SrcIPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131009103631;
EndTime_c(1012)=20131009104131; AtkTimes(1050)=2.

BEULER

HERESIFRATIF, BE T RkmPvesiociiidl, ReEmakHE

ALTREZIY

x
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6.306 ATK_IPV6_EXT_HEADER_ABNORMAL

RevIfName(1023)=[STRING];SrcIPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADD
R];RcvVPNInstance(1042)=[STRING];Action(1053)=[STRING];BeginTime_c(1011)=[STR
ING];EndTime_c(1012)=[STRING];AtkTimes(1054)=[UINT32].

$1: ANEOLFR
$2: JHIPveHihE
$3: HIPveihlk
$4: ANEOVPNAFR
$5: ZhfEHA

$6: Ui F 4 A
$7: Bk 45 Rt )
$8: HukiikH

HEFR

3
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ATK/3/ATK_IPV6_EXT_HEADER_ABNORMAL:
RcvIfName(1023)=Ethernet1/2/0/2;SrcIPv6Addr(1036)=1::1;DstIPv6Addr(1037)=2::11;Rc
vVPNInstance(1042)=--;Action(1053)=logging;BeginTime_c(1011)=20131009103631;En
dTime_c(1012)=20131009104131;AtkTimes(1054)=2.

BEULER

HERAGIFRITE, 3§ LA ol i B 10 i K8 s A R R Sk MIPve i
SCHGEIEL, il — A H &

S(SEEE M

x

6.307 ATK_IPV6_EXT HEADER ABNORMAL_RAW

RevIfName(1023)=[STRING];SrclPv6Addr(1036)=[IPADDR];DstIPv6Addr(1037)=[IPADD

BEARE . _ Aot -
R];RcvVPNInstance(1042)=[STRING];Action(1053)=[STRING].
$1: ABEOLHR
$2: JHIPvEHLALE
SRR $3: Hi¥IPveiiik
$4: ANEOVPNAFR
$5: BEHRA
BEER 3
ATK/3/ATK_IPV6_EXT_HEADER_RAW:
Z& A5 IPv6ExtHeader(1066)=43;RcvIfName(1023)=Ethernet1/2/0/2;SrcIPv6Addr(1036)=1::1;Ds
tIPv6Addr(1037)=2::11;RcvVPNInstance(1042)=--;Action(1053)=logging.
A= ULER HERGITRKH, ¥ RS0l e & 1 i o8 B AN IPve otk — A H &
IR T
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6.308 ATK_IPV6_EXT HEADER ABNORMAL_RAW SZ

SrcZoneName(1025)=[STRING];SrcIPv6Addr(1036)=[IPADDR];DstIPv6Addr(1037)=[IPA

HEAZRE DDR]:R¢ _ At _
;RcvVPNInstance(1042)=[STRING];Action(1053)=[STRING].
$1: ANIAFK
$2: JEHIPvEHhLE
SHRR $3: HHAIPveHil:
$4: ANENDVPNAK
$5: BELREY
HEFR 3
ATK/3/ATK_IPV6_EXT_HEADER_ABNORMAL_RAW_SZ:
25 SrcZoneName(1025)=Trust;SrcIPv6Addr(1036)=1::1;DstIPv6Addr(1037)=2::11;RcvVPNI
nstance(1042)=--;Action(1053)=logging.
A1 ER HERAIFRKM, ¥R kAHo i B & i K% H AN IPve i s ik — AN H &
AR ¥

6.309 ATK_IPV6_EXT HEADER_ABNORMAL_SZ

SrcZoneName(1025)=[STRING];SrcIPv6Addr(1036)=[IPADDR];DstIPv6Addr(1037)=[IPA

HERNE DDR];RcvVPNInstance(1042)=[STRING];Action(1053)=[STRING];BeginTime_c(1011)=]
STRING];EndTime_c(1012)=[STRING];AtkTimes(1054)=[UINT32].
$1: ANBkAFK
$2: JHIPvEHLALE
$3: HIIPveihlk
$4: ANEOVPNAR

YRR o
$5: Zjﬂ/lf%@
$6: T T AR a]
$7: BEkg R [a]
$8: T i

BEFR 3
ATK/3/ATK_IPV6_EXT _HEADER_ABNORMAL_SZ:

245 SrcZoneName(1025)=Trust;SrcIPv6Addr(1036)=1::1;DstIPv6Addr(1037)=2::11;RcvVPNI
nstance(1042)=--;Action(1053)=logging;BeginTime_c(1011)=20131009103631;EndTime
_¢(1012)=20131009104131;AtkTimes(1054)=2.

B HERSITRITE, § Ao i E o8 H 2 MBI R F 2 Y Sk i 1IPveHi

~ G, filk—HE

IR T
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6.310 ATK_IPV6_EXT_HEADER_RAW

IPv6ExtHeader(1060)=[UINT32]; RcvlfName(1023)=[STRING];

HEARZRE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: 1PV6 9 @k
$2: NIFEOAFR
$3: JFIPvEHLtL
SRR
$4: HRIPvehl
$5: VPN K
$6: ZhfERE
HEFR 5
ATK/5/ATK_IPV6_EXT_HEADER_RAW: IPv6ExtHeader(1060)=43;
245 RcvIfName(1023)=Ethernet1/2/0/2; SrcIPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11,
RcvVPNInstance(1041)=--; Action(1049)=logging.
oA HERETFXRIFRE, B RLNIPVeRE MR HE: HERATFXXM, S
* TS SR INIPVER Ul R — AN H &
ALFRIEIY s

6.311 ATK_IPV6_EXT HEADER_RAW_SZ

IPv6ExtHeader(1060)=[UINT32]; SrcZoneName(1025)=[STRING];

HERNE SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDR];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING].
$1: IPv6 ¥k
$2: ALK
$3: JRIPvEHuL

SHRR
$4: HIWIPvetiilk
$5: VPN
$6: zhffEHRM

HEFR 5
ATK/5/ATK_IPV6_EXT_HEADER_RAW_SZ: IPv6ExtHeader(1060)=43;

245 SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11,
RcvVPNInstance(1041)=--; Action(1049)=logging.

- FRRATFRIFE, FE S Rk IPVeC i iR & FERATFRKM, B

~ TE XY L MIPVeIR ik — A~ H &

SLIEEIN x
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6.312 ATK_IPV6_EXT HEADER_SZ

W]
]

HEAR

IPv6ExtHeader(1060)=[UINT32]; SrcZoneName(1025)=[STRING];
SrclPv6Addr(1036)=[IPADDR]; DstIPv6Addr(1037)=[IPADDRY];
RcvVPNInstance(1041)=[STRING]; Action(1049)=[STRING];
BeginTime_c(1011)=[STRING]; EndTime_c(1012)=[STRING]; AtkTimes(1050)=[UINT32].

SRR

$1: IPv6 ¥k
$2: NEAK

$3: JHIPvEHiLL
$4: HIPveihk
$5: ABEMVPNZFK
$6: ZhEHA

$7: B ITHRIN (A
$8: T 4h B ]
$9: T I

HEFR

5
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ATK/5/ATK_IPV6_EXT_HEADER_SZ: IPv6ExtHeader(1060)=43,;
SrcZoneName(1025)=Trust; SrcIPv6Addr(1036)=1::1; DstIPv6Addr(1037)=2::11;
RcvVPNInstance(1041)=--; Action(1049)=logging; BeginTime_c(1011)=20131009103631;
EndTime_c(1012)=20131009104131; AtkTimes(1050)=2.

BEULER

HERSITRIATIF, BE XY RLPVeioc it l, RammkHE

ALTREZIY

¥

7 BFD

A4 BFD Bt i H 545 8.
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7.1 BFD_CHANGE_FSM

HEAZRE Sess[STRING], Ver, Sta: [STRING]->[STRING], Diag: [UINT32]
$1: BFD<ififEbb. H ikl 0. HERTAMPLS FECE E.. LSPifHa &
LSPHMIP. #Ef% & F—BkIP; PW1EH 25 Peer IPAIPW ID; TE Tunnelsi& &5
IP. HI®WIP. Tunnel IDXLSP ID
$2: ALHTIRASHLI 2R
$3: B JFIREHLI 2K
$4: ZWEE, W

N

SRR e 0 (No Diagnostic): F/RLZHE R
e 1 (Control Detection Time Expired): 7~ Ctrl £ iF A s A B (AR, 231 down
e 2 (Echo Function Failed): /R Echo 254 s 6 i 5] #E A B echo 4R SCHITE 1P H

MM ER, 231l down

e 3 (Neighbor Signaled Session Down): 7%} ¥ 145 BFD 21l down
e 7 (Administratively Down): F/RAH G 1E BFD 2 i (857

BEER 5
BFD/5/BFD_CHANGE_FSM: Sess[20.0.4.2/20.0.4.1,LD/RD:533/532,
Interface:Vlan204, SessType:Ctrl, LinkType:INET], Ver.1, Sta: INIT->UP, Diag: 0 (No
Diagnostic).
BFD/5/BFD_CHANGE_FSM: Sess[20.0.4.2/20.0.4.1,LD/RD:533/532, Interface:
Vlan204, SessType: Ctrl, LinkType: LSP, FEC: LSP, 20.0.4.0/24/10.1.1.1], Ver.1, Sta:

- INIT->UP, Diag: 0 (No Diagnostic).
BFD/5/BFD_CHANGE_FSM: Sess[20.0.4.2/20.0.4.1,LD/RD:533/532, Interface:
Vlan204, SessType: Ctrl, LinkType: LSP, FEC: PW FEC-128, 20.0.4.2/1], Ver.1, Sta:
INIT->UP, Diag: 0 (No Diagnostic).
BFD/5/BFD_CHANGE_FSM: Sess[20.0.4.2/20.0.4.1,LD/RD:533/532, Interface:
Vlan204, SessType: Ctrl, LinkType: LSP, FEC: TE Tunnel, 20.0.4.2/20.0.4.1/100/100],
Ver.1, Sta: INIT->UP, Diag: 0 (No Diagnostic).

ST BFDX GRS IR A . ZHBFD<iEupEidownity LS B . W il 7 &

“ KIIIEDL, AT S R IR R ES B AR T EL
BRI TR A 2 T BFDC L 1 ] AR B W 2% H LA 26
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7.2 BFD_CHANGE_SESS

HERNE Sess[STRING], Ver, Sta: [STRING], Diag: [UINT32]
$1: BFDLiEGMEMNE. ik, #:0. JHERKEFMMPLS FECEE.. LSP&IGHaEE
LSPHMIP. 5 &~ —BkIP; PW il Peer IPFIPW ID; TE Tunnel&xifi a3 IK

BHIRTE IP. HAJIP. Tunnel IDXLSP ID
$2: SRS
$3: 2Wiig

HEFR 5
BFD/5/BFD_CHANGE_SESS: Sess[17.1.1.2/17.1.1.1, LD/RD:1537/1537,

255 Interface:GE1/2/0/1, SessType:Ctrl, LinkType:INET], Ver:1, Sta: Deleted, Diag: 7
(Administratively Down)

A1 AR LBFD 2 il BRI H B AE B
AR EH A BFD A L B

7.3 BFD_REACHED_UPPER_LIMIT

The total number of BFD sessions [ULONG] reached the upper limit. Can’t create a new

Rsm® session.
SHER $1: BFDL IR
HEFR 5
45 BFDISIBED_REACHED_UPPER_LIMIT: The total number of BFD session 100 reached
upper limit.
FiAA BFD £ i s His 3 _E R
ALFRIEIY A A BFD 2 IS B
8 BGP
A9 4 BGP Bl 1) H B 5 2
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8.1 BGP_EXCEED_ROUTE_LIMIT

AxlE BGP [STRING].[STRING]: The number of routes ([UINT32]) from peer [STRING]
mRe ([STRING]) exceeds the limit [UINT32].
$1: BGPIAI & FK.
$2: VPNSEBIZFR. WRREAMANBHERER, WERAT
P $3: MR AR SR % TSR R
s $4: BGPX 2 IPHLE
$5: BGPXFEA M Mk
$6:  FCVF IR S ARSI B Kt e AT 8
BHEFR 4
2645 BGP/4/BGP_EXCEED_ROUTE_LIMIT: BGP default.vpnl: The number of routes (101)
from peer 1.1.1.1 (IPv4-UNC) exceeds the limit 100.
FiAA MO SR 22 B 1) i T O 1 Fo V0 oK B B0
— K2 TR Bl 8L AR, R R DR B R A, e B BE AT B A
TN, AL T B OK fo v B K R B R

8.2 BGP_REACHED_THRESHOLD

BGP [STRING].[STRING]: The ratio of the number of routes (JUINT32]) received from

HERAE peer [STRING] ([STRING]) to the number of allowed routes ([UINT32]) has reached the

threshold (JUINT32]%).

$1: BGPLfI & FR.
$2: VPNSLBILHR. WREAMPKHERGE, WERAZE
$3: MK S TR 1 % rh K

SYRIERE $4: BGPXI S IPHL AL

$5: BGPTSR 1) Hh bk %

$6:  FVE KT SR ARSI de K it ph Kl

$7: PRI ERECE 5 RV R KR AR T A LR R

HEFR 5

BGP/5/BGP_REACHED_THRESHOLD: BGP default.vpnl: The ratio of the number of

245 routes (3) received from peer 1.1.1.1 (IPv4-UNC) to the number of allowed routes (2) has

reached the threshold (75%).

H&5RA PRl s e B0R  SVR OB RGO T 3 A B T A

T, LS EEH DU A
o  RVFIIERKHHHE
o RN e ECR & Ao VR R ORI el R T 23 LR B

ALTREZIY

RER G RAET SEL WRAE, 7B AR B USRI, B AT B
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8.3 BGP_LOG_ROUTE_FLAP

BGP [STRING].[STRING]: The route [STRING] [STRING]/[UINT32] learned from peer

H&R& [STRING] ([STRING]) flapped.
$1: BGPIAIZFK.
$2: VPNSEBIZFR. WRREAMANBHERER, WERAT
$3: BGPHEHIURDE. AnyRDAHE H &R N
SHER $4: BGPH ¥ HT 4 ik
$5: BGPH 1 i HI 20
$6: BGPXIEMA P
$7: BGPXIAFEMAHHhE KR
HEFR 4
2645 BGP/4/BGP_LOG_ROUTE_FLAP: BGP default.vpnl: The route 15.1.1.1/24 learned
from peer 1.1.1.1 (IPv4-UNC) flapped.
H&15 A KSR 22 B I o R AR B
ALFRIEIY KA BRI E SR B AIER, WRR, 7FEE AP bR Rk, TR R TT 5

8.4 BGP_LABEL_CONFLICT

HERNE BGP egress-engineering incoming label [STRING] conflicts with current configuration.

SRR $1: PR%MHE

HEEFR 5

45 BQP/S/BGP_LABEL_(;ONFLICT: BGP egress-engineering incoming label 3000 conflicts
with current configuration.

B EA 131 BGP-EPE Ty e 9%t 45 4473 T AR 22 B 2 1 7

QhEmgEY o A AC B BGP-EPE LI REIN $if & 1 #K Hi SRS 0 S AOBR B A2 15 15 A Ty B A A FH R AR 2%

EAIR

8.5 BGP_LABEL_OUTOFRANGE

HERNE BGP egress-engineering incoming label [STRING] is out of range.

SRR $1: W%ME

HEFR 5

2451 BGP/5/BGP_LABEL_OUTOFRANGE: BGP egress-engineering incoming label 1024 is
out of range.

H&iEA 3L BGP-EPE T E 9%t 45 4473 1T FR b5 25 B8 L 1E 6 Y ]

ALFRIEIY T A AC B BGP-EPE L REIN i3 5E % H S v B AOBR A HUE f2 75 i
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8.6 BGP_MEM_ALERT

HEAZRE BGP [STRING] instance received system memory alert [STRING] event.
; $1: BGPIHI 4 K.

SHIRRE
$2: WNIEEERIRA, fUfhstop. start

HEFR 5

245 BGP/5/BGP_MEM_ALERT: BGP default instance received system memory alert start
event.

HEieA BGPHLILEI N HEE R

QAT WA A B KA ystart, ERE RGENAE GBI X b AR 2 RSREAT R,

JEERE TR A A

8.7 BGP_PEER_LICENSE_REACHED

HERE BGP [STRING]: Number of peers in Established state reached the license limit.
SRR $1: BGPLAI & HR.
BEFER 5
2645 BGP/5_/BGP_PEER_LICENSE__REACI—_!E_D: BGP default: Number of peers in
Established state reached the license limit.
EifER b T established R A 1) 41 fi £ i Eik Flicense HUA% R
ALFRIEIY K #license 2 Fe L, HI e 75 75 B 22 R W flicense
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8.8 BGP_ROUTE_LICENSE_REACHED

HEAZRE BGP [STRING]: Number of [STRING] routes reached the license limit.
$1: BGPsI#4HK.
$2: BGPHilb&, HUEHELFE:

- e IPv4-UNC public: FRAM IPv4 H.4% 1 i

= e IPV6-UNC public: 75/ IPV6 .3 i i
o IPv4 private: FRFAM IPv4 BB EH, VPNv4 2% ATEREE VPN 2%
e IPv6 private: FRFAM IPv6 HLIEHSH, VPNV6 B H

HEER 5

2451 BGP/5/BGP_ROUTE_LICENSE_REACHED: BGP default: Number of IPv4-UNC public
routes reached the license limit.

ARifRA Fa e AR % th $m Dk Bllicense MUK PR i)

fiflicensee 2 iE oL, HIWr 2SR E LI Hlicense

SEEW 4 5 T ) % £ B0 R B License LR FR A1 DL T 5% License MU FREIH™ K, 2 i

WEFME AR ENKE, TEMPFTRE, DEEFE#h

8.9 BGP_STATE_CHANGED

HEARZRE BGP [STRING].[STRING]: [STRING] state has changed from [STRING] to [STRING].
$1: BGPIM & K.
$2: VPNSZHIZFR. WEREAMANKHERFE, MERAT

SRR $3: BGPX S IPHL L
$4: BALHTIPIRAS B
$5: AL HPIRAS B

BAEFR 5

245 BGP/5/BGP_STATE_CHANGED: BGP default.vpnl: 192.99.0.2 state has changed from
ESTABLISHED to IDLE.
BGPX S A IFRAS K A

HEGAA L H EA5 B 4 BGPI 2 /W HAthofR 453k \ Establishedk 25 5t % M Established ik 25 A 3
AR I 7= AR

BRI WIRBGPX 454 Z 4hDown, TR £ 45 /2 15 & AR i B

AT 4l BLS B i H EE R .
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9.1 BLS _ENTRY_ADD

A=mE SrcIPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];
mE RcvVPNInstance(1041)=[STRING]; TTL(1051)=[STRING]; Reason(1052)=[STRING].
$1: A RIPHIE
$2: DS-Lite Tunnel %3t
SRR $3: VPNAFK
$4: ZAUKSE
$5: ¥R FE
BEER 5
BLS/5/BLS_ENTRY_ADD: SrclPAddr(1003)=1.1.1.6; DSLiteTunnelPeer(1040)=--;
- RcvVPNInstance(1041)=; TTL(1051)=; Reason(1052)=Configuration.
BLS/5/BLS_ENTRY_ADD: SrcIPAddr(1003)=9.1.1.5; DSLiteTunnelPeer(1040)=--;
RcvVPNInstance(1041)=vpnl; TTL(1051)=10; Reason(1052)=Scan behavior detected.
EiER HEFRATIF: FHME N RELH; scanfrlldmin—AN B2 8, filvk HERSE
IR T

9.2 BLS_ENTRY_DEL

SrclPAddr(1003)=[IPADDRY]; DSLiteTunnelPeer(1040)=[STRING];

b= = o3
AEAE RcvVPNInstance(1041)=[STRING]; Reason(1052)=[STRING].
$1: A HIPHIbLE
) $2: DS-Lite Tunnel5i il
SRR

$3: VPN
$4: MR A

HEZFR 5

BLS/5/BLS_ENTRY_DEL: SrclPAddr(1003)=1.1.1.3; DSLiteTunnelPeer(1040)=--;
RcvVPNInstance(1041)=; Reason(1052)=Configuration.

z& 15l

Rl BLS/5/BLS_ENTRY_DEL: SrcIPAddr(1003)=9.1.1.5; DSLiteTunnelPeer(1040)=--;
RcvVPNInstance(1041)=vpnl; Reason(1052)=Aging.

H&iEA HETFRITIF: TahMBR— D RA R, ZAMR— B, Mk HERE

ALFR IS 7
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9.3 BLS_IPV6_ENTRY_ADD

A=R% SrclPv6Addr(1036)=[IPADDR]; RcvVPNInstance(1041)=[STRING]; TTL(1051)=[STRING];
mE Reason(1052)=[STRING].
$1: BALZHIPvEHL
. $2: VPNLK
$3: ZALf
$4: WA
HEEFR 5
BLS/5/BLS_IPV6_ENTRY_ADD: SrcIPv6Addr(1036)=2::2; RcvVPNInstance(1041)=;
sep) TTL(1051)=; Reason(1052)=Configuration.
BLS/5/BLS_IPV6_ENTRY_ADD: SrclPv6Addr(1036)=1::5; RcvVPNInstance(1041)=--;
TTL(1051)=10; Reason(1052)=Scan behavior detected.
H&iHEA HEFKITIH: FIlE R H; scanf@llmm— M Ra 5, filk HERE
ALFR IS 7

9.4 BLS_IPV6_ENTRY_DEL

AxmMaA SrclPv6Addr(1036)=[IPADDR]; RcvVPNInstance(1041)=[STRING];
Reason(1052)=[STRING].
$1: A pIPveHhE

SHRR $2: VPN#4FK
$3: BRI

HEEFR 5

sep) BLS/5/BLS_IPV6_ENTRY_DEL: SrcIPv6Addr(1036)=2::2; RevVPNInstance(1041)=;
Reason(1052)=Configuration.

EifER HEITRITIT: Tk Ra s, 2Bk B, fik HERE
ALFRIEIY 7

10 CFD

AT 4 CFD BBt K H G E R .
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10.1 CFD_CROSS_CCM

10.2

MEP [UINT16] in SI [INT32] received a cross-connect CCM. It's SrcMAC is [MAC],

HEAZRE ) . X .
SegNum is [INT32], RMEP is [UINT16], MD ID is [STRING], MA ID is [STRING].
$1: RS SAHIID
$2: AHMEPHID
$3: JEMACHLHE
SHIRRE $4: JFHE
$5: ZIHFMEPHID
$6: MDHIID. WIRAFLE, &R “without ID”
$7: MAKJID
BEER 6
CFD/6/CFD_CROSS_CCM: MEP 13 in Sl 10 received a cross-connect CCM. Its
Z5451 SrcMAC is 0011-2233-4401, SeqNum is 78, RMEP is 12, MD ID is without ID, MA ID is
0.
HA&ULER MEPYL R 38 SUEH I CCMIR S, ZAR SCEL & 5 A A FIMA IDEKMD 1D
QeIEEEY KA FIRMEPHIECE . iEMEPATRFIMDAIMARIL B —2, H#mMEPZRIAHE . J7

#AH I

CFD_ERROR_CCM

MEP [UINT16] in SI [INT32] received an error CCM. It's SrcMAC is [MAC], SegNum is

HERE [INT32], RMEP is [UINT16], MD ID is [STRING], MA ID is [STRING].
$1: JRSSSEGIKID
$2: AHMEPHID
$3: HMACHLHE

SRR $4: FHS
$5: Z@IHRMEPH]ID
$6: MDHJID. WIRAFFIE, 2 8&sr “without ID”
$7: MAMIID

HEFR 6

45 CFD/6/CFD_ERROR_CCM: MEP 2 in Sl 7 received an error CCM. Its SrcMAC is
0011-2233-4401, SeqNum is 21, RMEP is 2, MD ID is 7, MA ID is 1.

EifER MEPHWSE 5 1R CCMIR I, &R SCE & R MEP IDEAE AN (8]
QEmgEY KACCMIECE . kWi CCrl AWML & — ¥, i BitimMEP IDFEA i 7L VFIFIMEP

VIELH
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10.3 CFD_LOST_CCM

10.4

HERNE MEP [UINT16] in SI [INT32] failed to receive CCMs from RMEP [UINT16].
$1: AHWMEPID

e $2: R%SHID
$3: IZLHMEPHID

HEFR 6

2451 CFD/6/CFD_LOST_CCM: MEP 1 in Sl 7 failed to receive CCMs from RMEP 2.

HrEieE MEPE3.5/|\\C‘CMTE’<¥75<%}% EH‘V\J BAUWEICCMIRIC, W RE R iR 5] e B g i ot Bt iy
MEPTE L] ) ¥ A K IECCMHR 3L

QeIEEEY A OIS AT MEP L B . W M down 7 80 Hoe i, Bl s m ks,

PR ILEERS . W R e B T A — RS SEIRIMEP, B A P i CC A& i 91t — B

CFD_NO_HRD_RESOURCE

Failed to start CCM on service instance [INT32] because of insufficient hardware

BRE frequency resources.
YRR $1: g5 SLID
BHEFR 6
245 _CFD/6/CFD_NO_HRD__RES_O_URCE: -MDC=1; Failed to start CCM on service
instance 7 because of insufficient hardware frequency resources.
FiAA AR TR R, TovE A 3z IR gs Sl ir CCMAS I
ALFRIEIY THERRBOR SR
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10.5 CFD_REACH_LOWERLIMIT

10.6

[STRING] reached or fell below the lower limit [STRING] on MEP [UINT16] in

b= = o3
H&R& service instance [INT32].
$1: KA
o Far-end frame loss ratio: 7= H¥r MEP i k&
o Near-end frame loss ratio: FRiE MEP B E k&
SRR o Frame delay: Wil ik
$2: BIME
$3: AHMEPHID
$4: R&AID
HEFR 6
2645 CFD/6/ CFD_REACH_LOWERLIMIT: Far-end frame loss ratio reached or fell
below the lower limit 4% on MEP 2 in service instance 3.
H=&i5RA i 5 Bk B SR T TR
AR "

CFD_REACH_UPPERLIMIT
A=HE [STRING] reached or exceeded the upper limit [STRING] on MEP [UINT16] in
~ service instance [INT32].
$1: KA
o Far-end frame loss ratio: £~ H#Ax MEP fIiiE k3
o Near-end frame loss ratio: F/RJF MEP fi % 4k 2
SRR o Frame delay: /R &
$2: BIfH
$3: AHMEPHIID
$4: JIRFSEHID
HEFR 6
45 CFD/6/ CFD_REACH_UPPERLIMIT: Far-end frame loss ratio reached or fell
below the upper limit 80% on MEP 1 in service instance 3.
FiAA Tori g5 Rk B sk B R
ALFRIEIY 7
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10.7 CFD_RECEIVE_CCM

HERNE MEP [UINT16] in SI [INT32] received CCMs from RMEP [UINT16]
$1: ARHMEP[HID
SRR $2: 554D
$3: IEHIMEPHIID
BEER 6
245 CFD/6/CFD_RECEIVE_CCM: MEP 1 in SI 7 received CCMs from RMEP 2.
HEULRA MEPU Bz 5% MEP /3% I CCMR 3¢
SSEE Y 7

11 CFGMAN

AT 2 P B B B H AR

237



11.1 CFGMAN_CFGCHANGED

-Eventindex=[INT32]-CommandSource=[INT32]-ConfigSource=[INT32]-ConfigDestination
=[INT32]; Configuration changed.

$1:
$2:

$3:

HART], BUATEH 152147483647
Sl B RUE, BUE Y-

cli: FLR51HENE LRI A 21T
snmp: FoR 5ERA B AL KR SNMP 55 SNMP 4% 315t B B 12 & 42284k
other: FoR5| Ll BB IIRIE N E®RFE
RECE, IEN:

erase: MCEMIFRELE A4

running: {RAFIETEEAT AL B
commandSource: $% V1t B 4

startup: {RAFZITHCE B R K8 Shit B S
local: TRAFIGATHEL B B A Hh S

networkFtp: &L FTP J5 30R I 4% B [ 3EANIE B OO OR A B & A E R Is T IO B Bl T
A BN E

hotPlugging: itk b 1= T UL B M R 8 kAL

: HREE, BUEN:

erase: fCEMIFRELE 47 4

running: {RAFIETEEAT AL E
commandSource: $% it B 304

startup: {RAFZAITHCE ) T XS ZhC & S
local: {RAFIZATHC B B A Hh A4

networkFtp: &L FTP J5 30R i 45 B [ 3EANIE B OO OR A B & A E R Is T IO B Bl T
U B B
hotPlugging: #ufiTActR -+ T 2C B4 Mk 5 2%

HEFR

5

241

CFGMAN/5/CFGMAN_CFGCHANGED:
-Eventindex=[6]-CommandSource=[snmp]-ConfigSource=[startup]-ConfigDestination=[ru
nning]; Configuration changed.

FiAA

WRBCE AR XM A A TR, R RL R RG] SIRBC R RRIE. IR
HULHWBCE

ALTREZIY

x
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11.2 CFGMAN_OPTCOMPLETION

AxlE -OperateType=[INT32]-OperateTime=[INT32]-OperateState=[INT32]-OperateEndTime=[IN
mRe T32]; Operation completed.

$1: HRAERAY, HUEA:

e running2startup: KHZATECE RAEA T IRESIECE

e  startup2running: ¥ T IRJESHACE W E NIZITICE

e running2net: (4IZ1TLE RAFER £

e net2running: M2 ENECE O EAERIRE, FEEDN AT BI1EAT
e net2startup: K ML FIORCE SO EAERIRA, IR T UR S IC E S
e startup2net: ¥ T A SNACE U RAF I 45

$2: AR E

$3: BRAERE, HBUEN:

e InProcess: IEfE#AT

e  success: HATHIN

e InvalidOperation: TG (KI#RAE

e InvalidProtocol: JEAXfIHML

e InvalidSource: ERMIIEC M4

e InvalidDestination: JERkfH iI3C1E4

BHER e InvalidServer: JERLAIARS A ithit

e  DeviceBusy: W& i

e InvalidDevice: #&HETRL

e DeviceError: ¥ it

e  DeviceNotWritable: ##& A5

e  DeviceFull: && MM HA L

e  FileOpenError: CHHTITF 4

e FileTransferError: At 4L

e ChecksumError: K56 A4 2

e LowMemory: #H W

e AuthFailed: FH ' 5iF kIl

e  TransferTimeout: {&4iinf

e UnknownError: %15

e invalidConfig: L E

$4: HRAELE AN [H]
BEER 5

CFGMAN/5/CFGMAN_OPTCOMPLETION:
2551 -OperateType=[running2startup]-Operate Time=[248]-OperateState=[success]-OperateEnd

Time=[959983]; Operation completed.

AR AT T ICFARAE M ZRAL L RS BRI 8]

IR IR HE OperateState B & AbHE ] &
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12 CLKM

12.1

12.2

A4 CLKM (Clock Monitoring) FEHedi i H &5 2.

CLKM_ESMC_PKT_ALARM

HEAZR ESMC packets were lost. (PortName=[STRING])

SRR $1: PINESMCHR LB 14K

HEFR 4

245 CLKM/4/CLKM_ESMC_PKT_ALARM: ESMC packets were lost. (PortName=G1/2/0/1)
HULEA ESMCH L E %

1. BRI S A E esme enable, FFJE 4i# 101 ESMC ZhiE
o f&: PUTIHIE3
o T PUTIHIR2

BRI 2. ERBAIXIEG D% esme enable BUE, BHEKAREHEITNZAE

o f&: PUTHIE3

o T fFR

3. WEEE. HEMEERGE, BARBR

CLKM_SOURCE_FREQDEVIATION_ALARM

AERZE The frequency offset of the clock reference for [STRING] has crossed the threshold.
SRR $1: deviceschassisfi5

HEFR 4

CLKM/4/CLKM_SOURCE_FREQDEVIATION_ALARM: The frequency offset of the clock

%6 reference for chassis 1 has crossed the threshold.
A1 AR 05 S A e K T 55 T BRIME
plsL S BEE B MG S AR RS 2 T o ZORES
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12.3 CLKM_SOURCE_FREQDEVIATION_NORMAL

A=mE The frequency offset of the clock reference for [STRING] has dropped below the threshold

mRe and resumed to normal.

SHIRRE $1: devicedchassisfm’

BEER 4

45 CLKM/4/CLKM_SOURC_FREQDEVIATION_NORMAL: The frequency offset of the clock
reference for chassis 1 has dropped below the threshold and resumed to normal.

H&iEA IS 35 - A3 L Pk S )/ T B 1

ALFRIEIY 7

12.4 CLKM_SOURCE_LOST

BEAR [STRING] has lost signals from the clock reference.

SRR $1: Devicedlichassis#i 5

HEFR 4

245 CLKM/4/CLKM_SOURCE_LOST: Chassis 1 has lost signals from the clock reference.
H&iEA IR 5 2k

ALFR IS Ko A A G HC B AN S FIRAS

12.5 CLKM_SOURCE_SSM_DEGRADE

AR The SSM quality level of the clock reference for [STRING] has degraded from [STRING] to
mNeE [STRING]. The SSM quality level threshold is [STRING].
$1: deviceEchassissi 5
N $2: HHTIISSMZ 5
SYRIERE R
$3: HJEHISSMZL
$4: SSMZn HAL S E G
BAEFR 4
45 CLKM/4/CLKM_SOURCE_SSM_DEGRADE: The SSM quality level of the clock reference
for chassis 1 has degraded from SSU-A to SEC. The SSM quality level threshold is SSU-A.
EifER AT ESSMZ M 548, I B0 24 AT I SSMZ I B AR T & & H1E
IR T B A AL B A2 R A
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12.6 CLKM_SOURCE_SSM_RESUME

The SSM quality level of the clock reference for [STRING] has risen from [STRING] to

== PN
H&R& [STRING].The SSM quality level threshold is [STRING].
$1: deviceBichassis¥i 5
; $2: HALHTHISSMZL]
S YRR - .
$3: FHJEHISSMZL|
$4: SSMZUH T E BIfH
HEEFR 4
2645 CLKM/4/CLKM_SOURCE_SSM_RESUME: The SSM quality level of the clock reference
for chassis 1 has risen from SEC to SSU-A. The SSM quality level threshold is SSU-A.
H&iEA I BHSSMZ I SR, IR B 24 BT I SSMEZ ) CL20 1% 3] 1 B RME Y Rl N
ALFR IS 7

12.7 CLKM_SOURCE_SWITCHOVER

HERNE The clock reference of [STRING] has changed to [STRING].
$1: devicerkchassisfi's
$2: HA4, BUEAEE:
o SKBRMBEN. BPBME i b SRR, EIHE 1) WAN BRI, HIZ B
PR % N\ i 1
SRR e  BITSO: Hi BITSO B4 &= LR (55
e BITS1: H BITSL BH4P k&= LRSS
e PTP: @it PTP WUGERELIN 215 5
e local clock reference: HJ#{5*5 A &I BPHIHR P30 SR AR 3 4% 7= A2 1) 38.88 MHz
F5%
HEFR 4
245 CLKM/4/CLKM_SOURCE_SSM_SWITCHOVER: The clock reference of chassis 1 has
changed to BITSO.
HAEVEER R4 i A= 151 46k
SLIBEEIN x

13 DEV

RN DEV (& D B HEE R
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13.1 BOARD_REBOOT

HEAZRE Board is rebooting on [STRING].

SRIERE $1: chassisi 5 +slot4i ‘5 Bl slotdi 5

HEFR 5

241 DEV/5/BOARD_REBOOT: Board is rebooting on slot 1.
H5i5 AR FPHEHE JE R slot, B fi 2 slotlR >y 7 1 8

KA 5 A M EH A 15 5E slot

ey 2. WRBEHSEE, S5 C slot EFE3IE, T display version ay4 . X RS
k € slot {5 5 H ¥ Last reboot reason ¥, & FH &5 5K

3. WREBFERVREEE, KRR

13.2 BOARD_REMOVED

HERAZR Board was removed from [STRING], type is [STRING].
$1: chassisi 5 +slotéi 5 dslotéi 5

SHIRRE

N $2: MBI

HEFR 3

25451 DEV/3/BOARD_REMOVED: Board was removed from slot 1, type is LSQ1FV48SA.

Ai%AA —HLPUSH % FIMPUR I H . #4384
1. AR R T R

— 2. KA R B HUA

M 7 )

3. HEFTIE N FAEE e AR
4. EFHBAINER
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13.3 BOARD_STATE_FAULT

HEAZRE Board state changed to Fault on [STRING], type is [STRING].
$1: chassis#i = +slotdw S Bislot4i 5
$2: HHRAY
HEFR 2
245 DEV/2/BOARD_STATE_FAULT: Board state changed to Fault on slot 1, type is
LSQ1FV48SA.
FRRAE LA B IS Ab T Fault GRERD RAS:
HERA o PNATEINME QEAEVIMGAESE MBEARAD, BARA T H

o RRAREILH TAR

MR H SRRSO, AP

Sy o XTEMEL: RIS ARE, MBI ARAANE, RSN A —
fEe AN 10 Z3 b, 35 LABE# ) SE Bt DL TE

o XTEHTAMENL: THIRRBOR SR

13.4 BOARD_STATE_NORMAL

HERAZR Board state changed to Normal on [STRING], type is [STRING].
- $1: chassisi 5 +slotéi 5 i slotéi 5
s $2: MBI
BEFR 5
245 DEV/5/BOARD_STATE_NORMAL: Board state changed to Normal on slot 1, type is
LSQ1FV48SA.
SRR — YU A RILPUBE % FIMPUSE R T #1461
AR &
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13.5 CFCARD_FAILED

13.6

13.7

BEARE CF card state changed to Fault in [STRING] [STRING].
— $1: the deviceE{chassis4i 5 +slotZi 5 Bislotdw 5
$2: CFRITEMREALS ((EFFZACRRINT M SCFFZFEBO
HEFR 3
2551 DEV/3/CFCARD_FAILED: CF card state changed to Fault in slot 1 CF card slot 1.
A=A CF- R
e— 1. & CFREFHRE

2. EPiZed CF Rl CF £

CFCARD_INSERTED

HERAE CF card was inserted in [STRING] [STRING].
e $1: the deviceHichassis#i 5 +slotZ 5 Bislot4n 5
SHIRRE . o
$2: CFRATERIMEA S NSCREZACR RN MRz T BD
BEER 4
2451 DEV/4/CFCARD_INSERTED: CF card was inserted in slot 1 CF card slot 1.
A= ULEA CFIZ35 3| 1 Ha e lifis
ALTREIY X

CFCARD_REMOVED

HERNE CF card was removed from [STRING] [STRING].
e $1: the deviceHichassis#i 5 +slotZ 5 Bislot4n 5
SHIRRE o o
$2: CFRATEMIEA T ((LRFZANCFRIF M FHZTBO
HEFR 3
45 DEV/3/CFCARD_REMOVED: CF card was removed from slot 1 CF card slot 1.
A= ULER CFR#ik
1. K& CFREARHE
plsL S 2. K CF RETIIR

3. EPied CF Rl CF £
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13.8 CHASSIS_REBOOT

HEAZRE Chassis [STRING] is rebooting now.

SRR $1: chassis%i 5

BHEFR 5

245 DEV/5/CHASSIS_REBOOT: Chassis 1 is rebooting now.
HA&AULER PP AE R R R e, B DR B R Dy S T LR

KB A P AR JE AR B

2. WRBERAPEE, SRERAESENEE, BT display version fiy4 . XMk
B A B (S B 1) Last reboot reason B, &E 8 R

3. WREBFERVREEE, KRR

ALFRIEIY

13.9 CPU_STATE_NORMAL

HERAZR Cpu state changed to Normal on [STRING].

T $1: chassisi ‘T +slotdi 5+CPU%: 5 Bislotyi 5 +CPU% 5, A AslotSc i F £ CPUI, 4
SHIRRE o — o

BRCPU% S

HEFR 5
245 DEV/5/CPU_STATE_NORMAL: Cpu state changed to Normal on slot 1 cpu 1.

FiAA CPUREAZRIEH
IR o

13.10 DEV_CLOCK_CHANGE

A=m%E -User=[STRING]-IPAddr=[IPADDRY]; System clock changed from [STRING] to
mE [STRING].
$1: HETEFHP A4
; $2: HFTEF S HIPHLE
$3: ZHIH]
$4: KIS [E
HEFR 5
45 DEV/5/DEV_CLOCK_CHANGE: -User=admin-IPAddr=192.168.1.2; System clock
changed from 15:49:52 01/02/2013 to 15:50:00 01/02/2013.
HERA RGN KA T AT
ALFRIEIY y
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13.11 DEV_FAULT_TOOLONG

HEAZRE Card in [STRING] is still in Fault state for [INT32] minutes.
. $1: chassis#i = +slotdw S Bislot4i 5
$2: IRAMFELERS [A]
BAEFR 4
451 DEV/4/DEV_FAULT_TOOLONG: Card in slot 1 is still in Fault state for 60 minutes.
HERA HRR KA T FaultiR 2
1. HERRERIKE
ahEREE nret

2. BRARLFLIN I HT ok

13.12 DEV_REBOOT_UNSTABLE

HERAE A reboot command was executed while the system status was not Stable.
BHEFR 5
245 DEV/5/DEV_REBOOT_UNSTABLE: A reboot command was executed while the
system status was not Stable.
H&iHEA B AL TR RS, H P T T rebootdr 4
RGBT E R, A feikFStabledRE. FrLl, 72 RG08 s b ig A AT E
TR JE A . IR R 7] R Gk A\ Stable’lR %, "l Idisplay system stable state

I SRR BRI ARRE RN 5, RIEHBAORE, R — D

13.13 DYINGGASP

HERNE Power failure or manual power-off occurred.
HEFR 0
245 DYINGGASP/0/DYINGGASP: Power failure or manual power-off occurred.
SRR B, AW
1. fed s RIRE R 7 IR
ALFRIEIY 2. ISRy VAR, 17 T A R AR

3. HRARTRRITE AL Atk
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13.14 FAN_ABSENT

Bk —:

Fan [INT32] is absent.
BERAE

B

Chassis [STRING] fan [INT32] is absent.

Bk —:

$1: XJEHID
SHIRRE i

$1: chassisfi's

$2: XD
HEFR 3
£ 3] DEV/3/FAN_ABSENT: Fan 2 is absent.
H&iEA faE A BIRA W, B Bk

AR E N BB WU, WA B ECRANEF, SUR AR TS, 23 X
.y WA A, R XA T

BRI

K KU A2 15 4504
LT 22 X A B 488 X A

e

13.15 FAN_DIRECTION_NOT_PREFERRED

HERNE Fan [INT32] airflow direction is not preferred on [STRING], please check it.
SH IR $1: KUEHID
- " $2: chassis#i = +slotdw S Bislot4i 5
BEER 1
45 DEV/1/FAN_DIRECTION_NOT_PREFERRED: Fan 1 airflow direction is not preferred
on slot 1, please check it.
A= ULEA P B AT 77 R AS 2 P ER R 77 1) o X 77 T T B e 4 XU
o 1. ARENEERARGERIAR, ERR R — B ES 1R
BRI

2. PR AT RIATL 5 38 R G T — 0, 375 U R X XL ) O T
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13.16 FAN_FAILED

Bl
Fan [INT32] failed.
HERNE
B
Chassis [STRING] fan [INT32] failed.
Bl
$1: KX mID
SRR R
$1: chassisfw s
$2: KX ID
BAEFR 2
245 DEV/2/FAN_FAILED: Fan 2 failed.
HERA U BT R, fE kAR
ALFRIEIY PRy

13.17 FAN_RECOVERED

Bl
Fan [INT32] recovered.
HEANE
A
Chassis [INT32] fan [INT32] recovered.
Bl
$1: K mID
SHRR B =
$1: chassisfi s
$2: RXEHID
BEHER 5
245 DEV/5/FAN_RECOVERED: Fan 2 recovered.
EifER ARG, W5, KEEANER LIRS
ALFRIEIY 7
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13.18 MAD_DETECT

HERE Multi-active devices detected, please fix it.
SHIRRE X
HEFR 1
41 DEV/1/MAD_DETECT: Multi-active devices detected, please fix it.
H=&i5RA MBI BB, AR REE, AR P 5 ]
1. fffH display cluster &G MaT4ERE A WILE R A %45, DU Af E TR g 0 10 2%
BET
ATBEIY

2. BEEEMERGEL, ML
3. FIBEREN DOWN HEREHER

13.19 POWER_ABSENT

B —:
Power [INT32] is absent.
AXME Wﬁ*[ ]
I\ —:
Chassis [INT32] power [INT32] is absent.
B —:
$1: HIERIERID
SRR jj -
$1: chassisgws
$2: HIJERIERID
HEFR 3
25451 DEV/3/POWER_ABSENT: Power 1 is absent.
EifER LR AR B 1 L
1. fAEHRELSHER
IR 2. REHIEREIN

3. HUB e AR e A
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13.20 POWER_FAILED

Bk —:
Power [INT32] failed.
BERE
= i
Chassis [INT32] power [INT32] failed.
Bk —:
$1: HUJERRID
SUME A=
$1: chassisfi's
$2: HUJERIRID
HEFR 2
245 DEV/2/POWER_FAILED: Power 1 failed.
H&15 A PG H B
ALFRIEIY B LR

13.21 POWER_MONITOR_ABSENT

Hall—:
Power monitor unit [INT32] is absent.
AEmE ower INTS2]
B
Chassis [INT32] power monitor unit [INT32] is absent.
Bl
$1. HJEIRIEHEUD
SRR 175 -
$1: chassis%i s
$2: HJREIRAEREUD
BEHER 3
245 DEV/3/POWER_MONITOR_ABSENT: Power monitor unit 1 is absent.
EifER P YR M AR A A
1 KA R
shEEEi 2. BRI BRI
3. IR IR R
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13.22 POWER_MONITOR_FAILED

A —:
Power monitor unit [INT32] failed.
ABAE ower INTS2]
ﬂ%ftﬁ:
Chassis [INT32] power monitor unit [INT32] failed.
R
$1: HFEIEIHELID
LY R
$1: chassis#i 5
$2: HFEIEIEELID
HEFR 2
£ 3] DEV/2/POWER_MONITOR_FAILED: Power monitor unit 1 failed.
HEEA FEL Y50 A A L I A o
AR T 80 B YR M A

13.23 POWER_MONITOR_RECOVERED

Bl
Power monitor unit [INT32] recovered.
AEME ower INTS2]
B
Chassis [INT32] power monitor unit [INT32] recovered.
Bl
$1. HJRIRIEHEUD
SHRR B
$1: chassisfi s
$2: HREIRAEREEUD
BEHER 5
245 DEV/5/POWER_MONITOR_RECOVERED: Power monitor unit 1 recovered.
A= ULEA AR M PR LR N 5, RS M FailedEl & AbsentiR 25 OK
BRI y
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13.24 POWER_RECOVERED

Bk —:

Power [INT32] recovered.
BERAE

B

Chassis [INT32] power [INT32] recovered.

Bk —:

$1: HUJERRID
SHIRRE i

$1: chassisfi's

$2: HUJERIRID
HEFR 5
245 DEV/5/POWER_RECOVERED: Power 1 recovered.
HEULEA HUE RIS, IR M Failed 5t # AbsentiR 25 8% #: WOK
ALFR IS 7

13.25 RPS_ABSENT

E—:
HERE ;PEENBZ] is absent.
I\ .z
Chassis [INT32] RPS [INT32] is absent.
E—:
$1: JUARHIRHIEID
SHRR i -
$1: chassisfi s
$2: JUARHIFEEIID
HEFR 3
245 DEV/3/RPS_ABSENT: RPS 1 is absent.
A= ULEA TUAR B IR B 3R th
1. KRAEIRBERSREEE
BRI 2. WEITIAHRIEBIETHIN
3. BB TUA A TR AR R B e TU AR L TR R
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13.26 RPS_NORMAL

Bl
RPS [INT32] is normal.
HERNE
A
Chassis [INT32] RPS [INT32] is normal.
B —:
$1: JUARHIFBIID
SRR R
$1: chassisfhis
$2: JUARHIFBIID
BAEFR 5
25451 DEV/5/RPS_NORMAL: RPS 1 is normal.
HZE5ER TUARHIFEEYUEN G, RS IEHE
ALFRIEIY 7

13.27 SUBCARD_FAULT

HERNE Subcard state changed to Fault on [STRING] subslot [INT32], type is [STRING].
$1: chassisgi 5 +slotds 5 oislotédm 5

SHRR $2: TRATEERITHEALS
$3: FRHKA

HEFR 2

245 DEV/2/SUBCARD_FAULT: Subcard state changed to Fault on slot 1 subslot 1, type is
MIM-1ATM-OC3SML.

HEieA TRER, MG, TRREEH NFault, & TRk

. 1. WRESETRIRETLIAY Normal, WIJE T abHE
AR

2. WMAFR-EALAT FalutRE, W-Rbgk, BTk
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13.28 SUBCARD_INSERTED

HEAZRE Subcard was inserted in [STRING] subslot [INT32], type is [STRING].
$1: chassis%i5+slots 5 Bislots =5

SRR $2: TRITEN TS
$3: FARKA

HEFR 4

45 DEV/4/SUBCARD_INSERTED: Subcard was inserted in slot 1 subslot 1, type is
MIM-1ATM-OC3SML.

HERRA —HTF R TR EMAL

BRI 7

13.29 SUBCARD_REBOOT

HERAZR Subcard is rebooting on [STRING] subslot [INT32].
P $1: chassis%ﬁ%ﬂlot%ﬁ%ﬁjislotéﬁ%
$2: FRITEN TS
HEFR 5
251 DEV/5/SUBCARD_REBOOT: Subcard is rebooting on slot 1 subslot 1.
HA&AULER MR PEER T REE T RENBIT R A3 =R

IR REJRFRIEFIZAT, WA, R ERRE—5 15 A 1R R s 1

IEESE P AW E A E S, R

13.30 SUBCARD_REMOVED

HEARZRE Subcard was removed from [STRING] subslot [INT32], type is [STRING].

$1: chassis#w 5 +slotd 5 Bislotém 5

SRR $2: TRITEN TS
$3: FREH

HEFR 3

45 DEV/3/SUBCARD_REMOVED: Subcard was removed from slot 1 subslot 1, type is
MIM-1ATM-OC3SML.

EifER — YRR

1. RETRESEE

ALFRIEIY 2. RETREEHNKN

3. EHRTREERT R
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13.31 SYSTEM_REBOOT

ERE System is rebooting now.
BAEFR 5
25451 DEV/5/SYSTEM_REBOOT: System is rebooting now.

AULAA MPEEE RR, 338 RGN FEINES

. KRERTERASEERRS
oY 2. WREEHIFERE, SARSGENEIGE, #iT display version 74 R {E B
k Last reboot reason 7, & H 5 R
3. WMEHEBEFARFEE, HKREAS R
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13.32 TEMPERATURE_ALARM

Tt

Temperature is greater than the high-temperature alarming threshold on sensor
[STRING] [USHOT].

175 -

Temperature is greater than the high-temperature alarming threshold on [STRING]
sensor [STRING] [USHOT].

A=

Temperature is greater than the high-temperature alarming threshold on [STRING]
[STRING] sensor [STRING] [USHOT].

B —:

$1: ALY
$2: fEEZRID
B

$1: slotdm5
$2: fLERARRM
$3: fEEERID
=

$1: chassisfw5
$2: slotéi s
$3: ALY
$4: AEEIRID

HEFR

4

241

DEV/4/TEMPERATURE_ALARM: Temperature is greater than the high-temperature
alarming threshold on slot 1 sensor inflow 1.

BEULER

PR IR PO P (Alarm) i 75 B T TRR o PRISE K e B AU 57

S(SEEEM

1. KRENSHRER SR, REFREISIETER
2. display fan fr& XU 2 B AESE, PURK B KU SEpr g fRiakhe . i
WEANTERL, 2R s G R XU e, B XU
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13.33 TEMPERATURE_LOW

Bl
Temperature is less than the low-temperature threshold on sensor [STRING] [INT32].
A

BERE Temperature is less than the low-temperature threshold on [STRING] sensor [STRING]
[INT32].

A=

Temperature is less than the low-temperature threshold on [STRING] [STRING] sensor
[STRING] [INT32].

B —:

$1: ALY
$2: fEEZRID
it

$1: slotdms
$2: fLIRERARTY
$3: fLEERID
=

$1: chassisw5
$2: slotéi's
$3: AL R
$4: AEEIRID

SRR

HEZFR 4

DEV/4/TEMPERATURE_LOW: Temperature is less than the low-temperature threshold
on slot 1 sensor inflow 1.

241

HELRA e RS I PR TR 75 & 1T PR

ALTREZIY MBI LA, S TR
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13.34 TEMPERATURE_NORMAL

Ak —:

Temperature changed to normal on sensor [STRING] [INT32].

B

Temperature changed to normal on [STRING] sensor [STRING] [INT32].

=

Temperature changed to normal on [STRING] [STRING] sensor [STRING] [INT32].

SRR

B —:

$1: fHIRIEHRTY
$2: fEEARID
B

$1: slotéi's
$2: fLIRERARTY
$3: fEEARID
=

$1: chassisw 5
$2: slotdm5
$3: AL R
$4: fLEZRID

HEFR

5

241

DEV/5/TEMPERATURE_NORMAL: Temperature changed to normal on slot 1 sensor
inflow 1.

HEULER

PRI AR R IR CRTRIE S ETIR, AT B 5 &R

ALTREZIY

¥

13.35 TEMPERATURE_POWEROFF

HEARZRE Powering off [STRING]: Temperature exceeded the shutdown threshold.

SRR $1: chassis%i 5 +sloté 5 Bislot4i 5

HEFR 5

2645 DEV/2/TEMPERATURE_POWEROFF: Powering off slot 1: Temperature exceeded the
shutdown threshold.

HA&AULER FERRIRR RN IER CRTIUR S ST IR, AT —REER S ETIRD
1. REMERERTE S, RFRAEIFEENIER

QIR 2. display fan fir R XU 2 I B, DURAS A XUs SEfr g i . ik

WEANEAL, AU s R XU e, B 4 U
3. T EmR LA
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13.36 TEMPERATURE_SHUTDOWN

A

Temperature is greater than the high-temperature shutdown threshold on sensor
[STRING] [INT32]. The slot will be powered off automatically.

B =

Temperature is greater than the high-temperature shutdown threshold on [STRING]
sensor [STRING] [INT32]. The slot will be powered off automatically.

=

Temperature is greater than the high-temperature shutdown threshold on [STRING]
[STRING] sensor [STRING] [INT32]. The slot will be powered off automatically.

B —:

$1: LR
$2: fLIKARID
B

$1: slotw's
$2: fHRIZHRAY
$3: fLIKARID
A=

$1: chassisfi's
$2: slotéi 5
$3: fLIRARARTY
$4: fEEARID

HEFR

2

241

DEV/2/TEMPERATURE_SHUTDOWN: Temperature is greater than the
high-temperature shutdown threshold on slot 1 sensor inflow 1. The slot will be powered
off automatically.

FiA

A R Al B L S T 20 vl 7 1 TR o P IEL PRE A vy s XU 5

S(SEEE M

1. AR R R, REFBSEIAEE KL

2. display fan &2 XU B AESH R, PR T KU Sehr e ighe . ik
U ANERL, 2B s G R KU e, B 48 X
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13.37 TEMPERATURE_WARNING

A

Temperature is greater than the high-temperature warning threshold on sensor
[STRING] [INT32].

B =

Temperature is greater than the high-temperature warning threshold on [STRING]
sensor [STRING] [INT32].

A=

Temperature is greater than the high-temperature warning threshold on [STRING]
[STRING] sensor [STRING] [INT32].

B —:

$1: fLIRARAHY
$2: fLIKARID
B

$1: slota's
$2: fHRIZHRAY
$3: fLIKAID
B =

$1: chassisfi's
$2: slotéi 5
$3: fLIHARATY
$4: fEEIRID

HEFR

4

241

DEV/4/TEMPERATURE_WARNING: Temperature is greater than the high-temperature
warning threshold on slot 1 sensor inflow 1.

BEULER

P KA SR L — R il 7 IR o PRSI R AT B XU S

ALFRIEIY

1. REIEE RS R, R EE KUIEH
2. display fan & X2 B ARSI, LUK S KUE Pt Rish. R
REANERL, A KU s R XU e, B 4 U

13.38 VCHK_VERSION_INCOMPATIBLE

BB Software version of [STRING] is incompatible with that of the MPU.

SHRR $1: chassisgi = +slotéi 5 Bisloti 5
EEFR 1

245 DEV/1/VCHK_VERSION_INCOMPATIBLE: Software version of slot 1 is incompatible

with that of the MPU.

e PEXYE A shid #E e, Al 3] 5 iR SRR e & s AT A EARA A R, PEX
- SATHNZE BRI E R

ALFRIEIY T W B AL BT B A A E 2 PEXI s R s A a i scix -
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14

A

DHCP (Dynamic Host Configuration Protocol) fE4 i i) H &5 2

A

14.1 DHCP_NORESOURCES

Failed to apply filtering rules for DHCP packets because hardware resources are

REME insufficient.
HEFR 3
245 DHCP/3/DHCP_NORESOURCES: Failed to apply filtering rules for DHCP packets
because hardware resources are insufficient.

B fic & DHCP I e 75 Z4H AT DHC P SC T R G SERIN . T A AR 3R A L, S8R
~ H DHCPHR L3 3 A 2% e

X " RS S HEGRES S, TR SEREAS, TERR—LRE, =EHE
BUSEEE I

DHCPI)jfig

14.2 DHCP_NOTSUPPORTED

HERNE Failed to apply filtering rules for DHCP packets because some rules are not supported.
A& 3
45 DHCP/3/DHCP_NOTSUPPORTED: Failed to apply filtering rules for DHCP packets
because some rules are not supported.
i EE',EDHCPIJJ‘*"“%E%ﬂ?DHCPTE’(ITEDHCPTE’(I FUERN o H T A AN SRR ST
“ RESERIN, T B B DHCPAR ST 38 M 2K 1%
ALFRIEIY 7

15 DHCPR

A4 DHCPR (IPv4 DHCP Relay) #ildg i H &G R .
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15.1 DHCPR_SERVERCHANGE

Switched to the server of pool [STRING] at [[PADDR] because the current server did not
respond.

:l\:\ o
HERE Switched to the server of interface [STRING] at [IPADDR] because the current server
did not respond.
$1: kLI FR
SHIRRE $2: D) E] N — 4 DHCP AR5 2% (¥11P btk
$3: FRET kTR A
HEFR 3

DHCPR/3/DHCPR_SERVERCHANGE: -MDC-=1;
Switched to the server of pool 1 at 2.2.2.2 because the current server did not respond.
e DHCPR/3/DHCPR_SERVERCHANGE: -MDC=1;

Switched to the server of interface GigabitEthernet1/2/0/1 at 2.2.2.2 because the
current server did not respond.

K ADHCPH 4% JE ik M M HT IDHCP IR 5 2815 2 N2, AT ADHCPH 4k P1#: 3~ — &

ASLRA DHCPIE 45 £ 1 i 1P b
smiiy Kb

15.2 DHCPR_SWITCHMASTER

HEARZRE Switched to the master DHCP server at [IPADDR].
SRR $1: EHIDHCPR % #5 1IPHi b
HEFR 3
345 DHCPR/3/DHCPR_SWITCHMASTER: -MDC=1;
Switched to the master DHCP server at 2.2.2.2.
A= ieE DHCP 4% i) DATC B AER R I (], 4n SR 24 A= R0 o6 RSG5 4%, FEG I iR INf[A],

DHCPH 4k 2113 31 3= FIDHCPAR 45 #% Kk $AT HH B IPHuhE B 4E

L3RRI Tt

16 DHCPS

A48 DHCPS (ipv4 DHCP server) #itsihi i H EE R

263



16.1 DHCPS_ALLOCATE_IP

16.2

DHCP server received a DHCP client’s request packet on interface [STRING], and

HEARZRE allocated an IP address [IPADDR](lease [UINT32] seconds) for the DHCP client(MAC
[MAC]) from [STRING] pool.
$1: IPv4 DHCPR & I fEH: N e 1 44
$2: ZrEL451Pv4 DHCP% /i i) IPvAs b
SYRIERE $3: SrAC4IPvA DHCPZ P i H IPvA I HEFiL £ I K
$4: IPv4 DHCP% F i [IMACH1 bk
$5: IPv4 DHCPJR % 25 Hhhil-h 47
BAEFR 5
DHCPS/5/DHCPS_ALLOCATE_IP: DHCP server received a DHCP client’s request
2551 packet on interface GigabitEthernet1/2/0/2, and allocated an IP address 1.0.0.91(lease
86400 seconds) for the DHCP client(MAC dc2d-ch00-905a) from p1 pool.
EifER IPv4 DHCPH 45 %% A1Pv4 DHCPZ 7 i 3 it — AN IPvA ik F1 4
I &

DHCPS_CONFLICT_IP
b e A conflict IP [IPADDR] from [STRING] pool was detected by DHCP server on interface
ch.\lj:.l‘ﬁ'
[STRING].
$1: MERKIPvAE
SRR $2: I1Pv4 DHCP %5 2% Hhik-ith 44
$3: IPv4 DHCP 5% &8 Fir (£ 1 42 11 44
HEFR 5
2645 DHCPS/5/DHCPS_CONFLICT_IP: A conflict IP 100.1.1.1 from p1 pool was detected by
DHCP server on interface GigabitEthernet1/2/0/2.
HEER IPv4 DHCP i 55 #5 M 1t i i — AN b S b ik
ALFRIEIY 7
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16.3 DHCPS_EXTEND _|IP

A=mE DHCP server received a DHCP client’s request packet on interface [STRING], and
mE extended lease from [STRING] pool for the DHCP client (IP [IPADDR], MAC [MAC]).
$1: IPv4 DHCP 5% &8 Fir (£ 1 42 11 44
. $2: I1Pv4 DHCP i %5 2% Hhik-ith 44
SRR s s
$3: SMAL4IPvA DHCPZ F i [ IPvA ki
$4: |Pv4 DHCP% /it HIMACH I
HEEFR 5
DHCPS/5/DHCPS_EXTEND_IP: DHCP server received a DHCP client’s request
£ 31 packet on interface GigabitEthernet1/2/0/2, and extended lease from p1 pool for the
DHCP client (IP 1.0.0.91, MAC dc2d-cb00-905a).
H&LLER IPv4 DHCPJ % #5 NIPv4 DHCP% J i 42 £
ALFR IS 7

16.4 DHCPS_FILE

HEAZR Failed to save DHCP client information due to lack of storage resources.
HEEFR 4
45 DHCPS/4/DHCPS_FILE: Failed to save DHCP client information due to lack of storage
resources.
FiA DK R Rl 7 [ AS JE 3 BUDHCP serverfi A7 & = i 18 21 SR Rk
ALFRIEIY T BRIHAB ST, A6 =28 ) R A7 SO
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16.5 DHCPS_RECLAIM_IP

16.6

16.7

DHCP server reclaimed a [STRING] pool’s lease(IP [IPADDR], lease [UINT32]

HERNE S .
seconds), which is allocated for the DHCP client (MAC [MAC]).
$1: IPv4 DHCPHR % %3 Huhitith 44
. $2: YEC4IPvA DHCPZ i it IPvAE
LY X -
$3: JrHC4IPv4 DHCPZ i ) IPvA bk F 2B K
$4: IPv4 DHCP% 7 iiii [FIMAC H ik
HEER 5
DHCPS/5/DHCPS_RECLAIM_IP: DHCP server reclaimed a p1 pool's lease(IP
ZE45) 1.0.0.91, lease 86400 seconds), which is allocated for the DHCP client (MAC
dc2d-cb00-905a).
HEiRAA IPv4 DHCP R 45 4% [ElYi — AN 43 it 45 1Pv4 DHCPZ J i ) ik AL 4
AR X

DHCPS_THRESHOLD_ EXCEED
AxlE The IP address utilization of the address pool [STRING] has exceeded the
threshold.

SHIRR $1: kit 44 FK

HEFR 5

245 The IP address utilization of the address pool 1 has exceeded the threshold.
FiA DHCP#tudikit ¥k FH R B4 & T 48 € BE

ALFRIEIY I A B TR el o ) e TR

DHCPS_THRESHOLD_RECOVER
BB The IP address usage of pool [STRING] has descended to 90% of the threshold.
SRR $1: Hhbikith 44 7K
HEFR 5
245 DHCPS/5/DHCPS_THRESHOLD_RECOVER: The IP address usage of pool 1
has descended to 90% of the threshold.
FiA DHCP ikt b (¥ kA F &8 4 T B3 45 7€ BB 11 90%
S(SLEEM P
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16.8 DHCPS_VERIFY_CLASS

HEAZRE llegal DHCP client-PacketType=[STRING]-ClientAddress=[MAC];
; $1: HRorRM

BRI o
$2: IPv4 DHCP% /= i F R A Hi i

BAEFR 5

2645 DHCPS/5/DHCPS_VERIFY_CLASS: lllegal DHCP client-PacketType=
DHCPDISCOVER-ClientAddress=dc2d-cb01-0104;

HE A IPv4 DHCP R 45 5 % 25 7 il SC H 4 B UEAN d i

BRI HINZDHCP R F i 75 A

16.9 DHCPS_WARNING_EXHAUSTION

HERNE Address pool [STRING] has run out of IP addresses.

SHIRR $1: kit 44 FK

HEFR 5

2451 DHCPS/5/DHCPS_WARNING_EXHAUSTION: Address pool 1 has run out of IP
addresses.

HEULEA DHCP bkt i iyt i B35 AR

ALFRIEIY IR AT AR et e U

17 DHCPS6

AFi/48 DHCPS6 (IPv6 DHCP server) #ilusmting HEE R,
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17.1 DHCPS6_ALLOCATE_ADDRESS

17.2

DHCPV6 server received a DHCPV6 client’s request packet on interface [STRING], and

HEARZRE allocated an IPv6 address [IPADDR] (lease [UINT32] seconds) for the DHCP
client(DUID [HEX], IAID [HEX]) from [STRING] pool.
$1: IPv6 DHCP 5% &8 i (£ 1 4% 11 44
$2: JyEC4IPV6 DHCPZ /7 i ¥ ipv6e il

N $3: ZrHL41Pv6 DHCPZ F ity (1 ipve i F £ i<

LU ) y
$4: 1Pv6 DHCPZ% /i ()DUID
$5: 1Pv6 DHCPZ i ffIAID
$6: 1Pv6 DHCP %5 4 Hhik-ith 44

HEFR 5
DHCPS6/5/DHCPS6_ALLOCATE_ADDRESS: DHCPvV6 server received a DHCPv6

2645 client’s request packet on interface Ethernet0/2, and allocated an IPv6 address
2000::3(lease 60 seconds) for the DHCP client(DUID
0001000118137c37b4b52facab5a, IAID 10b4b52f) from p1 pool.

H&LLEA IPv6 DHCPJR %5 %% NIPv6 DHCPZ /- bifi 43 Fi. — AN Pv6 b ik A1)

ALFRIEIY 7

DHCPS6_ALLOCATE_PREFIX

DHCPV6 server received a DHCPV6 client’s request packet on interface [STRING], and

HERSA allocated an IPv6 prefix [[IPADDR] (lease [UINT32] seconds) for the DHCP client(DUID
[HEX], 1AID [HEX]) from [STRING] pool.
$1: IPv6 DHCPJR % #5 FT7EH: L 4% 1 4
$2: SFHLLEIPV6 DHCPZ /- uifi f1PV6 Hif 25 Hh il

P $3: 434 IPv6 DHCPZ 7 i Y IPVE i 4% Hh bk A1 £ B

= F
$4: IPv6 DHCP% 7 i (JDUID
$5: IPv6 DHCPZ F'ifi [FI1AID
$6: 1Pv6 DHCPR % 23 ithhi th 44

HESEE 5
DHCPS6/5/DHCPS6_ALLOCATE_PREFIX: DHCPV6 server received a DHCPv6

245 client’s request packet on interface Ethernet0/2, and allocated an IPv6 prefix
2000::(lease 60 seconds) for the DHCP client(DUID 0001000118137c37b4b52facabb5a,
IAID 10b4b52f) from p1 pool.

LA IPv6 DHCP il %5 % yIPv6 DHCP %/ i 73 i — NPV i 48 Hu ik AL £4)
BRI 7
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17.3 DHCPS6_CONFLICT_ADDRESS

17.4

A conflict IPv6 address [IPADDR] from [STRING] pool was detected by DHCPV6 server

== PN

H&R& on interface [STRING].
$1: MERKIPvEIE

R $2: 1Pv6 DHCP i %5 4% Hhik-ith 44
$3: IPv6 DHCP R 55 2% T 7EHz L ¥4% 11 44

BEFR 5

245 DHCPS6/5/DHCPS6_CONFLICT_ADDRESS: A conflict IPv6 address 33::1 from pl
pool was detected by DHCPV6 server on interface Ethernet0/2.

Ai%AA IPv6 DHCPJIK 45 2% Mkt ] s — AN rfr 5 b ik

AbFRIEIY 7

DHCPS6_EXTEND_ ADDRESS
DHCPV6 server received a DHCP client’s request packet on interface [STRING], and
HERAZR extended lease from [STRING] pool for the DHCP client (IPv6 address [IPADDR], DUID
[HEX], 1AID [HEX]).
$1: IPv6 DHCPR %5 & T 7EH: LI ¥4 1 44
$2: IPv6 DHCP %% # bt £
SHRR $3: rAC4:IPv6 DHCPZ F i 1 1Pve i ik
$4: 1Pv6 DHCP#% i )DUID
$5: IPv6 DHCPZ F' ¥ 1I1AID
EEFR 5
DHCPS6/5/DHCPS6_EXTEND_ADDRESS: DHCPV6 server received a DHCP client’s
245 request packet on interface Ethernet0/2, and extended lease from p1 pool for the DHCP
client (IPv6 address 2000::3, DUID 0001000118137c37b4b52facab5a, IAID 10b4b52f).
H&LLEA IPv6 DHCPJIR % %% NIPv6 DHCP % /- vifi ik 424
ALFRIEIY 7
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17.5 DHCPS6_EXTEND_PREFIX

17.6

DHCPV6 server received a DHCP client’s request packet on interface [STRING], and
HEARZRE extended lease from [STRING] pool for the DHCP client (IPv6 prefix [[PADDR], DUID
[HEX], IAID [HEX]).
$1: IPv6 DHCPJIRS & e I 1 &
$2: IPv6 DHCPJR 4 %5t th 4
SHRR $3: /rAC4IPv6 DHCPZ P i 1 IPVE i 4t b ik
$4: 1Pv6 DHCPZ% /i ()DUID
$5: IPv6 DHCPZ /i [JIAID
BAEFR 5
DHCPS6/5/DHCPS6_EXTEND_PREFIX: DHCPvV6 server received a DHCP client’s
2551 request packet on interface Ethernet0/2, and extended lease from p1 pool for the DHCP
client (IPv6 prefix 2000::, DUID 0001000118137c37b4b52facab5a, IAID 10b4b52f).
EifER IPv6 DHCPJR 45 %% A1Pv6 DHCPZ F it i 4X M ik 424
I &
DHCPS6_FILE
HEARZRE Failed to save DHCP client information due to lack of storage resources.
BEFR 4
245 DHCPS6/4/DHCPS6_FILE: Failed to save DHCP client information due to lack of
storage resources.
HERA R b 25 (B AN JE S EIDHCPV6 server{fA7- 25 7 i 8 B S
BRI TR FLAt S A, 3G 25 A LR A L SO A
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17.7 DHCPS6_RECLAIM_ADDRESS

DHCPV6 server reclaimed a [STRING] pool’s lease(IPv6 address [IPADDR], lease

== PN
H&R& [UINT32] seconds), which is allocated for the DHCPv6 client (DUID [HEX], IAID [HEX]).
$1: IPv6 DHCPJIR %5 2t it 2
$2: ZrEL451Pv6 DHCP % /i i) IPve sl
SYRIERE $3: 4MHC4RIPV6 DHCPZ /i [ IPv6 i ik A £ B K
$4: IPv6 DHCP% 7 i ()DUID
$5: IPv6 DHCPZ /i [IAID
BEER 5
DHCPS6/5/DHCPS6_RECLAIM_ADDRESS: DHCPV6 server reclaimed a p1 pool’s
25 lease(IPv6 address 2000::3, lease 60 seconds), which is allocated for the DHCPv6
client (DUID 0001000118137c37b4b52facab5a, IAID 10b4b52f).
FiA IPv6 DHCP i 55 # [0S — > 73 BL 4 |PV6 2 7 i ) 1L Bk AH 24
AR &

17.8 DHCPS6_RECLAIM_PREFIX

DHCPV6 server reclaimed a [STRING] pool's lease(IPv6 prefix [[PADDR], lease

HERNE [INTEGER] seconds), which is allocated for the DHCPv6 client (DUID [HEX], IAID
[HEX]).
$1: IPv6 DHCP/IR %5 #% B fE 3 L 1 4
$2: AL IPv6 DHCP% 7 uifi I IPV6 il 47 Hitik
SHIRRE $3: ZrAL41Pv6 DHCPZ F ity (17 1P V6 Hi 25 bk AR £ i <
$4: IPv6 DHCPZ )" % JDUID
$5: IPv6 DHCPZ )7 i fIIAID
EEFR 5
DHCPS6/5/DHCPS6_RECLAIM_PREFIX: DHCPvV6 server reclaimed a pl pool's
245 lease(IPv6 prefix 2000::, lease 60 seconds), which is allocated for the DHCPV6 client
(DUID 0001000118137¢c37b4b52facab5a, IAID 10b4b52f).
HEieA IPv6 DHCP AR %5 2% [FIU — AN 43 BL 45 IPV6 25 P ity 1) BT 48 Hhu ki FHL 24
AR ¥

18 DHCPSP4

AA54¢8 DHCPSP4 b i) HEE R .
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18.1 DHCPSP4_FILE

HEAZRE Failed to save DHCP client information due to lack of storage resources.
BHEFR 4
45 DHCPSP4/4/DHCPSP4_FILE: Failed to save DHCP client information due to lack of
storage resources.
Ai5AA Rl il 2 (B AN 12 S 3 DHCPV4 snooping {12 % /7 S s L 3 S0 25 e
ALFRIEIY T BRIHAB ST, A6 =2 ) R A7 SO

19 DHCPSP6

AHN4 DHCPSP6 fbfg i i H &5 2.

19.1 DHCPSP6_FILE

HERAE Failed to save DHCP client information due to lack of storage resources.
HEFR 4
45 DHCPSP6/4/DHCPSP6_FILE: Failed to save DHCP client information due to lack of
storage resources.
Ai5AA Rl i 2 (B AN 2 5 3 DHCPV6 snooping {17 % /7 S s L 3 S0 25
ALFRIEIY T BRIHAB ST, AEA =2 ) R A7 B SCA

20 DIAG

A4 Diagnostic 8 H i H EE &
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20.1 CPU_MINOR_RECOVERY

HEAZRE CPU usage recovered to normal state.
HEFR 5
25451 DIAG/5/CPU_MINOR_THRESHOLD: CPU usage recovered to normal state.
AR iiﬁ%?giﬂ}igiﬁ%%@;#E%ﬁ?ﬁd\?EE%?‘WEl‘]KEW, fiEBRCPUTK LR 5
mEIRE, eSS E N
S(SZEEM RAE SRR (5 BRAE i, S CPUBE
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20.2 CPU_MINOR_THRESHOLD

CPU usage is in minor alarm state.

CPU usage: [UINT]% in last 1 minute.

CPU usage thresholds:

Minor: [UINT]%

Severe: [UINT]%

Recovery: [UINT]%

Process info:

JD PID PRI State FDs HH:MM:SS CPU Name
[UINT] [UINT] [UINT] [CHAR] [UINT] [CHAR] [CHAR] [CHAR]
Core states:

ID Idle User Kernel Interrupt Busy
CPU[UINT] [CHAR] [CHAR] [CHAR] [CHAR] [CHAR]

o EARZH CPUMMRNGIHEE:
o $1: iZ 148G CPU FIH %
o $2: (RGN EEITR
o $3: EHMNEEITR
o $4: HFEMEIIR
o ARG CPU FI s AT 5 MEREIE B
o $5: HFEJID
o $6: ##fE PID
o $7: HFEMIMRIEL
o $8: HHREMIIRA
SYRRE o $9: HEFESCHAIMA
o $10: #FEJE s K
o $11. M CPU HH%

o $12: R4
o BARGH CPUFIFH&EEHT 5 MENE R
o $13: % ID

o $14: ZFNIE

o $15: HI/ASHERE 5 FH IV E]
o $16: WIXZARE N FH ]

o $17: A7 FH RIS TR

o $18: EATHIH

HEZFR 4

DIAG/4/CPU_MINOR_THRESHOLD: CPU usage is in minor alarm state.
CPU usage: 3% in last 1 minute.

CPU usage thresholds:

- Minor: 1%

Severe: 2%
Recovery: 0%
Process info:

JID PID PRI State FDs HH:MM:SS CPU  Name
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20.3

CPU usage is in minor alarm state.
CPU usage: [UINT]% in last 1 minute.
CPU usage thresholds:

Minor: [UINT]%

Severe: [UINT]%

Recovery: [UINT]%

BERAE .
Process info:
JD PID PRI State FDs HH:MM:SS CPU Name
[UINT] [UINT] [UINT] [CHAR] [UINT] [CHAR] [CHAR] [CHAR]
Core states:
ID Idle User Kernel Interrupt Busy
CPU[UINT] [CHAR] [CHAR] [CHAR] [CHAR] [CHAR]
108398 108398120 S 36  00:00:0 12.58% snmpd
52 52 102 S 0 00:01:2 2.58% [DRV_FWD]
371 371 120 S 95 00:18:5 0.17% pppd
90 90 120 R 18 00:12:0 0.34% diagd
109 109 119 S 41 00:11:1 0.00% vbrd
Core states:
ID Idle User Kernel Interrupt Busy
CPUO 98.61% 0.24% 0.62% 0.53% 1.39%
CPU1 99.88% 0.00% 0.03% 0.09%  0.12%

iR i’lCFUﬁ)\ﬂ%B‘J%ﬁfﬁ%d\?/%?ﬂ%ﬁij{?ﬁéﬁ%ﬂ%%‘l‘?BEBUL, W& NCPUIR S 5

BORAS, IFENEIHZALE, HEBICPUMKS M & B RS MR

BRI IRERSE B ERE, GHAHCPURIE

CPU_SEVERE _RECOVERY

HERNE CPU usage severe alarm removed.

HEFR 5

245 DIAG/5/CPU_RECOVERY: CPU usage severe alarm removed.

B %&%ﬁ?CPU%é&%U%%gﬁﬁy I HRFHE /AN T 8055 TARGON & & TR, f#FRCPU
PO EEIRTS, Witz HE

ALFREIN 7
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20.4 CPU_SEVERE_THRESHOLD

CPU usage is in severe alarm state.
CPU usage: [UINT]% in last 1 minute.
CPU usage thresholds:

Minor: [UINT]%

Severe: [UINT]%

Recovery: [UINT]%

AERAE :
Process info:
JID PID PRI State FDs HH:MM:SS CPU Name
[UINT] [UINT] [UINT] [CHAR] [UINT] [CHAR] [CHAR] [CHAR]
Core states:
ID Idle User Kernel Interrupt Busy
CPU[UINT] [CHAR] [CHAR] [CHAR] [CHAR] [CHAR]
o ARG CPUFARMAITER:
o $1:. ik 108 ALTHH CPU R %
o $2: (RZAEEIR
o $3: MPAIEER
o $4: HEWKEIR
o EARGH CPU MM HEmHIHT 5 MERERIEE
o $5: HFEJID
o $6: HfE PID
o $7: HREMMMER
o $8: HREMRE
SHRR o $9: BERECAFFIME
o $10: HIEBBIN
o $11: #FEM CPU L%
o $12. M4
o EARGP CPU MR mIIHT 5 MLIE R
o $13: #ID
o $14:. W
o $15: HI/ASHERE 5 FH IV E]
o $16: WIXZARE N FH ]
o $17: HIHi & I A
o $18: iB4THfE
HEFR 3
DIAG/3/CPU_THRESHOLD: CPU usage is in severe alarm state.
CPU usage: 3% in last 1 minute.
CPU usage thresholds:
- Minor: 1%

Severe: 2%

Recovery: 0%

Process info:

JID PID PRI State FDs HH:MM:SS CPU  Name
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20.5

CPU usage is in severe alarm state.

CPU usage: [UINT]% in last 1 minute.

CPU usage thresholds:

Minor: [UINT]%

Severe: [UINT]%

Recovery: [UINT]%

Process info:

JD PID PRI State FDs HH:MM:SS CPU Name
[UINT] [UINT] [UINT] [CHAR] [UINT] [CHAR] [CHAR] [CHAR]
Core states:

ID Idle User Kernel Interrupt Busy
CPU[UINT] [CHAR] [CHAR] [CHAR] [CHAR] [CHAR]

108398 108398120 S 36  00:00:0 12.58% snmpd

52 52 102 S 0 00:01:2 2.58% [DRV_FWD]
371 371 120 S 95 00:18:5 0.17% pppd

90 90 120 R 18 00:12:0 0.34% diagd

109 109 119 S 41 00:11:1 0.00% vbrd

Core states:

ID Idle User Kernel Interrupt Busy

CPUO 98.61% 0.24% 0.62% 0.53%  1.39%

CPU1 99.88% 0.00% 0.03% 0.09%  0.12%

FiA

HCPUAE A RPN T8 T2 OR T 20n) 5 B TR, Wit ANCPURI UM &
R, FEPEIZAE, HIICPURMIN & ERAS R

S(SLEEM

5 fdisplay current-configuration | include "monitor cpu-usage"
A BEECPUMEETR, WRIRKEANEE, H{HHAmonitor cpu-usaged{z
B4

CORE_EXCEED THRESHOLD

HEAZR Usage of CPU [INT] core [INT] exceeded the threshold ([string]).
$1: CPU%

SR ARER

e $2: CPURIM%i 5

HEFR 3

245 DIAG/3/CORE_EXCEED_THRESHOLD: Usage of CPU 0 core 2 exceeded the
threshold (90%).

A UEAA CPUZFIAZ G T =g &5 B TR, BN S0 ERE

e ffifl display process cpu. monitor thread 4 B/ ATE RN CPU #

APTR N EESESY

o IEBRARBRSHFFAN

277



20.6 CORE_MINOR_RECOVERY

20.7

20.8

HEAZRE Core usage minor alarm CPU [INT] core [INT] removed.

1: CPU%S
SHm zzz CPu;E@éﬁ%‘
HEFR 5
25451 DIAG/5/CORE_MINOR_RECOVERY: Core usage alarm CPU 0 core 1 removed.
Ai5%AA CPUZFI I ZA% T B TR A 5 T TBRAE,  CPURZ MR 2 ZR IR E B IEHIRAS
ALFR N 7

CORE_MINOR_THRESHOLD

HEAZR Usage of CPU [INT] core [INT] exceeded the threshold ([string]).
. $1: CPUS

SRR .
$2: CPUMII% '~

BHEFR 4

245 DIAG/4/CORE_MINOR_THRESHOLD: Usage of CPU 0 core 2 exceeded the threshold
(80%).

H5i5 AR CPUMZH 3 i TR N 5 2 1T PRAE, 3 MR i RS
e f{fiffl display process cpu. monitor thread 4 B/RAE#ER CPU {f

AIBEI ESEPSS

o FBRARBRSHFFAN

CORE_RECOVERY

HERAZR Core usage alarm CPU [INT] core [INT] removed.
SRR $1: CPU% ‘
$2: CPURZII% 'S
BHEFR 5
25451 DIAG/5/CORE_RECOVERY: Core usage alarm CPU 0 core 1 removed.
HA&AULER CPUMZF I HAR T B T &g 5 & T IRAE, & 200 o Ak
ALFRIEIY P
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20.9 DIAG_STORAGE_BELOW _THRESHOLD

BEHzE The usage of [STRING] ([UINT32]%) was below or equal to the threshold of
s [UINT32]%.

$1: FFEN B4 TR

SRR $2: AFAEST ISR AL A A 22
$3: FAifA U IR RE

HEEFR 1

- DIAG/1/DIAG_STORAGE_BELOW_THRESHOLD: The usage of flash (90%) was
below or equal to the threshold of 95%.

H&15 A AP IR A2 TR A Y 22/ T B8 T B

ALFR IS 7

20.10 DIAG_STORAGE_EXCEED_THRESHOLD

HEAE The usage of [STRING] ([UINT32]%) exceeded the threshold of [UINT32]%.
$1: AN AR

SRR $2: A4 TR 2 s A e R
$3: A& AT 2R M BIAE

HEFR 1

01 DIAG/1/DIAG_STORAGE_EXCEED_THRESHOLD: The usage of flash (96%)
exceeded the threshold of 95%.

HAEVEER A7 A BORG B 25 1A KT A

Sy IR B RS, B an B B SCERRI DT SR R A AL, ff de letedir & B HMIBR B
& FIPCJE T
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20.11 MEM_ALERT

system memory info:

total used free shared buffers cached
S Mem: [ULONG] [ULONG] [ULONG] [ULONG] [ULONG] [ULONG]
-/+ buffers/cache: [ULONG] [ULONG]
Swap: [ULONG] [ULONG] [ULONG]
Lowmem: [ULONG] [ULONG] [ULONG]
o EBNRGPTNANGIHER:
o $1: ARG ICMPENAIIR N B BB AR5 AT 43 BB N A2 A
B NAT . Forb, AT EC A AR T N RIS Bl . AR BT
VAR FEARTHRERIZATAE s W] 70 DB A7 TS0l S5 BRI I8 47 L ST A7 it 46
BAE . AR BN AE R/ BRI R G0 T REE TR, AT
AT R R /INAE T80 48 SV B P9 A 030 25 AT 73 IS LA R/
o $2: BANRGCHIMENAZR N
o $3: BANRGW HKIMELNAE RN
o $4: ZAHEFEILERIIELNAF S
o $5: CAERISCAFZ X R/
o $6: LA AE G CAE AR RN
o IHIRRFERS AT B I IO
SRR o $7: -/+ Buffers/Cache:used = Mem:Used — Mem:Buffers — Mem:Cached, #*
SR s RNtk /B e R ep AN
o $8: -/+ Buffers/Cache:free = Mem:Free + Mem:Buffers + Mem:Cached, #*/x
IS AE PP AT FH D BE A7 K/
o THRIFIXHERIEE
o $9: IHIFIXHIE RN
o $10: CJHMIAZH# XA
o $11: AIHIMIAEHRITIXHIR /N
e Low memory F{E &M :
o $12: Low memory H PIFE IR/
o $13: Low memory F1 & ATERI AN
o $14: Low memory F1A] F W AERT A/
HEER 4
DIAG/4/MEM_ALERT:
system memory info:
total used free shared buffers cached
2451 Mem: 1784424 920896 863528 0 0 35400
-/+ buffers/cache: 885496 898928
Swap: 0 0 0
Lowmem: 735848 637896 97952
B ﬁ@%%c%Bﬁ%%ﬂﬁﬁ?ﬁ%f%ﬁ\:ﬁﬁZﬁWﬁ%%H@ﬁ,%%%ﬁ&
ZAE R, R A BAR G L
SN EEERY 1. %/ display memory-threshold f54EHERNEMN —H. —H%. =HE%E]

B WERITREEAEE, 5#H memory-threshold iy 415
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2. fE ARP. BRHRMEE, AR ZBARESE T RE
3. KB, b 2 H i 5 R

20.12 MEM_BELOW_THRESHOLD

HERA Memory usage has dropped below [STRING] threshold.
$1: WAEEEITRT, M.
- o minor: —%
- " o severe:
o critical: =%
BEFR 1
45 DIAG/1/MEM_BELOW_THRESHOLD: Memory usage has dropped below critical
threshold.
A= ULEA WS EMRRR. URGRRTHNERT NEKETIRN, RasmhizEs
AR X

20.13 MEM_EXCEED_THRESHOLD

HERA Memory [STRING] threshold has been exceeded.
$1: WAEEEITRET, .
” o minor: —&%
SHRR B
o severe: %%
o critical: =%
HEFR 1
25 DIAG/1/MEM_EXCEED_THRESHOLD: Memory minor threshold has been exceeded.
~34BR WEEZ, JOMHMNAFARTERET %, ZHH-RNFELIIRN, RgEadmtb
“~ AR, M SESIGTAME R i, AEHIE TN A B B G A N AF
1. i#%fiif] display memory-threshold fi4EEWNFR—H. =% =HEEZ(]
R tRIIREEARNAE, ##H memory-threshold 4158k
AR

2. fE ARP. BRHRMEE, AR 2 BARESE T RE
3. KEAMMACAI, BB 2% H B S R B

21 DLDP

A /44 DLDP BB i) H B 45 2.
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21.1 DLDP_AUTHENTICATION_FAILED

HEAZRE The DLDP packet failed the authentication because of unmatched [STRING] field.
$1: WAETFEL
P o AUTHENTICATION PASSWORD: /R EFAILAD
= +F . N
o AUTHENTICATION TYPE: ZF/RIGHEEAIRILAD
o INTERVAL: #/Ril % [EFEASILER
HEER 5
2451 DLDP/5/DLDP_AUTHENTICATION_FAILED: The DLDP packet failed the
authentication because of unmatched INTERVAL field.
Ai5AA WOCIGUE R FTRERI IR A B HE . IO UFSRAYAILHEL . JGUEFANUCES . 18 25 8] AN L
ALTREIY K & DLDPIGUE A | 56 10F T F08 5 1) B A2 75 -5 40 i — £

21.2 DLDP_LINK_BIDIRECTIONAL

HERA DLDP detected a bidirectional link on interface [STRING].

SHRR $1: 4

HEFR 6

245 DLDP/6/DLDP_LINK_BIDIRECTIONAL: DLDP detected a bidirectional link on interface
Ethernet1/2/0/1.

HitAR DLDPEE 1 _E A 3 X 17 B %

ALFRIEIY 7

21.3 DLDP_LINK_SHUTMODECHG

. DLDP automatically blocked the interface [STRING] because the port shutdown mode
mNeE was changed to auto mode.

SHRR $1: 1%

BAEFR 5

45 DLDP/5/DLDP_LINK_SHUTMODECHG: DLDP automatically blocked the interface

Ethernet1/2/0/1 because the port shutdown mode was changed to auto mode.

A= ULER DLDPEIE G P B Fa BN H 3, 58 Ml K

IR &
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21.4 DLDP_LINK_UNIDIRECTIONAL

HEAZRE DLDP detected a unidirectional link on interface [STRING]. [STRING].
$1: #O4
. $2: N RPIEA TR E RBEIE
SHIRRE i ) _ e
o DLDP automatically blocked the interface: 7% DLDP H 355 T ¥ I
o Please manually shut down the interface: 7~ 7%/ T35 0
HEFR 3
45 DLDP/3/DLDP_LINK_UNIDIRECTIONAL: DLDP detected a unidirectional link on
interface Ethernet1/2/0/1. DLDP automatically blocked the interface.
A1 AR DLDPTEHE [T |- Ao i) 3] 5. 1) i %
AR A AR A . DV B I AR

21.5 DLDP_NEIGHBOR_AGED

A=mE A neighbor on interface [STRING] was deleted because the neighbor was aged. The
mE neighbor's system MAC is [MAC], and the port index is [UINT16].
$1: 4
SHRR $2: MACHh:
$3: EHRT
BAEFR 5
DLDP/5/DLDP_NEIGHBOR_AGED: A neighbor on interface Ethernet1/2/0/1 was
2451 deleted because the neighbor was aged. The neighbor's system MAC is
dc2d-cb69-5f21, and the port index is 1.
HERA AWM T — A 22 mALE
ALFRIEIY 7
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21.6 DLDP_NEIGHBOR_CONFIRMED

AxlE A neighbor was confirmed on interface [STRING]. The neighbor's system MAC is [MAC],
mE and the port index is [UINT16].
$1: 4
SHER $2: MACH:H:
$3: ORI
HEFR 6
245 DLDP/6/DLDP_NEIGHBOR_CONFIRMED: A neighbor was confirmed on interface
Ethernet1/2/0/1. The neighbor's system MAC is dc2d-cb69-5f21, and the port index is 1.
H&iEA FE ORI B — A b T RS AR
AbFRIEIY 7

21.7 DLDP_NEIGHBOR_DELETED

AR A neighbor on interface [STRING] was deleted because a [STRING] packet arrived. The
mNE neighbor's system MAC is [MAC], and the port index is [UINT16].
$1: O£
. o DISABLE: #/xYi# [ Disable 3
YRR . _ \
o LINKDOWN: #/RUg#] T LinkDown 3¢
$3: MACH:HE
$4: BEORT
HEFR 5
DLDP/5/DLDP_NEIGHBOR_DELETED: A neighbor on interface Ethernet1/2/0/1 was
£ 3] deleted because a DISABLE packet arrived. The neighbor's system MAC is
dc2d-ch69-5f21, and the port index is 1.
H&15 A H1 T ® 1 Disablefi 3Lk LinkDown i 32, - P4 FUIMBR — AL T3 e IRES 28 fs
AbFRIEIY s

22 DOMAIN

AN DOMAIN b i H & E R .
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22.1 DOMAIN_IP_LOWTHR_ALM

22.2

-Domain=[STRING]-IPUsage=[STRING]-IPPoolLowerValue=[STRING]; IP resource

H&R& usage reached or dropped below the lower threshold.
$1: ISPHAK
R $2: IPHbE{H
$3: IPHhEAE I T IR E
BHEFR 5
DOMAIN/5/DOMAIN_IP_LOWTHR_ALM:
245 -Domain=abc-IPUsage=10%-IPPoolLowerValue=20%; IP resource usage reached or
dropped below the lower threshold.
B 3R PH b/ I PH LI 2H (R P b8 F R BB T 5 2 T IR BIME, AR R IR
nen %:%Z
ALFRIEIY s
DOMAIN_IP_LOWTHR_ALM_REMOVE
A=z -Domain=[STRING]-IPUsage=[STRING]-IPPoolLowerValue=[STRING]; Low IP
mE resource usage alarm condition cleared.
$1: ISPHAFK
SRR $2: IPHAE{d R
$3: IPHBhEfE IR T IR BE
BHEFR 5
DOMAIN/5/DOMAIN_IP_LOWTHR_ALM_REMOVE:
245 -Domain=dom1-IPUsage=50%-IPPoolLowerValue=20%; Low IP resource usage alarm
condition cleared.
N AP HE /P HEV 4 P (K IP L AE A 2>= CRRBIE+SZ2M) 1, A
BE R AR TIRIKE S
Forb, HERME= (ERBIE-TRBEME *10%
ALFRIEIY 7
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22.3 DOMAIN_IP_UPTHR_ALM

AxlE -Domain=[STRING]-IPUsage=[STRING]-IPPoolUpperValue=[STRING]; IP resource
= usage reached or exceeded the upper threshold.

$1: ISP 4R

SRR $2: IPHLIEE %
$3: IPHubE A I 2 b PR
BHEFR 5
DOMAIN/5/DOMAIN_IP_UPTHR_ALM:
245 -Domain=dom1-IPUsage=90%-IPPoolUpperValue=80%; IP resource usage reached or

exceeded the upper threshold.

B iHAR LN AP HEIE /P I hk v 2 A B P I A AR B sk i 5 % IR E, AR AR B IR
nen %:%g
S(SLEEM LIS T 5 P AP I vy 8 3

22.4 DOMAIN_IP_UPTHR_ALM_REMOVE

A=mE -Domain=[STRING]-IPUsage=[STRING]-IPPoolUpperValue=[STRING]; High IP
© resource usage alarm condition cleared.

$1: ISPIEZFR

SRR $2: IPHLhE{ 2
$3: IPHAE A = _E R B fE
BHEFR 5
DOMAIN/5/DOMAIN_IP_UPTHR_ALM_REMOVE:
245 -Domain=dom1-IPUsage=50%-IPPoolUpperValue=80%; High IP resource usage

alarm condition cleared.

LN BRAUPHEIE NP BB FIPHENE A <= (RIRBIME-SEZED W, AW

AR U 2R b PR 45
Hor, H#2ME= CEIRBI{E- FIRBIE *10%
ALFREIN x
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22.5 DOMAIN_IPV6_LOWTHR_ALM

22.6

-Domain=[STRING]-IPv6Usage=[STRING]-IPv6PoolLowerValue=[STRING]; IPv6

== PN
H&R& address resource usage reached or dropped below the lower threshold.
$1: ISPHAHK
R $2: IPv6HiLiL A ]
$3: IPveHdIL A 2 R B E
HEFR 5
DOMAIN/5/DOMAIN_IPV6_LOWTHR_ALM:
25451 -Domain=abc-IPv6Usage=10%-IPv6PoolLowerValue=20%; IPv6 address resource
usage reached or dropped below the lower threshold.
. Ltk R B BUPvet Lt/ IPv6 ki it 21 iy IPve bl £ FH S8 BB T 5% IR IE, 4
HI&\‘L}EEH EEFEE%%
I &

DOMAIN_IPV6_LOWTHR_ALM_REMOVE
A=z -Domain=[STRING]-IPv6Usage=[STRING]-IPv6PoolLowerValue=[STRING]; Low IPv6
mE address resource usage alarm condition cleared.
$1: ISP AR
SRR $2: IPv6HhhL{d %
$3: IPvEHbbEAE A 2~ FR(E
HEFR 5
DOMAIN/5/DOMAIN_IPV6_LOWTHR_ALM_REMOVE:
2541 -Domain=dom1-IPv6Usage=50%-IPv6PoolLowerValue=20%; Low IPv6 address
resource usage alarm condition cleared.
L3 T AU Pve UL b/ IPv6 btk it 2 Hh A IPve ik 2 >= CR R BIE+ S B2 <=
H 1A CERRMME- 20 1, AR 2k
o, HE7E= (ERBE-FREME *10%
BRI p
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22.7 DOMAIN_IPV6_UPTHR_ALM

22.8

-Domain=[STRING]-IPv6Usage=[STRING]-IPv6PoolUpperValue=[STRING]; IPv6

== PN
H&R& address resource usage reached or exceeded the upper threshold.
$1: ISP Fx
SRR $2: IPveHhiIL {2
$3: IPveItbik I = _E BB fE
BHEFR 5
DOMAIN/5/DOMAIN_IPV6_UPTHR_ALM:
245 -Domain=abc-IPv6Usage=90%-IPv6PoolUpperValue=80%; IPv6 address resource
usage reached or exceeded the upper threshold.
- 238 N BEAUPVEHLHE L/ IPve it 41 H (I Pve il f F 30k B sl it 75 % F IR e, 4
HI&\‘L}EEH EEJ:[;E%%
ALFRIEIY Je R P A Pve bl T 95 3R

DOMAIN_IPV6_UPTHR_ALM_REMOVE
A=z -Domain=[STRING]-IPv6Usage=[STRING]-IPv6PoolUpperValue=[STRING]; High IPv6
mE address resource usage alarm condition cleared.
$1: ISPH LK
SRR $2: IPveHhI {2
$3: IPvetiiL A 2 B IR E
BHEFR 5
DOMAIN/5/DOMAIN_IPV6_UPTHR_ALM_REMOVE:
245 -Domain=dom1-IPv6Usage=50%-IPv6PoolUpperValue=80%; High IPv6 address
resource usage alarm condition cleared.
M N2 AUPVE i HET/IPVE i hE I 4L P K IPVe L BEAE F S <= ( PR BRI 2 E) i
AR CR SV Ry
b, HEZRME= (ERBIE-TRBEME *10%
ALFRIEIY 7
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22.9 DOMAIN_ND_PREF_LOWTHR_ALM

-Domain=[STRING]-NDPrefixUsage=[STRING]-IPv6PoolLowerValue=[STRING]; ND

HEAR .
prefix resource usage reached or dropped below the lower threshold.
$1: ISP Fx
SRR $2: NDHIZAEH
$3: IPVeTTZH HI A N B fE
HEFR 5
DOMAIN/5/DOMAIN_ND_PREF_LOWTHR_ALM:
245 -Domain=abc-NDPrefixUsage=10%-IPv6PoolLowerValue=20%; ND prefix resource
usage reached or dropped below the lower threshold.
- 3R AUND HT 5t/ ND G2 b1k it 25 A AND RT3 8 B SR T 5 & T IR BIE, 4
Hl&\l}ﬁﬁﬂ , A Ak
BT BR 7
ALFRIEIY s

22.10 DOMAIN_ND_PREF_LOWTHR_ALM_REMOVE

-Domain=[STRING]-NDPrefixUsage=[STRING]-IPv6PoolLowerValue=[STRING]; Low

== PN
H&R& ND prefix resource usage alarm condition cleared.
$1: ISP Fx
SRR $2: NDHIZAEHH
$3: IPV6RTEEfH 3 TR B fE
HEFR 5
DOMAIN/5/DOMAIN_ND_PREF_LOWTHR_ALM_REMOVE:
245 -Domain=abc-NDPrefixUsage=50%-IPv6PoolLowerValue=20%; Low ND prefix
resource usage alarm condition cleared.
R AUNDRTZ/ND RS b i 4 A ND R e >= CRIRBIE+S B2 H) <=
Hi5i5AA (FPRBIE-SZEZE) B, AR RKE &%
Hp, HEZME= (LRBEE-TREE *10%
ALFR IS e
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22.11 DOMAIN_ND_PREF_UPTHR_ALM

-Domain=[STRING]-NDPrefixUsage=[STRING]-IPv6PoolUpperValue=[STRING]; ND

HEAR .
prefix resource usage reached or exceeded the upper threshold.
$1: ISPIHATE
SRR $2: NDHIZAEH
$3: PV I BB {E
HEFR 5
DOMAIN/5/DOMAIN_ND_PREF_UPTHR_ALM:
245 -Domain=abc-NDPrefixUsage=90%-IPv6PoolUpperValue=80%; ND prefix resource
usage reached or exceeded the upper threshold.
- 3R AUND HT 257t/ ND G 28 b1k it 25 A A ND R 4848 A B B 5 % FIR BIE, 4
Hl&\l}ﬁﬁﬂ , A Ak
Fs b R 7
ALFRIEIY J S Y5 F P ANDHI /N D 28 1kt v] F B 05

22.12 DOMAIN_ND_PREF_UPTHR_ALM_REMOVE

-Domain=[STRING]-NDPrefixUsage=[STRING]-IPv6PoolUpperValue=[STRING]; High

== PN
H&R& ND prefix resource usage alarm condition cleared.
$1: ISP Fx
SRR $2: NDHIZAEHH
$3: IPV6HTZE i I IR BIE
HEFR 5
DOMAIN/5/DOMAIN_ND_PREF_UPTHR_ALM_REMOVE:
245 -Domain=abc-NDPrefixUsage=50%-IPv6PoolUpperValue=80%; High ND prefix
resource usage alarm condition cleared.
IR AUND FTZ/ND G S bk it 2 A ND AT A Fe<= (EIRBIE- B 2= {ED 1,
AR ER LRSS Aok o
Forpr, HERE= (ERBIE-TNRBE) *10%
ALFR IS e
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22.13 DOMAIN_PD _PREF _LOWTHR_ALM

-Domain=[STRING]-PDPrefixUsage=[STRING]-IPv6PoolLowerValue=[STRING]; PD

HEAR .
prefix resource usage reached or dropped below the lower threshold.
$1: ISPHLA X
SRR $2: PDRTZHIL A H 2
$3: IPVeTTZH HI A N B fE
BHEFR 5
DOMAIN/5/DOMAIN_PD_PREF_LOWTHR_ALM:
245 -Domain=abc-PDPrefixUsage=10%-IPv6PoolLowerValue=20%; PD prefix resource
usage reached or dropped below the lower threshold.
B iHAR 23k R R BUPVE L Tt/ IPvE ki vt 2H Hh Y PD R 48R A5 FH 0k 2B T T FR B, A2 FRR
nen %%g
ALFRIEIY s

22.14 DOMAIN_PD PREF_LOWTHR_ALM_REMOVE

-Domain=[STRING]-PDPrefixUsage=[STRING]-IPv6PoolLowerValue=[STRING]; Low

== PN
H&R& PD prefix resource usage alarm condition cleared.
$1: ISPHLA X
SRR $2: PDRTZEHIL A H %
$3: IPV6RTEEfH 3 TR B fE
BHEFR 5
DOMAIN/5/DOMAIN_PD_PREF_LOWTHR_ALM_REMOVE:
245 -Domain=abc-PDPrefixUsage=50%-IPv6PoolLowerValue=20%; Low PD prefix
resource usage alarm condition cleared.
ik R R BUPve Lt/ IPvE kb 2H H Y PD AT 4R A% R >= (T IRRME+ 5 B 2= <=( L
A iAE BB -5 2 () I, A A i 2R A
Hp, HEZME= (LRBEE-TREE *10%
ALFR IS e

201



22.15 DOMAIN_PD_PREF _UPTHR_ALM

-Domain=[STRING]-PDPrefixUsage=[STRING]-IPv6PoolUpperValue=[STRING]; PD

HEAR .
prefix resource usage reached or exceeded the upper threshold.
$1: ISP Fx
SRR $2: PDRTZHIL A H 2
$3: PV I BB {E
BHEFR 5
DOMAIN/5/DOMAIN_PD_PREF_UPTHR_ALM:
245 -Domain=abc-PDPrefixUsage=90%-IPv6PoolUpperValue=80%; PD prefix resource
usage reached or exceeded the upper threshold.
B iHAR 23k R AR BUPV6 Tt/ IPvE ki vt 2H Hh 1 PD R4 A5 FH 5k 2 S0 R BIAE, A2 1-BR
- i
ALFRIEIY J IR P A Pve bl T F 95 3R

22.16 DOMAIN_PD PREF_UPTHR_ALM_REMOVE

-Domain=[STRING]-PDPrefixUsage=[STRING]-IPv6PoolUpperValue=[STRING]; High

== PN
H&R& PD prefix resource usage alarm condition cleared.
$1: ISPHLA X
SRR $2: PDRTZEHIL A H %
$3: IPV6HTZE i I IR BIE
BHEFR 5
DOMAIN/5/DOMAIN_PD_PREF_UPTHR_ALM_REMOVE:
245 -Domain=abc-PDPrefixUsage=50%-IPv6PoolUpperValue=80%; High PD prefix
resource usage alarm condition cleared.
Lk IR BUPve L/ IPvE HL 4 T PDRT R A8 R <= ( LIRBIME-HZZ=E) i,
AR ER LRSS Aok
Hp, HEZME= (LRBEE-TREE *10%
ALFR IS e

23 EDEV

AT Y e B B R 1 H B AE R .
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23.1 EDEV_FAILOVER GROUP_STATE_CHANGE

HEAZRE Status of stateful failover group [STRING] with ID [UINT32] changed to [STRING].
$1: FMHIILTE
$2: HAPHHID
SRR $2: HAAIPRA:
o primary F/R& G4 primary 17 S5
o secondary F/R &4 secondary i s AR HY 5
BHEFR 5
2451 EDEV/5/EDEV_FAILOVER_GROUP_STATE_CHANGE: -MDC=1; Status of stateful
failover group 123 with ID 0 changed to primary.
H&iHEA FHAENPRERE T &
BRI 7

24 ETH

AR A48 DAK PRy 1 ) H S R

24.1 ETH_VLAN_TERMINATION_FAILED

HEAZR The vlan-type dotlq configuration on [STRING] failed.
SRR $1: 4K
BHEFR 4
2451 ETH./4/ET!-|_VLAN._TE.RM|NAT|ON_FA|LE|?Z -MDC=1; The vlan-type dotlq
configuration on GigabitEthernet1/2/0/1.1 failed.
i AA LT Rkvlan-type dotlq# 54 I B, wTRE dAE AR B2 VR A 2 51
PSLE Y B RUNISHE AR #F
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24.2 ETH_VLAN_TERMINATION_NOT_SUPPORT

HEAZRE The vlan-type dotlq configuration on [STRING] is not supported.

SRR $1: A

BHEFR 4

2451 ETH./4/ET!-|_VLAN._TE.RMINATION_NOTTSUPPORT: -MDC=1; The vlan-type dotlq
configuration on GigabitEthernet1/2/0/1.1 is not supported.

AL EOASFFvlan-type dotlq&RJildn4

ALFRIEIY KA1 11T AE SRR 15 SCRFVLANZS S5 T g

24.3 ETH_VMAC_INEFFECTIVE

HERAE Interface [STRING] failed to add a virtual MAC: [STRING].
$1: FEOAM
$2: Fz VIR MAC b 1 2 T 8 8]

HEEFR 3

ETH/3/ETH_VMAC_INEFFECTIVE: Interface GigabitEthernet1/2/0/1 failed to add a

%4 virtual MAC: Insufficient hardware resources.
H&i5RA IR EE L MACH 1 5k
B 78 A I ROAR IR iR e, 9 e O B FIVRRP A B SUMACHL B Sk 1) IR, S5k
A TR VA R B AR IR S IGET Y R MACH L, BeRs BT DU BR 25 R O VRRP & 41, B
TR 43 A O R

25 ETHOAM

A/ 43 ETHOAM #E B ) H G5 B
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25.1 ETHOAM_CONNECTION_FAIL_DOWN

25.2

25.3

The link is down on interface [string] because a remote failure occurred on peer

HERE interface.

SHIRR $1: ALK

HEFR 5

45 ETHOAM/5/ETHOAM_CONNECTION_FAIL_DOWN: The Ii.nk is down on interface
Ethernet1/2/0/1 because a remote failure occurred on peer interface.

HEER Xof g R AE IR, BE % down

BRI o 25 TR AS OGS v [ OAMAR S

ETHOAM_ CONNECTION_FAIL TIMEOUT
T Interface [string] removed the OAM connection because it received no Information
mEE OAMPDU before the timer times out.
SHRR $1: HLOLK
HEFR 5
ETHOAM/5/ETHOAM_CONNECTION_FAIL_TIMEOUT: Interface Ethernet1/2/0/1
245 removed the OAM connection because it received no Information OAMPDU before the
timer times out.
H=&i5RA $ D70 ) 1R 9 5 I 2145 EOAMPDU, it BAIBR OAMIZE $2
AR R 25 B R AS BN I Y OAMMR 2

ETHOAM_CONNECTION_FAIL_UNSATISF
A=m%E Interface [string] failed to establish an OAM connection because the peer doesn’t match
mE the capacity of the local interface.

SRR $1: AR

HEFR 3
ETHOAM/3/ETHOAM_CONNECTION_FAIL_UNSATISF: Interface Ethernet1/2/0/1

245 failed to establish an OAM connection because the peer doesn’t match the capacity of
the local interface.

H&15 A X3 5 A i 4% B OAM SRS AL IE, ST OAMIESE R

ALFR IS S AW R I OAMAR SC I I SCIRES 7 B
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25.4 ETHOAM_CONNECTION_SUCCEED

25.5

25.6

HEAZRE An OAM connection is established on interface [string].
SRR $1: HEHZHK
HEFR 6
45 ETHOAM/G/ETHOAM_CONNECTION_SUCCEED: An OAM connection is established
on interface Ethernet1/2/0/1.
SRR OAMIE S R T)
ALFRIEIY 7

ETHOAM_DISABLE
BB Ethernet OAM is now disabled on interface [string].
YRR $1: LK
BEFER 6
245 ETHOAM/6/ETHOAM_DISABLE: Ethernet OAM is now disabled on interface
Ethernet1/2/0/1.
H&iEA PR OAMIN B 2% 1A
ALFRIEIY 7
ETHOAM_DISCOVERY_EXIT
HEARZRE OAM interface [string] quit the OAM connection..
SHIRRE $1: ALK
HEFR 5
2451 ETHOAM/5/ E_THOAM_DISCOVERY_EXIT: OAM interface Ethernet1/2/0/1 quit the
OAM connection.
H&15 A A g2 1B HH OAMIE £z
ALFRIEIY 7
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25.7 ETHOAM_ENABLE

25.8

25.9

HEAZRE Ethernet OAM is now enabled on interface [string].
SRR $1: A
HEFR 6
45 ETHOAM/6/ETHOAM_ENABLE: Ethernet OAM is now enabled on interface
Ethernet1/2/0/1.
EifER PLK I OAMI) e T B
ALFRIEIY s

ETHOAM_ENTER_LOOPBACK_ CTRLLED

AR The local OAM entity enters remote loopback as controlled DTE on OAM interface
s [string].

SRR $1: HEOAMK

BEER 6

2451 ETHOAM/6/ ETHOAM_ENTER_LOOPBACK_CTRLLED: The local OAM entity enters

remote loopback as controlled DTE on OAM interface Ethernet1/2/0/1.

EiER ot Uity (5 BE OAMIZE Ui ¥R [FI THEE S5, AN Ui OAMSIL AR ME Ay 12 1 DT E 3 N 328 ity 34 o]

IR &

ETHOAM_ENTER_LOOPBACK_CTRLLING

The local OAM entity enters remote loopback as controlling DTE on OAM interface

HEAZ [string].

SHIRRE $1: HEOLK

HEFR 6

2451 ETHOAM/6/ ETHOAM_EN'I.'ER_LOOPBACK._CTRLLING: The local OAM entity enters
remote loopback as controlling DTE on OAM interface Ethernet1/2/0/1.

H&15 A O BEOAME i [FI Th R S5 ,  ASIiOAMSEAAAE 42 il DTEHE N Iz iy B4 ]

ALFRIEIY 7
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25.10 ETHOAM_LOCAL_DYING_GASP

HEAZRE A local Dying Gasp event occurred on interface [string].

SRR $1: A

BHEFR 4

45 ETHOAM/4/ETHOAM_LOCAL_DYING_GASP: A local Dying Gasp event occurred on
interface Ethernet1/2/0/1.

FiAA A WA OGO Bk AE B dr i (Dying Gasp) A

ALFRIEIY BERE R R Z HTASRESE

25.11 ETHOAM_LOCAL_ERROR_FRAME

HERAE An errored frame event occurred on local interface [string].
SRR $1: HHAK
BHEFR 6

ETHOAM/6/ETHOAM_LOCAL_ERROR_FRAME: An errored frame event occurred on

%4 local interface Ethernet1/2/0/1.
H=&i5RA ACHbFE 117 A AR i A
A TR A B RIROC, R — T A i A B[] R B I 75 I

25.12 ETHOAM_LOCAL_ERROR_FRAME_PERIOD

HEARZRE An errored frame period event occurred on local interface [string].

SHIRRE $1: EOLR

HEFR 6

26451 ETHOAM/6/ETHOAM_L_OCAL_ERROR_FRAME_PERIOD: An errored frame period
event occurred on local interface Ethernet1/2/0/1.

H&iEA AR A P A R R S A

ALFRIEIY A BRI ST, A — T AR I AN B 2 [ PR B B 75 IR
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25.13 ETHOAM_LOCAL_ERROR_FRAME_SECOND

HEAZRE An errored frame seconds event occurred on local interface [string].
SRR $1: A
BHEFR 6
45 ETHOAM/6/ETHOAM_LOCAL_ERROR_FRAME_SECOND: An errored frame seconds
event occurred on local port Ethernet1/2/0/1.
FiAA AR IR 1P AR R IR S
ALFRIEIY A BRI OL, AL — T A S A0S S 2 [ R B B A 75 IR

25.14 ETHOAM_LOCAL_LINK_FAULT

HERA A local Link Fault event occurred on interface [string].

YRR $1: LK

BHEFR 4

245 _ETHOAM/4/ETHOAM_LOCAL_LINK_FAULT: A local Link Fault event occurred on
interface Ethernet1/2/0/1.

HA&AULER A EE M down, 7 A B O A

ALFR IS TR A O e A e

25.15 ETHOAM_LOOPBACK_EXIT

HEARZRE OAM interface [string] quit remote loopback.

SHIRRE $1: EOALR

HEFR 4

26451 ETHOAM/4/ETHOAM_LOOPBACK_EXIT: OAM interface Ethernet1/2/0/1 quit remote

loopback.

R L IR RDE R ST AR SRR, 2 F1 R P 3 A [ BROAMIERZ W T 5, OAME IR Hi 378 3
/u\lﬁﬁﬂ A

ALFRIEIY P
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25.16 ETHOAM_LOOPBACK_EXIT_ERROR_STATU

HEAZRE OAM interface [string] quit remote loopback due to incorrect multiplexer or parser status.
SRR $1. HOAK
HEFR 6
45 ETHOAM/6/ETHOAM_LOOPBACK_EXIT_ERROR_STATU: OAM interface
Ethernet1/2/0/1 quit remote loopback due to incorrect multiplexer or parser status.
FiAA S AR E T ARG 1R, OAMEZ [ Ethernet1/2/0/ 1R H iz b 4 1]
ALFRIEIY FEOAMSE AR | 2% A1 I B BT i g LUK M OAM

25.17 ETHOAM_LOOPBACK_NO_RESOURCE

HERA OAM interface [string] can’t enter remote loopback due to insufficient resources.
SRR $1: HHAK
BEFER 4
245 ETHOAM/4/ETHOAM_LOOPBACK_NO_RESOURCE: OAM interface Ethernet1/2/0/1
can’t enter remote loopback due to insufficient resources.
B L 1E A B R EOAMSE /K iz 4Toam remote-loopback starty4 i, OAMEE DM
* T BHRAS R o2\ T8 3 3 ]
I I _EAE e i Ia], 75 U B b L R A SRR, I RECE M 1L %, WTRER FEL
ALFR IS BHEAE, FTEIH — T~ HAhsG O RS s ER B D Re, FEA S O B S T oam

remote-loopback starty%

25.18 ETHOAM_LOOPBACK_NOT_SUPPORT

OAM interface [string] can’t enter remote loopback because the operation is not

H&RE supported.
SRR $1: 4K
HEEFR 4
2451 ET|—1|OAM/4/ETHOAM_LOOPBACK_NOT_SUPI?ORT: OAM interface Ethernet1/2/0/1
can'’t enter remote loopback because the operation is not supported.
A= ULER T A AN SCRE, OAMEE TGk Nz 3 4[5
ALFRIEIY P
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25.19 ETHOAM_NO_ENOUGH_RESOURCE

HEAZRE The configuration failed on OAM interface [string] because of insufficient resources.
SRR $1: A
HEFR 4
45 ETHOAM/4/ ETHOAM_NO_ENOUGH_RESQURCE: The configuration failed on OAM
interface Ethernet1/2/0/1 because of insufficient resources.
FiAA RN BHIEA 2 FEOAMEE 1 (1AL B 2k
ALFRIEIY > — T RGEHTCHECE, BB AFREG, HERCE

25.20 ETHOAM_NOT_CONNECTION_TIMEOUT

Interface [string] quit Ethernet OAM because it received no Information OAMPDU before

HERE the timer times out.
SHIRR $1: BEOALR
HEEFR 5
245 ETHOAM/5/ ETHOAM_NOT_C;ONNECTION_TIMEOUT: Interface Ether.net1/.2/0/l quit
Ethernet OAM because it received no Information OAMPDU before the timer times out.
FiA A by g 11 8 8 B B R P 9 1 BI45 S OAMPDU, it BLIB Hi LK I OAM
QhEBEEY S A L OAMIR A S IE,  Har B A H AN ot 8 [ BOIR AN S B IE %, DL i O AMTH AL

Tl RE

2521 ETHOAM_QUIT LOOPBACK_CTRLLED

HERNE The local OAM entity quit remote loopback as controlled DTE on OAM interface [string].

SRR $1: B4R

HEFR 6

2451 ETHOAM/6/ ETHOAM_QUIT_LOOPBACK_(.?TRLLED: The local OAM entity quit
remote loopback as controlled DTE on OAM interface Ethernet1/2/0/1.

EifER DA R g s FR B AR s, T oG ) T s A R T RE, At 2 1R g s FR [E]

IR T
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25.22 ETHOAM_QUIT_LOOPBACK_CTRLLING

HEAZRE The local OAM entity quit remote loopback as controlling DTE on OAM interface [string].
SRR $1: HELHZHK
HEFR 6
2451 ETHOAM/G/ETHOAM_QUIT_LOOPBACK_CQNTROLLING: The local OAM entity quit
remote loopback as controlling DTE on OAM interface Ethernetl1/2/0/1.
FiAA Pest: MM b e NET RaiR o M s P2 N RPN SR N B s (24 Ptz E2 N E
ALFRIEIY 7

25.23 ETHOAM_REMOTE_CRITICAL

BB A remote Critical event occurred on interface [string].

YRR $1: LK

EFER 4

245 _ETHOAM/4/ETHOAM_REMOTE_CRITICAL: A remote Critical event occurred on
interface Ethernet1/2/0/1.

H&iEA A v K S P

ALFR IS BERE R 2 BTAN R4 ]

25.24 ETHOAM_REMOTE_DYING_GASP

HEARZRE A remote Dying Gasp event occurred on interface [string].

SHIRRE $1: EOALR

HEFR 4

26451 ETHOAM/4/ETHOAM_REMOTE_DYING_GASP: A remote Dying Gasp event occurred
on interface Ethernet1/2/0/1.

HERA L 283 B BRI 1 S Bom v - AR Bl iR (Dying Gasp) HifF

ALFRIEIY R IR 2 B ANREAE
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25.25 ETHOAM_REMOTE_ERROR_FRAME

HEAZRE An errored frame event occurred on the peer interface [string].
SRR $1: A
HEFR 6
45 ETHOAM/G/ETHOAM_REMOTE_ERROR_FRAME: An errored frame event occurred
on the peer interface Ethernetl1/2/0/1.
FiAA o B 7 A A R T A
ALFRIEIY Xof S LB R AR S, G — T A S AN S ] R B 1 I

25.26 ETHOAM_REMOTE_ERROR_FRAME_PERIOD

R ES An errored frame period event occurred on the peer interface [string].

SRR $1: 4K

BEFER 6

2645 ETHOAM/6/ETHOAM_REMOTE_ERROR_FRAME_PERIOD: An errored frame period
event occurred on the peer interface Ethernet1/2/0/1.

H&15 A X it A A R R S A

ALFR IS XTSRRI ST, R — N AR AR S 2 (8] A SR R 75 IEH

25.27 ETHOAM_REMOTE_ERROR_FRAME_SECOND

HEARZRE An errored frame seconds event occurred on the peer interface [string].

SHIRRE $1: ALK

HEFR 6

26451 ETHOAM/6/ETHOAM_REMOTE_ERROR_FRAME_SECOND: An errored frame
seconds event occurred on the peer interface Ethernet1/2/0/1.

H&15 A o B 7 A A R IR D A4

ALFRIEIY X B BRI O, A — T A S AR S T P B 2 7 I
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25.28 ETHOAM_REMOTE_ERROR_SYMBOL

HEAZRE An errored symbol event occurred on the peer interface [string].
SRR $1: HELHZHK
HEFR 6
45 ETHOAM/6/ETHOAM._REMOTE_ERROR_SYMBOL: An errored symbol event
occurred on the peer interface Ethernet1/2/0/1.
FiAA Xt AR AR R AT T A
ALFRIEIY XU B RS S, R — T AR S AT B ) P B % 2 7 IR

25.29 ETHOAM_REMOTE_EXIT

OAM interface [string] quit OAM connection because Ethernet OAM is disabled on the

H&RE peer interface.

SHIRR $1: BEOALR

HEEFR 5

2451 ETHOAM/5/ ETHOAM_REMOTE_EXIT: OAM interface Ethernetl/2/0/l quit OAM
connection because Ethernet OAM is disabled on the peer interface.

SRR o g 2 1R T AR X O AM T B 3 A i 422 1138 L OAMIE £

ALFRIEIY P

25.30 ETHOAM_REMOTE_FAILURE_RECOVER

R ES Peer interface [string] recovered.
SRR $1: A
BEFER 5
245 ETHOAM/5/ ETHOAM_REMOTE_FAILURE_RECOVER: Peer interface Ethernet1/2/0/1
recovered.
FiA o S I B AR PR R, OAMIESR KR
ALFRIEIY s
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25.31 ETHOAM_REMOTE_LINK_FAULT

HEAZRE A remote Link Fault event occurred on interface [string].
SRR $1: A
BHEFR 4
45 !ETHOAM/4/ETHOAM_REMOTE_LINK_FAULT: A remote Link Fault event occurred on
interface Ethernet1/2/0/1.
EifER Bk e down, = AR I70 ity B I e A
I T R s R A R

26 FIB

AL FIBHEHE.

26.1 FIB_FILE
HEAZR Failed to save the IP forwarding table due to lack of storage resources.
HEFR 4
45 FIB/4/FIB_FILE: -MDC=1; Failed to save the IP forwarding table due to lack of storage
resources.
b L FAE TR R AL, RAFIP FIBLE KK
ALFRIEIY BRI E T SO, BETSAEfA oT A i =22 1)

27 FILTER

AHT9 FILTER g H A H EE B
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27.1 FILTER_EXECUTION_ICMP

RcvIfName(1023)=[STRING];Direction(1070)=[STRING];AclType(1067)=[STRING];Acl(10
A=mzE 68)=[STRING];Protocol(1001)=[STRING];SrcIPAddr(1003)=[IPADDR];DstIPAddr(1007)=[I

" PADDR];lcmpType(1062)=[STRING]([UINT16]);lcmpCode(1063)=[UINT16];MatchAcICou
nt(1069)=[UINT32];Event(1048)=[STRING];

)

$1: #HLOLK
$2: 7

$3: ACLEHY
$4: ACL%i 5 A 7R
$5: DU AR
SHRR $6: JEIPHLLE
$7: HMIPHIE
$8: ICMPA!
$9: ICMPARHY
$10: A REL
$11: FAER

HEZFR 6

FILTER/6/FILTER_EXECUTION_ICMP:
RcvIifName(1023)=GigabitEthernet2/0/2;Direction(1067)=inbound;AclType(1064)=ACL;Ac

25 1(1065)=3000;Protocol(1001)=ICMP;SrcIPAddr(1003)=100.1.1.1;DstIPAddr(1007)=200.1.
1.1;lcmpType(1059)=Echo(8);lcmpCode(1060)=0;MatchAclCount(1066)=1000;Event(104
8)=Permit;

HE5ER T AR RORICMPIR SO IE H &, 2 R Rk H &

ALFRIEIY 7
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27.2 FILTER_EXECUTION_ICMPVG6

RcvIfName(1023)=[STRING];Direction(1070)=[STRING];AclType(1067)=[STRING];Acl(10
68)=[STRING];Protocol(1001)=[STRING];SrcIPv6Addr(1036)=[IPADDR];DstIPv6Addr(10

== PN
R&n® 37)=[IPADDRY];Icmpv6Type(1064)=[STRING]([UINT16]);lcmpv6Code(1065)=[UINT16];Ma
tchAclCount(1069)=[UINT32];Event(1048)=[STRING];
$1: LA
$2: Jjlm)
$3: ACLFHY

$4: ACL%i 5 A 7R
$5: [UZE A RR
SRIERE $6: JRIPveHlhE

$7: HIMIPveihik
$8: ICMPV635HY

$9: ICMPV6ALHY
$10: A REL

$11: HMAEE

HEZFR 6

FILTER/6/FILTER_EXECUTION_ICMPVG6:
RcvIifName(1023)=GigabitEthernet2/0/2;Direction(1067)=inbound;AclType(1064)=ACL;Ac
25 1(1065)=3000;Protocol(1001)=ICMPV6;SrcIPv6Addr(1036)=2001::1;DstIPv6Addr(1037)=3
001::1;lcmpv6Type(1064)=Echo(128);lcmpv6Code(1065)=0;MatchAclCount(1066)=1000;
Event(1048)=Permit;

H&15 A R TR IR KIZICMPVeR G IE H &, 2 JE N ki H &

ALFR IS x
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27.3 FILTER_IPV4_EXECUTION

RcvIfName(1023)=[STRING];Direction(1070)=[STRING];AclType(1067)=[STRING];Acl(10
68)=[STRING];Protocol(1001)=[STRING];SrcIPAddr(1003)=[IPADDR];SrcPort(1004)=[UI
NT16];DstIPAddr(1007)=[IPADDR];DstPort(1008)=[UINT16];MatchAclCount(1069)=[UINT
32];Event(1048)=[STRING];

HEAR

)

$1: #HLOLK
$2: 7

$3: ACLEHY
$4: ACL%i 5 A 7R
$5: TR AR
SHRR $6: JEIPHLLE
$7: VEHGOS
$8: HIMIPHi:
$9: Hum 5
$10: A REL
$11: FAER

HEZFR 6

FILTER/6/FILTER_IPV4_EXECUTION:
RcvIifName(1023)=GigabitEthernet2/0/2;Direction(1070)=inbound;AclType(1067)=ACL;Ac

25 1(1068)=3000;Protocol(1001)=TCP;SrcIPAddr(1003)=100.1.1.1;SrcPort(1004)=1025;DstI
PAddr(1007)=200.1.1.1;DstPort(1008)=1026;MatchAclCount(1069)=1000;Event(1048)=P
ermit;

HA&AULER BRI A RCOIIE A &, RN REZHE

BRI 7
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27.4 FILTER_IPV6_EXECUTION

HEAR

)

RcvIfName(1023)=[STRING];Direction(1070)=[STRING];AclType(1067)=[STRING];Acl(10
68)=[STRING];Protocol(1001)=[STRING];SrcIPv6Addr(1036)=[IPADDR];SrcPort(1004)=[

UINT16];DstIPv6Addr(1037)=[IPADDR];DstPort(1008)=[UINT16];MatchAclCount(1069)=[
UINT32];Event(1048)=[STRING];

$1: #HLOLK
$2: 7

$3: ACLEHY
$4: ACL%i 5 A 7R
$5: DU AR
$6: JHIPveHihE
$7: W5
$8: HIPv6Hil:
$9: Hm 5
$10: A REL
$11: FAER

HEFR

6

241

FILTER/6/FILTER_IPV6_EXECUTION:
RcvIifName(1023)=GigabitEthernet2/0/2;Direction(1070)=inbound;AclType(1067)=ACL;Ac
1(1068)=3000;Protocol(1001)=TCP;SrclPv6Addr(1036)=2001::1;SrcPort(1004)=1025;Dstl
Pv6Addr(1037)=3001::1;DstPort(1008)=1026;MatchAclCount(1069)=1000;Event(1048)=P
ermit;

HEULER

R IR ARG I, RN AR IZH &

ALFR IS

¥

28 Frp

AHANE ETP (File Transfer Protocol) fEimH i HEEE .
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28.1 FTP_ACL_DENY

The FTP Connection [IPADDR](LSTRING]) request was denied according to ACL

== PN
R&m® rules.
, $1: FTPZ /¥ PHulk:
SHER o
$2: FTP% /il Pk BT /EVPN
HEFR 5
2451 FTP/5/FTP_ACL_DENY: The FTP Connection 1.2.3.4(vpnl) request was denied
according to ACL rules.
H&15 A FTP ACLFLI BRI Z s IPHIbE . 1% H EEFTPHR 55 5k i 1) AR5 5 7 i 22 a8 8 S 4
ALFRIEIY 7

28.2 FTP_REACH_SESSION_LIMIT

FTP client [STRING] failed to log in. The current number of FTP sessions is

== o
HERE [NUMBER]. The maximum number allowed is ((NUMBER]).
$1: FTPZ/ Jiiil P ik
SRR $2: MATFTP L 1H4K
$3: WA RVFEKIFTPRIEE
HEFR 6
26451 FTP/6/FTP_REACH_SESSION_LIMIT: FTP client 1.1.1.1 failed to log in. The current
number of FTP sessions is 10. The maximum number allowed is (10).
HELRA FTPE M a3 B . 2 H EAEFTPAR S v Al 216 3 755 7 iy £ 1)L BRI i
e iH{fiH display current-configuration | include sesion-limit @4
e BEUA ARV FTP R EFH P (R AT Z display @14 J5H B,
r 1

VU 7 A8 P fY i A C LD
o MIEFEAMH aaa session-limit @A E SRV FTP RS 5 P L

29 gRPC

A48 gRPC B HH ) H B A5
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29.1 GRPC_ENABLE_WITHOUT_TLS

29.2

A=mE PKI domain [STRING] isn't associated with a valid local certificate. The gRPC process
meE will start without the PKI domain.
SHRR $1: PKI#
HEFR 4
45 GRPC/4/GRPC_ENABLE_WITHOUT_TLS: PKI domain xxx isn't associated with a valid
local certificate. The gRPC process will start without the PKI domain.
B BT PRI %A B & A A HIAE T, gRPCIIRE S 3 5 ¥ A2 51 FZPKIE#AT n 2% i
“ 15, WA FRESUI R M AN 77 N LgRPCERE
ALFRIEIY 7
GRPC_LOGIN
HERNE [STRING] logged in from [STRING], session id [INT32].
$1: P4
SRR $2: % ik
$3: £ifiID
HEFR 6
£ 3] GRPC/6/GRPC_LOGIN: user logged in from 127.0.0.1, session id 1.
H&iEA FI P 8 s
ALFRIEIY 7
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29.3 GRPC_LOGIN_FAILED

29.4

29.5

[STRING] from [STRING] login failed.

HEAZR 5%
[STRING] from [STRING] login failed. [STRING]
$1: A4
SHIRRE $2: &bk
$3: KIWJEA, HUE ANumber of the gRPC sessions reached the limit.
HEFR 4
GRPC/4/GRPC_LOGIN_FAILED: user from 127.0.0.1 login failed.
241 GRPC/4/GRPC_LOGIN_FAILED: user from 127.0.0.1 login failed. Number of the gRPC
sessions reached the limit.
A= ULEA H P &R
e 1. WmRRERKMER, HRELGORERT, PDUH P A2 S E
ML)

2. MR EIR gRPC &ifBiAsE LR, 15D gRPC &/ i 4k

GRPC_LOGOUT
HERNE [STRING] logged out, session id [INT32].
$1: P4
PA—
EHRR $2: £iFID
HEFR 6
245 GRPC/6/GRPC_LOGOUT: user logged out, session id 1.
HiER P IE# 2
BRI 7

GRPC_SERVER_FAILED

HEARZRE Failed to enable gRPC server.

HEFR 4

245 GRPC/4/GRPC_SERVER_FAILED: Failed to enable gRPC server.
FitAR DRI 1, JEvk AIgRPCR 55 48 v 7% 43

ALFR N R 75 0 15 o
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29.6 GRPC_SUBSCRIBE_EVENT_FAILED

HEAZRE Failed to subscribe event [STRING].

SRR $1: Hiff4

HEFR 4

241 GRPC/4/GRPC_SUBSCRIBE_EVENT_FAILED: Failed to subscribe event syslog.
HEULER NEE PRI

ALFR IS x

29.7 GRPC_RECEIVE_SUBSCRIPTION

HERNE Received a subscription of module [STRING].
SHIRR $1. P4
HEEFR 6
. GRPC/6/GRPC_RECEIVE_SUBSCRIPTION: Received a subscription of module
] .
yslog.
H&iHEA W B — AT B A
ALFRIEIY 7

30 va

AFTA 4 HA BB i H S AR .

30.1 HA_BATCHBACKUP_FINISHED

HEARZRE Batch backup of standby board in [STRING] has finished.
SR $1: Hslot{U L FFHCPURT, HIRslotTEM E: Yslot k£ CPURY, FRCPUFFTERL
= B
HEFR 5
45 HA/5/HA_BATCHBACKUP_FINISHED: Batch backup of standby board in slot 1 CPU 0
has finished.
EifER fi 72 slot/ CPU R & 4 171 58 ik
I T
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30.2 HA_BATCHBACKUP_STARTED

30.3

30.4

HENA Batch backup of standby board in [STRING] started.

SH R $1: Yslotf LRFHCPURS, FoRslotiTEMLE: Hslot3 % CPURS, F/RCPUSTTE(L
= &

HEFR 5

o HA/5/HA_BATCHBACKUP_STARTED: Batch backup of standby board in slot 1 CPU 0
#) started

H&iHEA fi & slot/ CPU I i & #% 7 HT Uf

ALFR IS 7

HA STANDBY NOT_READY

HEAZR Standby board in [STRING] is not ready, reboot ...

SRR $1: YslotfLRFFCPURS, FRIRslotTENIE : Yslot3 £ CPURY, FI/RCPUFTTELL

= B

HEEFR 4

2451 HA/4/HA_STANDBY_NOT_READY: Standby board in slot 1 CPU 0 is not ready,

reboot ...

B FREES, R HsIoVCPURMERLF, WA #EAT 2 & B4, 112 H 5 & Hslot/CPU
~ H13: FIslot/CPU, JH1E 4 FslotCPU 4T EliZfs &

ALFRIEIY L% I slot/ CPUS #5473 58 B I AN B AT 22 4% {46t

HA STANDBY_TO_MASTER

HEARZRE Standby board in [STRING] changed to the master.
SHIETE $1: Yslot{ L FFHCPUI, KorslotiifEfiE: Aslot3 72 CPUR, FIRCPUFTEAL
= B
BAEFR 5
. HA/5/HA_STANDBY_TO_MASTER: Standby board in slot 1 CPU 0 changed to the
Sl master
A= ULER KAET&BIH, % Hslot/CPUR N A slot/CPU
IR T
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31 HTTPD

AHiN4E HTTPD (HTTP daemon) Filim i HEE L,

31.1 HTTPD_CONNECT

HERNE [STRING] client [STRING] connected to the server successfully.
N $1: EBRM, HTTPEHTTPS
S HIRTE S
$2: F /o umIPHhE
HEFR 6
2451 HTTPD/6/HTTPD_CONNECT: HTTP client 192.168.30.117 connected to the server
successfully.
HitAR HTTP/HTTPSIIRSS 4345652 1% 1 i (75K, HTTP/HTTPSEE R I 37
IR T

31.2 HTTPD_CONNECT_TIMEOUT

HERAE [STRING] client [STRING] connection idle timeout.

$1. HEERA, HTTPELHTTPS
$2: ) imIPHihE

HEFR 6

HTTPD/6/HTTPD_CONNECT_TIMEOUT: HTTP client 192.168.30.117 connection to

%4 server idle timeout.
H& R HTTP/HTTP SiZ 4z K 7 IR B[R] A 1 7 7T
ATBEIY X

31.3 HTTPD_DISCONNECT

HERNE [STRING] client [STRING] disconnected from the server.
N $1: EBRM, HTTPEHTTPS
SRR s
$2: F /o umIPHhE
HEFR 6
45 HTTPD/6/HTTPD_DISCONNECT: HTTP client 192.168.30.117 disconnected from the
server.
SRR HTTP/HTTPSZ /™ s Wt 1 21 I 5% a4 I 2
IR T
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31.4 HTTPD_FAIL_FOR_ACL

HEAZRE [STRING] client [STRING] failed the ACL check and could not connect to the server.
. $1: HERAL, HTTPEHTTPS

SRR -
$2: & igIPHukE

BHEER 6

2451 HTTPD/6/HTTPD_FAIL_FOR_ACL: HTTP client 192.168.30.117 failed the ACL check
and cannot connect to the server.

H&iEA HTTP/HTTPS% i I ACLIG 7, Jovkad g s

AR X

31.5 HTTPD_FAIL_FOR_ACP

AxlE [STRING] client [STRING] was denied by the certificate access control policy and could
not connect to the server.

$1: EEZRA, HTTPEHHTTPS
$2: ) imIPHihE

HEZFR 6

HTTPD/6/HTTPD_FAIL_FOR_ACP: HTTP client 192.168.30.117 was denied by the

Sl certificate attribute access control policy and could not connect to the server.
SRL HTTP/HTTPS% /" i A B R E F e NIl SRS A 7, oIk i SO %
ALFR IS 7

31.6 HTTPD_REACH_CONNECT_LIMIT

AxlE [STRING] client [STRING] failed to connect to the server, because the number of
mNeE connections reached the upper limit.

$1: EEZRA, HTTPEHHTTPS
$2: ) imIPHihE

HEZFR 6

HTTPD/6/HTTPD_REACH_CONNECT_LIMIT: HTTP client 192.168.30.117 failed to

%4 connect to the server, because the number of connections reached the upper limit.
HEEA TR B KERA, TR E S
BRI WHIRYE = H v Saaa session-limithc & o VFIWebi K& 5 H F 3
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32 IFMON

A O B R i H SR R

32.1 BGTRAFFIC_

SEND_BEGIN

HERNE Interface [STRING] began sending background traffic.
SHIRR $1: EOLR
HEFR 6
2645 IFMON/6/BGTRAFFIC_SEND_BEGIN: Interface GigabitEthernet1/2/0/1 began sending
background traffic.
HEER B H 5 1 553 B AN £ 100Mbpsi, 13 FUF 4R RIS il &
ALFR IS 7
32.2 BGTRAFFIC_SEND_END

HEAZR Interface [STRING] stopped sending background traffic.
SRR $1: BEOALR
HEFR 6
45 IFMON/6/BGTRAFFIC_SEND_END: Interface GigabitEthernet1/2/0/1 stopped sending
background traffic.
FiA B0 5 Al 45 5K T-300Mbps i, B2 5 1 R IEL R
ALFRIEIY P

33 iFner

AR A T BEAR A H B H AR
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33.1 IF_JUMBOFRAME_WARN

33.2

33.3

The specified size of jumbo frames on the aggregate interface [STRING] is not

== PN
RasmE supported on the member port [STRING].
N $1: HEEOLR
SHER o
$2: AR AR
EFER 3
IFNET/3/IF_JUMBOFRAME_WARN: -MDC=1-Slot=3; The specified size of jumbo
255 frames on the aggregate interface Bridge-Aggregationl is not supported on the member
port GigabitEthernet1/2/0/1.
AR AR K& NEMjumboframe enable [ size JECE, #4355 7t AN S HF
IR AR DL S FFRC B s zeilH, ¥ ERAE O Ksizefl BEZEHEN

INTERFACE_NOTSUPPRESSED
HEARZRE Interface [STRING] is not suppressed.
SHRR $1. HEOAK
HEFR 6
245 IFNET/6/INTERFACE_NOTSUPPRESSED: Interface GigabitEthernet1/2/0/1 is not
suppressed.
HERRA O ADHPRS B AR IHPRES, i B2k 55 AT BUR G142 1 UP/DOWNARZS 281K,
ALFRIEIY p
INTERFACE_SUPPRESSED
HEARZRE Interface [STRING] was suppressed.
SHIRRE $1: EOALR
HEFR 5
2645 IFNET/5/INTERFACE_SUPPRESSED: Interface GigabitEthernet1/2/0/1 was
suppressed.
B M ARSI E AR, 2 D] A, B2l 55 A R B o H UP/DOWNRZS
“ B34
J— 1. RfEED ORI LR S H SR
k 2. EREACE LA R AR

1) T e i R A ) S 4
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33.4 LINK_UPDOWN

33.5

HEAZRE Line protocol state on the interface [STRING] changed to [STRING].
; $1: HEHH

$2: WHhBCIRZS, up. down

HEFR 5

245 IFNET/5/LINK_UPDOWN: Line protocol state on the interface GigabitEthernet1/2/0/1
changed to down.

H&iEA 2 O BE RS E I UCIRES R AR

QmEy g EURAS ydownist, 15§ Fdisplay interfacedr S BB MK ERS, #—Hwhr

i E IRy down 1 i ]

PFC_WARNING

On interface [STRING], the rate of [STRING] PFC packets of 802.1p priority [INTEGER]

HERNE exceeded the PFC early-warning threshold [INTEGER] pps. The current rate is
[INTEGER].
$1: EOLR
$2: HEJ7E), input. output
SRR $3: 1REM802.1pth sk
$4: fEEEOEHEWIPFCIEE, B Npps
$5: AT DRWPFCIOCMES, A Npps
EEFR 4
IFNET/4/PFC_WARNING: On interface GigabitEthernet1/2/0/1, the rate of input PFC
245 packets of 802.1p priority 1 exceeded the PFC early-warning threshold 50 pps. The
current rate is 60.
HERA F2 AR B R PFCHR SC IR #2148 B T | ] PR
ALFRIEIY 7
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33.6 PHY_UPDOWN

33.7

33.8

HEAZRE Physical state on the interface [STRING] changed to [STRING].
$1: HEHH

SRR ‘
$2: HEBIRZS, up. down

HEFR 3

245 IFNET/3/PHY_UPDOWN: Physical state on the GigabitEthernet1/2/0/1 changed to
down.

HERA P2 1R BOIR S K AR AR AL

ALFRIEIY YIELZIRAS Jydown iy, BRI A ) B A B A 1 i P

PROTOCOL_UPDOWN

HERNE Protocol [STRING] state on the interface [STRING] changed to [STRING].
$1: AR

SRR $2: AR
$3: PHUCIRE, up. down

BAEFR 5

245 IFNET/5/PROTOCOL_UPDOWN: Protocol IPX state on the interface
GigabitEthernet1/2/0/1 changed to up.

EifER O E DM BCRPIRES R A2

IR W2 2 AR Sy down i, TR 7 1 4% 2 PG B

STORM_CONSTRAIN_BELOW

HEARZRE [STRING] is in controlled status, [STRING] flux falls below its lower threshold [STRING].
$1: OB
$2: KA, BC. MC. UC
$3: i TR

SYRIERE o
e lowerlimit%
e lowerlimit pps
e lowerlimit kbps

BEER 1

2645 IFNET/1/STORM_CONSTRAIN_BELOW: GigabitEthernet1/2/0/1 is in controlled
status, BC flux falls below its lower threshold 90%.

HERA o AL T2 4R, %0 H AT R R = G E IR BIVE RN T 1 IR

ALFRIEIY 7
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33.9 STORM_CONSTRAIN_CONTROLLED

A=mE [STRING] turned into controlled status, port status is controlled, packet type is
mE [STRING], upper threshold is [STRING].
$1: EOLR
$2: KA, BC. MC. UC
n $3: 0 1R
SRR o
e upperlimit%
e upperlimit pps
e upperlimit kbps
HEFR 1
451 IFNET/1/STORM_CONSTRAIN_CONTROLLED: GigabitEthernet1/2/0/1 turned into
controlled status, port status is controlled, packet type is BC, upper threshold is 90%.
FiAA Ui AL T2 4R, i AR 22 I el i G B P B PR
ALFRIEIY s

33.10 STORM_CONSTRAIN_EXCEED

HEAE [STRING] is in controlled status, [STRING] flux exceeds its upper threshold [STRING].
$1: BEOALR
$2: 3R, BC. MC. UC
$3: M| EIR
YRR o
e upperlimit%
e upperlimit pps
e upperlimit kbps
HEFR 1
245 IFNET/1/STORM_CONSTRAIN_EXCEED: GigabitEthernet1/2/0/1 is in controlled
status, BC flux exceeds its upper threshold 90%.
FiAA Ui AL T2 4R, & A R 22 I el TG B 1) B PR
ALFRIEIY P
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33.11 STORM_CONSTRAIN_NORMAL

A=mE [STRING] returned to normal status, port status is [STRING], packet type is [STRING],
mE lower threshold is [STRING].
$1: FEIIAFK
$2: KA, BC. MC. UC
- $3: Hi] FIR
> F
e lowerlimit%
e lowerlimit pps
o lowerlimit kbps
HEFR 1
45 IFNET/1/STORM_CONSTRAIN_NORMAL: GigabitEthernet1/2/0/1 returned to normal
status, port status is normal, packet type is BC, lower threshold is 10%.
FiAA Ui AT IEFARES, & RSB S MO R BV BN T 1 IR EE
ALFRIEIY s

33.12 VLAN_MODE_CHANGE

HEAZRE Dynamic VLAN [INT32] has changed to a static VLAN.

SHER $1: VLANID

BHEFR 5

£ 31 IFNET/5/VLAN_MODE_CHANGE: Dynamic VLAN 20 has changed to a static VLAN.
Bt O VLANSE 05 830 A VLANFE el # A VLAN

ALFR IS 7

34 IKE

AFTA 4 IKE Bibkda i i HEEE .
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34.1 IKE_P1 SA_ESTABLISH_FAIL

34.2

Failed to establish phase 1 SA for the reason of [STRING]. The SA’s source address is

== PN

H&R& [STRING], and its destination address is [STRING].
$1: RMERH, &8 Ano matching proposal. invalid ID information. unavailable
certificate. unsupported DOI. unsupported situation. invalid proposal syntax. invalid
SPI. invalid protocol ID. invalid certificate. authentication failure. invalid message

B IRTE header. invalid transform ID. malformed payload. retransmission timeout. Z¥incorrect
configuration
$2: Yk
$3: HHAyHdk

HEFR 6
IKE/6/IKE_P1_SA_ESTABLISH_FAIL: Failed to establish phase 1 SA for the reason of

245 no matching proposal. The SA’s source address is 1.1.1.1 and its destination address is
2.2.2.2.

HE5ER IKE &AL 58— B B SAZRI LA K 2 5 B

AbFRIEIY R T A g 0 B A 45 PO IKEETC B

IKE_P2_SA_ESTABLISH_FAIL

Failed to establish phase 2 SA for the reason of [STRING]. The SA’s source address is

== o
S [STRING], and its destination address is [STRING].
$1: RMUEH, &R HNinvalid key information. invalid ID information. unavailable
proposal. unsupported DOI. unsupported situation.invalid proposal syntax. invalid SPI.
. invalid protocol ID. invalid hash information. invalid message header. malformed
e payload. retransmission timeout. Z{incorrect configuration
$2: JEHbHE
$3: HpHhhk
HEFR 6
IKE/6/IKE_P2_SA_ESTABLISH_FAIL: Failed to establish phase 2 SA for the reason of
251 invalid key information. The SA’s source address is 1.1.1.1, and its destination address
is2.2.2.2.
FitAR IKEZE L3 i Bt SAZR I LA K 2R 5 1]
ALFRIEIY 67 A B A0S B BE 4% R IKE AT IPsecic &
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34.3 IKE_P2_SA_TERMINATE

The IKE phase 2 SA was deleted for the reason of [STRING]. The SA’s source address is

== PN

R&n® [STRING], and its destination address is [STRING].
$1: MIBRSAKIJRA, &7~ NSA expiration

SRR $2: YRHbhE
$3: HIWHbik

BEFR 6

245 IKE/6/IKE_P2_SA_TERMINATE: The IKE phase 2 SA was deleted for the reason of SA
expiration. The SA’s source address is 1.1.1.1, and its destination address is 2.2.2.2.

H&i5iRA 2 B BESAH T3 2 25 M B

BRI p

35 INTRACE

AT INPCB CHMIUHAE I HY bt HEE R .

35.1 WHITELIST

-[STRING]; Failed to add ACL rule [STRING]:[UINT16] -> [STRING]:[UINT16] to the

b= = o2
H&R& whitelist, VRF: [UINT16], error code: OX[UINT32]
$1: W=
$2: Athiht
$3: A 1=
$4: mym ik
$5. TE
S IRTE $6: FMET|
$7: RS, 3.
e  0x22010002: ACL ¥\ f7eE
e  (0x22010008: H#&HHMN ik LR
e  0x40010001: HAhSF#, Ll MDC il 1E
e  0x4001000B: #HEA L
HEFR 3
45 INTRACE/3/WHITELIST: -Chassis=2-Slot=3; Failed to add ACL rule 1.1.1.1:36523 ->
1.1.1.2:179 to the whitelist, VRF: 0, error code: 0x22010002.
AR AR TCPML TR INACL [ 44 B 25
BUSEEE I KM IZTCPERIRE, AFZERIVESETIEY
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-[STRING]; Failed to delete ACL rule [STRING]:[UINT16] -> [STRING]:[UINT16] from

= = o2
H&R& the whitelist, VRF: [UINT16], error code: OX[UINT32].
$1: W=
$2: At
$3: AHhiE IS
$4: mym ik
P $5: I 15
SRR $6: FAMZ3
$7: RIS, 3.
e  0x40010001: HAhS5F#, Lhin MDC =l AL
e  0x40010008: & A\ZHstiR
e  0x4001000B: %A L
HEZFR 3
45 INTRACE/3/WHITELIST:-Chassis=2-Slot=3; Failed to delete ACL rule 1.1.1.1:36523
->1.1.1.2:179 from the whitelist, VRF: 0, error code: 0x22010001.
ARifRA TCPML S5 HIBRACL [ 44 B T
BUSEEE I MATCPHMACLALH, BEZGHINAARES S 75

36 IP6ADDR

A4 1Pv6 HhE R A H S5 S
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36.1 IP6ADDR_ADDLINKLOCAL_FAIL

36.2

HEAZRE Failed to add a link-local address of interface [STRING] to driver. Reason: [STRING].
$1: BO#
$2: R B A I I b 2R 1 TR A <
ST o Deploying link-local addresses to driver is not supported: & A3 T kK5
= A b 5 3 )
o Insufficient resources: AL
o Unknown error: A4
HEFR 4
45 IP6ADDR/4/IP6ADDR_ADDLINKLOCAL_FAIL: Failed to add a link-local address of
interface GigabitEthernet1/2/0/1 to driver. Reason: Insufficient resources.
B RN ADRASBOTCRES 77 2RIUPve s, 3F THR w8 MIPvetbliki, & &4
H5i5 AR A BB AL, IR RIS, WA RS AL T R 25 IRE R, AT BN
=
o WIRBWHAANLE N R A MIOE B IR, A% ibHE
BRI o WIREPFUNBIEAL, FTEERSNAEURREIR, A5 EHPUTERE

o INFURARFHNR, EBERBIARIHE

IP6ADDR_CREATEADDRESS CONFLICT
AR Failed to create an address by the prefix. Reason: [STRING] on [STRING] conflicts with
mNE SRV6 locator [STRING].
$1: |PV6,J£J@£JJZ
SRR $2: HEO4
$3: Locatork
HEFR 4
IP6ADDR/4/IP6ADDR_CREATEADDRESS_CONFLICT: Failed to create an address
245 by the prefix. Reason: 2000::1234:0:0:1/80 on GigabitEthernet1/2/0/1 conflicts with
SRv6 locator 2000::1/64.
Fel _BAE R IPVe A B FISRVEHL ] R C & (fiLocator Bah 5. i A H ipv6e
ik RA address prefix-numbery 4 A3 LN E IPvelhtl, {HZ by 0 & T 7ESRveL Kl
FHECE ) Locator B, Ml A< H &
IR BUHMRECE, HHOAEECOTE R MIPveiiil:
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36.3 IP6ADDR_CREATEADDRESS_ERROR

36.4

Failed to create an address by the prefix. Reason: [STRING] on [STRING] and

== PN
H&R& [STRING] on [STRING] overlap.
$1: IPveHllFT 4
$2: HEO%H
SRR i
$3: IPv6HihEAT4R
$4: 4
HEFR 4
IP6ADDR/4/IP6ADDR_CREATEADDRESS_ERROR: Failed to create an address by
£ 31 the prefix. Reason: 2001::/64 on GigabitEthernet1/2/0/2 and 2001::/64 on
GigabitEthernet1/2/0/1 overlap.
AR P e LU 5 AT A I PVe B IE T, FIREER T F— & W& AR O AT &,
° FEUPVEHIIEE BRI, S A H &
AbFRIEIY BUH P4 O s i 5T 48 AR sPve b P C B, 3 IC 2 At BT 2 1Pve bk

IP6ADDR_CREATEADDRESS_ INVALID
AR Can't configure the unspecified address or loopback address on [STRING] by using a
mNE prefix with all zeros.
SRR $1: HEO4
HEFR 4
245 IP6ADDR/4/IP6ADDR_CREATEADDRESS_INVALID: Can't configure the unspecified
address or loopback address on GigabitEthernet1/2/0/1 by using a prefix with all zeros.
P21 ERIPve b ANRE 2 AR 2 bk B A ml b . W RAE A ipv6 prefixar SRLE [
RitER 4B IIPvehFTZ:, FEidipv6 address prefix-numbery 45| A4 ZHIPV6H:
HERT 9 OB E T AR T B b B E B E b, WA A H &
ALFRIEIY WO TR B, SR % I ERT A IPve i
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36.5 IP6GADDR_FUNCTION_FAIL

HEAZRE Failed to enable IPv6 on interface [STRING]. Reason: [STRING].
$1: M4
$2: fHREIPVEIhRERIGI RN, HUfE 4
SRR e Insufficient resources: HiFAE
e IPv6 is not supported: HIT&&AHFE IPV6, M EASCRACE IPv6 Hilik
e Unknown error: K HI45i%
HEFR 4
2645 IP6ADDR/4/IP6ADDR_FUNCTION_FAIL: Failed to enable IPv6 on interface
GigabitEthernet1/2/0/1. Reason: Insufficient resources.
BB ERESSTIORE T REREUPve LR, SiTF TH e O MIPvehhki, 2 {fifg
EiER IPV6D)fit. 4N O B IPveihl 0, BIHREIPVET)AESRIL, MIFTENIL A & . fEREIPV6
DR R R R — s WIEA L. WRANEFIPVE. KA RS
. o WREFNBHEAL, FEBBS WA BRINEHR, A5 ERHATIRME
ALFRIEIY

o IMRRARFIER, HIRRBOR SR

37 IP6FW

AFiE IP6BFW (IPv6 Forwarding) HE(E R

37.1 IP6FW_ABNORMAL_HEADERS

HEARZRE Received an IPv6 packet with repeated extension headers.

SRR ¥

HEFR 6

2645 IP6FW_/6/IP6FW_ABNORMAL_HEADERS: Received an IPv6 packet with repeated
extension headers.

H&iEA B — M E YR K IPVE IR 3L

ALFRIEIY oA AR SCUR 591
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37.2 IP6FW_FAILED TO SET _MTU

HEAZRE Failed to set MTU [UINT32] on interface [STRING] for IPv6 packets.

. $1: MTUfHE

SRR 5
$2: FIIAFK

HEFR 5

2645 IP6FW/5/IP6FW_FAILED_TO_SET_MTU: Failed to set MTU 9600 on interface
GigabitEthernet6/3/8 for IPv6 packets.

AR FERE O LI B MTULE R IK

ALTREZIY Eed%E R FMTULE

38 IPADDR

AFTA 4 1P MR i H S S B
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38.1 IPADDR_HA_EVENT_ERROR

BEARE A process failed HA upgrade because [STRING].
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A process failed HA upgrade because [STRING].

$1:

HEFRHATF G R R A -

IPADDR failed the smooth upgrade: #% 8] 2 U

IPADDR failed to reupgrade to the master process: HE#HiTI4¢ hFEIK
IPADDR stopped to restart the timer: 5 J& 5 i #2845 11

IPADDR failed to upgrade to the master process: J+£ h 332 50k
IPADDR failed to restart the upgrade: = 2%t 4% 2k

IPADDR failed to add the unicast object to the master task epoll: ¥ sync £
M R EEFATLS epoll KIK

IPADDR failed to create an unicast object: %2 &% 2k

IPADDR role switchover failed when the standby process switched to the

master process: % FF 3 I i O EE 4R R I

IPADDR switchover failed when the master process switched to the standby

process: FAR & BEGRIK

IPADDR HA upgrade failed: HA 72 2l

IPADDR failed to set the interface filtering criteria: ¥ & 2% & B AJAH R
IPADDR failed to register interface events: % L1420

IPADDR failed to subscribe port events: 7 53 1 S5 4 2 U

IPADDR failed to add a VPN port event to the master epoll: #sJ VPN 3 K
HM4F T Epoll 21K

IRDP failed to open DBM: #]JF DBM ¥ /7 2k K

IRDP failed to initiate a connection to the device management module: [7] %
HEMAL R

IRDP failed to add the master task epoll with the handle used to connect to the
device management module : 515 #% & B LRI AN Epoll 1K

IRDP failed to register device management events: E /M54 & BE A4 2k W
IRDP failed to subscribe port events: 1] F& B3 A% A s 1 24 2 e

IRDP failed to add the master task epoll with the handle used to subscribe port
events: T [ P Agm D2 A A RN Epoll 25

IRDP failed to set the interface filtering criteria: % & 2 I )45 2
IRDP failed to register interface events: V% L1342
IRDP failed to register network events: 3 /it /¥ 2% F41 2k

IRDP failed to create the interface control block storage handle: /%% 4%
) RAT il ) A 2R I

IRDP failed to create the timer: Al & I #% 25

IRDP failed to add the master task epoll with the handle used to create the

timer: A1 %2 i 35 A AN Epoll 2k K

IRDP failed to set the schedule time for the timer: 5 & 5 I 2% 1 & I 8] 25
IRDP failed to set the timer to unblocked status: 5 & & il #% 9 B % 25 e
IRDP failed to create a timer instance: % & i 2& 52451 2 it
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A process failed HA upgrade because [STRING].

BHEFR 4
245 IPADDR/4/_IPADDR_HA_EVENT_ERROR: A process failed HA upgrade because
IPADDR failed the smooth upgrade.
EifER HREHATH LRI, 5 R AR BT R M, ST R R IS
ALFRIEIY THRRRBR

38.2 IPADDR_HA_STOP_EVENT

HEARZRE The device received an HA stop event.

HEFR 4

255 IPADDR/4/IPADDR_HA_STOP_EVENT: The device received an HA stop event.
SRR BAIWEIHA STOPH4F

ALFRIEIY HRRRBR

39 prw

AFi4 IPFW (IP Forwarding) H&fE R

39.1 IP_ADD_FLOW_ANTITCPSYNFLD

Add a flow-based entry: Packet type=[STRING]; SrcIP=[IPADDR]; DstPort=[UINT16];

== o
RERE VPN=[STRING].
$1: ROCEM, BUE AT
. MPLS
[ IP
$2: ZrAR SCHIIRIPHhE
$3: BEECGE M E 5 E
$4: VPNSZHI4FR, 2 PHEUE Jythe public network, 3REA Fk 2 s BUE N/A
BHEFR 4
2451 IPFW/4/IP_ADD_FLOW_ANTITCPSYNFLD: Add a flow-based entry: Packet type=IP;
SrclP=2000::1; DstPort=23; VPN=the public network
e R E v] BE R F T MTCP SYN Flood Wi, #N—2#: TR TCP SYN Flood B
Il:.\l IK)‘]‘?E%IE
ALFR IS A Bt ke
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39.2 IP_ADD_FLOW _ANTIUDPFLD

39.3

Add a flow-based entry: Packet type=[STRING]; SrcIP=[IPADDR]; DstPort=[UINT16];

b= = o3
R&n® VPN=[STRING].
$1: OCHEM, HUEAHE:
e MPLS
. IP
SHRR
$2: B SCRIEIPH L
$3: W H R S
$4: VPNSZHIZFR, A MEUE Aythe public network, FRER 4k 2T BUE N/A
HEFR 4
2451 IPFW/4/IP_ADD_FLOW_ANTIUDPFLD: Add a flow-based entry: Packet type=IP;
SrclP=2000::1; DstPort=69; VPN=the public network.
HE5ER R 2 w] e 2 5L T UDP Flood X, ¥RMI— &4 T-1Z3i 1 UDP Flood g o Blj ¥ % Tl
AR Ko 25 Bk SRR

IP_ADD_INTERFACE_ANTITCPSYNFLD
HERNE Add an interface-based entry: Packet type=[STRING]; Interface=[STRING].
$1: RO, PUEAHE:
s [ MPLS
SRR
. IP
$2: HEOLW
BAEFR 4
26451 IPFW/4/IP_ADD_INTERFACE_ANTITCPSYNFLD: Add an interface-based entry:
Packets type=MPLS; Interface=GigabitEthernet1/2/0/1.
. For il B P BE & T4 LTCP SYN Flood ¥y, HIN—4&5: T3 L AITCP SYN Flood
Hl&\l}ﬁﬁﬂ .
i By 2 It
IR o A Bk SRR
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39.4 IP_ADD_INTERFACE_ANTIUDPFLD

39.5

HEAZRE Add an interface-based entry: Packet type=[STRING]; Interface=[STRING].
$1: fROCKEM, BUEETE:
" e MPLS
SRR
e |P
$2: HHHK
BHEFR 4
2451 IPFW/4/1IP_ADD_INTERFACE_ANTIUDPFLD: Add an interface-based entry: Packets
type=MPLS; Interface=GigabitEthernet1/2/0/1.
B R Fw] e 2 5L T4 0 WUDP Flood i, W II— &3k T-1%4# N1 UDP Flood M B i3k
nen Iﬁ
ALFRIEIY A Bt R

IP_DEL_FLOW_ANTITCPSYNFLD
AxRE Delete a flow-based entry: Packet type=[STRING]; SrcIP=[IPADDR]; DstPort=[UINT16];
mRe VPN=[STRING].
$1: RO, PUEAHE:
. MPLS
. IP
SRR
) $2: BUlR S IEIPHLE
$3: BEEGE R H S
$4: VPNSZHIZFR, A MEUE Aythe public network, R4k 2T BUE N/A
BEER 4
2451 IPFW/4/IP_DEL_FLOW_ANTITCPSYNFLD: Delete a flow-based entry: Packet
type=MPLS; SrclP=192.168.1.2; DstPort=80; VPN=vpnl.
AP FEALRA T, MBS — 263 T I TCP SYN Flood 3 i B {2 301, 1% & TR SC R REMPLS,
“ JRIPHINE/£192.168.1.2, H I3 5280, VPN 4 F7 Evpnl
ALFRIEIY o Ak
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39.6 IP_DEL_FLOW_ANTIUDPFLD

39.7

Delete a flow-based entry: Packet type=[STRING]; SrcIP=[IPADDR]; DstPort=[UINT16];

b= = o3
HEA#E VPN=[STRING].
$1: oM, HUEBE:
. MPLS
. IP
SHIRRE
N $2: Kt RSP AL
$3: BHEHRIm S
$4: VPNSZHIZFR, A MEUE Aythe public network, FRER 4k 2T BUE N/A
HEER 4
2451 IPFW/4/IP_DEL_FLOW_ANTIUDPFLD: Delete a flow-based entry: Packet type=MPLS;
SrclP=192.168.1.2; DstPort=80; VPN=vpnl.
338 B AP, I — 43 T UDP Flood B e R, &R W AR SR BEMPLS, J5
- IPHENE/2192.168.1.2, H Mg 15280, VPN & dvpnl
AR Jo it Ab 2

IP_DEL_INTERFACE_ANTITCPSYNFLD
HEARZRE Delete an interface-based entry: Packet type=[STRING]; Interface=[STRING].
$1: WHOCEA, HUEARE:
. MPLS
SRR
. IP
$2: EOALR
BEER 4
2451 IPFW/4/IP_DEL_INTERFACE_ANTITCPSYNFLD: Delete an interface-based entry:
Packets type=IP, Interface=GigabitEthernet1/2/0/1.
i MR —4ZEFH: O TCP SYN Flood BRI, %R SCRAZIP, BO4H
~ JEGigabitEthernet1/2/0/1
ALFRIEIY o Ak
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39.8 IP_DEL_INTERFACE_ANTIUDPFLD

39.9

HEAZRE Delete an interface-based entry: Packet type=[STRING]; Interface=[STRING].
$1: ROCEM, BUE AT

SRR I“;PLS
$2: EOLR

HEFR 4

2645 IPFW/4/IP_DEL_INT_ERF_ACE_ANTIUDPFLD: Delete an interface-based entry: Packets
type=IP, Interface=GigabitEthernet1/2/0/1.

3B TFR— 2T 1 UDP Flood Ml Biiti &I, R IR SCRALRIP, &M ARk
GigabitEthernet1/2/0/1

ALFRIEIY TG e AL H

IP_INSERT_FAILED_ANTITCPSYNFLD

AxlE Insert into AVL tree failed for flow-based entry: Family=[UINT32]; DstPort=[UINT16];

mNE VPN=[UINT16].
$1: RS S

SHIRR $2: Hm M5
$3: VPNAHK

HEFR 5

45 IPFW/5/IP_INSERT_FAILED_ANTITCPSYNFLD: Insert into AVL tree failed for
flow-based entry : Family=2; DstPort=80; VPN=2.

+i8E FFHITCP SYN Flood il B via i ML R Tl ANAVLI I, PRl 522, H A% H

- B280, RVPNAFHK

ALFRIEIY TG AL #
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39.10 IP_INSERT_FAILED_ANTIUDPFLD

Insert into AVL tree failed for flow-based entry: Family=[UINT32]; DstPort=[UINT16];

b= = o3
HEAE VPN=[UINT16].
$1: Wik s
SHIRRE $2: HMWui s
$3: VPN# K
BHEER 5
245 IPFW/5/IP_INSERT_FAILED_ANTIUDPFLD: Insert into AVL tree failed for flow-based
entry : Family=2; DstPort=80; VPN=2.
HrEieE £ T MUDP Flood i B o B RIUHAAVLR W, Th0RS 22, Hm 52
- 80, H/RVPNA R
AR T

39.11 IP_NOTSUPPORT_ANTITCPSYNFLD

HERAE TCP SYN flood attack prevention is not supported.
YRR e
HEFR 6
s IPFW/6/IP_NOTSUPPORT_ANTITCPSYNFLD: TCP SYN flood attack prevention is not
2451
supported.
EifER AFZFFTCP SYN Flood X B Y Th s
AbFRIEIY T

39.12 IP_NOTSUPPORT_ANTIUDPFLD

HEARZRE UDP flood attack prevention is not supported.

SHRR e

HEFR 6

245 IPFW/6/IP_NOTSUPPORT_ANTIUDPFLD: UDP flood attack prevention is not
supported.

HE5ER AN HFUDP Flood B B v Th i

ALFRIEIY Jo it Ab B
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39.13 IP_SETTING_FAILED_ANTITCPSYNFLD

BEARE Setting entry to drive failed. Total failures=[UINT32].
SRR $1: FIKEHRILIHTCP SYN Flood X B i i B o 28 Tk 4
HEFR 5
2451 IP.FW/5/IP_SETTING_FAILED_ANTITCPSYNFLD: Setting entry to drive failed. Total
failures = 12345.
EifER RO IRBNM, TNIRBEMAITCP SYN Flood B B i i B = s A~ 8 12345
ALFRIEIY oAb B

39.14 IP_SETTING_FAILED_ANTIUDPFLD

R ES Setting entry to drive failed. Total failures=[UINT32].
SRR $1: FUKEHKRIHIUDP Flood XL 7 1t ) Mok 2% T A%
BHEFR 5
2451 IP_FW/5/IP_SETTING_FAILED_ANTIUDPFLD: Setting entry to drive failed. Total
failures = 12345.
Bt RIFURBIRM, T URSI R HIUDP Flood Xy o 7 i i Mok R T AN ¥ 12345
ALFR IS Jo it Ab 2

39.15 IP_CLEARDRVSTAT_ANTITCPSYNFLD

HERE Failed to clear drive's statistics.

SHIRRE s

HEFR 4

245 IPFW/4/IP_CLEARDRVSTAT_ANTITCPSYNFLD: Failed to clear drive's statistics.
EifER THEBRIRANITCP SYN Flood X i By ¥ ik SC 4e i3 B R K

ALFRIEIY T AT
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39.16 IP_CLEARDRVSTAT_ANTIUDPFLD

BEARE Failed to clear drive's statistics.

HEFR 4

£ 31 IPFW/4/IP_CLEARDRVSTAT_ANTIUDPFLD: Failed to clear drive's statistics.
H&15 A TERRIRBN M UDP Flood Xy By ¥ )4 S 4e A5 B 2R W

AbFRIEIY TG AL #

39.17 IPFW_BPA_NORESOURCE

Not enough resources are available on [STRING] to enable BGP policy accounting for

=+ N
S interface [STRING].
. $1:chassiséi 5 +slotéi 5 Bislotdw 5
SHRR
$2: FEO 4
HEEFR 6
2645 IPFW/6/IPFW_BPA_NORESOURCE: -MDC=1-Slot=2; Not enough resources are
available on slot2 to enable BGP policy accounting for interface Route-Aggregationl.
i fii Ebgp-policy accountingfir &, H T slot¥E A 2 F:80d% 1T 5 BGPHMS i1 % Th
* GZN
ALFR IS 7

39.18 IPFW_INFO

HEARZRE The specified IP load sharing mode is not supported on this slot.

SRR ¥

HEFR 6

2645 IPFW/6/IPF\N_INFO: -MDC=1-Slot=2; The specified IP load sharing mode is not
supported on this slot.

HE5ER FH P e B AP A7 B B A s A b AN S

ALTREZIY BN IR, SR E
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HERAE Failed to configure IP load sharing mode on this slot.

HEFR 6

2645 ISIT;\.N/G/IPFW_INFO: -MDC=1-Slot=2; Failed to configure IP load sharing mode on this
FiAA FH B B NP 7 28 P4 i R G o B T R

ALFRIEIY TN R, EORT S

39.19 IPFW_FAILED_TO_SET _MTU

HEARZRE Failed to set MTU [UINT32] on interface [STRING] for IPv4 packets.
. $1: MTU{E

SHRRE .
$2: LR

HEFR 5

2451 IPFW/5/IPFW_FAILED_TO_SET_MTU: Failed to set MTU 9600 on interface
GigabitEthernet6/3/8 for IPv4 packets.

HAEA fER 0 LGB MTUME I

IR B 0 FMTUME

40 IPSEC

A4 IPsec Bibda i H EAE R .

40.1 IPSEC_FAILED_ADD_FLOW_TABLE

HERA Failed to add flow-table due to [STRING].
SHRR $1: RIGJEF
HEZFR 4

IPSEC/4/IPSEC_FAILED_ADD_FLOW_TABLE: Failed to add flow-table due to no

i—éﬁu enough resource.
R AN, TR (A RV R 2
LIBIY REFRAE R R, RS
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40.2 IPSEC_PACKET_DISCARDED

40.3

IPsec packet discarded, Src IP:[STRING], Dst IP:[STRING], SPI:[UINT32],

== o

HEME SN:[UINT32], Cause:[STRING].
$1: WICHTIRIPHHE
$2: T H HIPHbE
$3: SPI (Security Parameter Index, 4% 5])
$4: WXWFHS
$5: MU EFIIEF:
o PUEJIURIMIZI, iR N: Anti-replay checking failed.

SHRR e AHWIFRIK, E7RA: AH authentication failed.
e ESPIMIEARMK, &7RJy: ESP authentication failed.
e SATTX, BixA: Invalid SA.
e ESPf## I, E/RN: ESP decryption failed.
o IRSCHYEMAEICECR E SA, T RA: Source address of packet does not match the

SA.

o HAULKLH) ACL M, E7R"4: No ACL rule matched.

HES% 6

45 IPSEC/6/IPSEC_PACKET_DISCARDED: IPsec packet discarded, Src IP:1.1.1.2, Dest
IP:1.1.1.4, SPI:1002, SN:0, Cause:ah authentication failed

AR IPsecf S £ 57
AR &

IPSEC_SA ESTABLISH
A=R% Established IPsec SA. The SA’s source address is [STRING], destination address is
mEE [STRING], protocol is [STRING], and SPI is [UINT32].
$1: IPsec SARIJREIPHLLE
$2: IPsec SAHIH HIIPHitE
$3: IPsec SAFH M2 PHY
$4: IPsec SAHISPI
EER 6
245 IPSEC/6/IPSEC_SA_ESTABLISH: Established IPsec SA. The SA’s source address is
1.1.1.1, destination address is 2.2.2.2, protocol is AH, and SPI is 2435.
AEIHER IPsec SAfIE KT
IR &
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40.4 IPSEC_SA ESTABLISH_FAIL

40.5

Failed to establish IPsec SA for the reason of [STRING]. The SA’s source address is

=+ o3
S [STRING], and its destination address is [STRING].
$1: IPsec SAf & 5K M J5 A :
o [BiEAIEKK, Ei~HN: Tunnel establishment failure.
N5E IR A: i ion.
SR o JLEATE, BRAN Incgmplete configuration
o BTV, E/RA: Unavailable transform set.
$2: JRIPHuHE
$3: HHJIPHubE
HEEFE 6
IPSEC/6/IPSEC_SA_ESTABLISH_FAIL: Failed to establish IPsec SA for the reason of
245 creating tunnel failure. The SA's source address is 1.1.1.1, and its destination address is
2.2.2.2.
38 IPsec SABIE LM, filk iz HEREF AR : BEO @AM, REATE., BHIER
“ AT
BRI o 25 A v AUG v 15 % b IPseclit &

IPSEC_SA_INITINATION

Began to establish IPsec SA. The SA’s source address is [STRING], and its destination

=+ o3
S address is [STRING].
N $1: IPsec SAMIERIPHLHLE
SHRR
$2: IPsec SAM B IPHL4E
HEFR 6
45 IPSEC/6/IPSEC_SA_INITINATION: Began to establish IPsec SA. The SA’s source
address is 1.1.1.1, and its destination address is 2.2.2.2.
A= ULEA FriafIEIPsec SA
ALTREIY T
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40.6 IPSEC_SA_TERMINATE

The IPsec SA was deleted for the reason of [STRING]. The SA'’s source address is

AERZE [STRING], destination address is [STRING], protocol is [STRING], and SPI is
[UINT32].
$1: IPsec SAHMIRR R A :
o SAZFRNER, E/RHN: SAidle timeout.
o  IITT resetr4, EWiRA: reset command executed.
SRR $2: JHIPHbLE
$3: HMIPH:
$4: A2
$5: SPI
BEER 6
IPSEC/6/IPSEC_SA_TERMINATE: The IPsec SA was deleted for the reason of SA idle
245 timeout. The SA’s source address is 1.1.1.1, destination address is 2.2.2.2, protocol is
ESP, and SPI is 34563.
IR IPsec SABEMIKR . fil 42 1% MR TR A . SAZE RN S H AT T resetfird
I T

41 IRDP

A4 IRDP s i H ERE R

41.1 IRDP_EXCEED_ADVADDR_LIMIT

HEAE The number of advertisement addresses on interface [STRING] exceeded the limit 255.
SRR $1: BEOALR
SEFR 6
45 !RDP/6/IRDP_EXCEED_ADVADDR_LIMIT: Thg number of advertisement addresses on
interface GigabitEthernet1/2/0/1 exceeded the limit 255.
HA&AULER O EApm s Rk GE S T L IRAE
BRI MIBRHE O EAS TR B3

42 ISIS

A4 1S-1S B I H B E R .
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42.1 I1SIS_LSP_CONFLICT

42.2

IS-IS [UINT16], [STRING] LSP, LSPID=[STRING], SeqNum=[HEX], system ID conflict

b= = o3
H&R& might exist.
$1: #HFEID
. $2: IS2EAL, fEH ALevel-18kLevel-2
SHIRRE
$3: LSPID
$4: LSPIF4%
BEER 5
ISIS/5/ISIS_LSP_CONFLICT: -MDC=1;
241 IS-IS 1, Level-1 LSP, LSPID=1111.1111.1111.00-00, SeqNum=0x000045bf, system ID
conflict might exist.
BB W 2% o F] REA7-7E System IDIPER
A TR Ky 257 A2 1Z L SP I 4% I System 1D 75 0 HiAth % 4 ) System D58

ISIS_MEM_ALERT

HERNE ISIS Process received system memory alert [STRING] event.

SHIRR $1: AFEERT

HEFR 5

245 ISIS/5/ISIS_MEM_ALERT: ISIS Process received system memory alert start event.
HiER IS-ISHEHRIEI A A7 7 5 2

SMEEY LA RANAETIRES, S RGNS, XS AN E ERRE T, RE

BT 47
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42.3 ISIS_ NBR_CHG

IS-IS [UINT16], [STRING] adjacency [STRING] ([STRING]), state changed to [STRING],

== PN
H&R& Reason: [STRING].
$1: IS-ISIHFEID
$2: IS-ISARfESL
P $3: 4LEID
SHmR $4. BEO4TR
$5: ABJEIRE
$6: ABERERALIEE
BHEFR 5
245 ISIS/5/ISIS_NBR_CHG: IS-IS 1, Level-1 adjacency 0000.0000.0001
(GigabitEthernet1/2/0/1), state changed to DOWN, Reason: circuit data clean.
FiAA LIRS KA
QMBI T RE W IRS IR E o 48RS Fydownll, 525 I S-I ST B 1E A 14 A1) 2 325

148

43 ISSU

AFAG1SSU Hdr H ) H &S B

43.1 ISSU_PROCESSWITCHOVER

HEARSE Switchover completed. The standby process became the active process.

HEFR 5

2645 ISSU/5/ISSU_P_ROCESSWITCHOVER: Switchover completed. The standby process
became the active process.

SL M P #dTiIssu run switchoverif 7 L e, #itfOTH g0 £t

BRI y
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43.2 ISSU_ROLLBACKCHECKNORMAL

The rollback might not be able to restore the previous version for [STRING] because the

== PN

RasmE status is not normal.

SHIRRE $1: chassis%i 5 +slotdi 5 mislotdw 5

HEFR 4

45 ISSU/4/1ISSU_ROLLBACKCHECKNORMAL: The rollback might not be able to restore the

previous version for chassis 1 slot 2 because the state is not normal.

i ISSUTHZ, ISSUIRA b Switching, HIf7#hiTissu rol lback[aliR BISSUEIEE I &%
- HEN BB, WA AL BCIRAS A INormal, 2% H &

ALFRIEIY 7

44 L2VPN

AFG L2VPN s i H EE R

44.1 L2VPN_BGPVC_CONFLICT LOCAL

Remote site ID [INT32] (From [STRING], route distinguisher [STRING]) conflicts with

R&n® local site.
$1: MR Site 1D
SRR $2: GIR MR L Site 1P H Ik
$3: 5| k5 HESitefiRoute Distinguisher
HEFR 5
245 L?VPN/5/L2VPN_BGPVC_QONFLIC‘I_'_LOCAL: Remote site ID 1 (From 1.1.1.1, route
distinguisher 1:1) conflicts with local site.
A3 Site IDFI S — ANz i Site IDFHSE. ik 1% H 10 S5 K AT g
H&RA o HiHEREl—Aizm s Site ID FA Site 1D AHIH]
o HCE AU Site ID A CHLEIH — Nz Site 1D A [H
ALFRIEIY B Sz i B A U Site 1D, B 2 PC B {3 15 Ui Site A 51N B A i Site I 75 5L 451

346



44.2 L2VPN_BGPVC_CONFLICT_REMOTE

44.3

44.4

Remote site ID [INT32] (From [STRING], route distinguisher [STRING]) conflicts with

== PN
HERE another remote site.
$1: PhRAL I Site 1D
SRR $2: GIR MR L Site 17 IPH Ik
$3: 5| k5 AESiteffiRoute Distinguisher
BHEFR 5
2451 L2VPN/5/L2VPN_BGPVC_CONFLICT_REMOTE: Remote site ID 1 (From 1.1.1.1,
route distinguisher 1:1) conflicts with another remote site.
SR PNz (1 Site IDMR . iR % 0 EMEFE I RER: £ LB —AzymSite LT,
“ BB 5 — Az Site,  PiF Y Site IDAH ]
ALFRIEIY E L — Az Site 1D, BLFE B BURC B A A PN i A 51N F [F] — A s o

L2VPN_HARD_RESOURCE_NOENOUGH

HERNA No enough hardware resource for L2VPN.
HEFR 4
s L2VPN/4/L2VPN_HARD_RESOURCE_NOENOUGH: No enough hardware resource for
#6 L2VPN
iR L2VPNAEF B IEAN 2
I R R SRR T AT LS AT E VS, PWELAC, & I Bax R2 T B

L2VPN_HARD_RESOURCE_RESTORE

EAE Hardware resources for L2VPN are restored.
HEFR 6
245 L2VPN/6/L2VPN_HARD_RESOURCE_RESTORE: Hardware resources for L2VPN are
restored.
HEER L2VP N 53 YR S
BRI .
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44.5 L2VPN_LABEL_DUPLICATE

44.6

HEAZRE Incoming label [INT32] for a static PW in [STRING] [STRING] is duplicate.
$1: AWREAE
SHRR $2: L2VPNZEAY, A& XOERMAEFEVSI
$3: A& XEHHBFE VS AR
HEFR 4
45 L2VPN/4/L2VPN_LABEL_DUPLICATE: Incoming label 1024 for a static PW in
Xconnect-group aaa is duplicate.
A AR B VSIFIFF S PW R ABR 23 S LSPEGE BFACRLSP S . ik 1% H &K
JR AT g
H=LEA e {E£ MPLS CEREMITEAL T, BCE T — R AIFEEERE LSP 8i#H 54 CRLSP &I
i PW
o FEAFREAEFA LSP BEHZS CRLSP & HMHE PW £/EIENL T, G MPLS
IR MR IZESPW, HFHCE — K EPW, JFRERMAIREE

L2VPN_MACLIMIT_FALL_AC

The number of MAC address entries on the AC fell below the upper limit. (VSI

HERNE name=[STRING], link ID=[UINT32], max-mac-entries=[UINT32],
current-mac-entries=[UINT32])
$1: ACKIEXHIVSIIAHK
$2: ACHILink ID
SHRRE $3: ACHIRCAMACHE L. =1 %0, HUE Jyunlimitedint, #7580} 2 2] i 5 K MACHHE sk
A7 BR 1
$4: ACHHTY > B IMACH: 1%L
HEFR 4
L2VPN/4/L2VPN_MACLIMIT_FALL_AC: -MDC=1-Slot=5; The number of MAC address
2451 entries on the AC fell below the upper limit. (VSI name=aaa, link ID=1,
max-mac-entries=100, current-mac-entries=80)
H&LLEA AC L2 21 B MACHE 1 % & [m1 7% 21 _EBRAE A990% LA T
ALFRIEIY 7
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44.7 L2VPN_MACLIMIT_FALL_PW

44.8

The number of MAC address entries on the PW fell below the upper limit. (VSI

HERNE name=[STRING], link ID=[UINT32], max-mac-entries=[UINT32],
current-mac-entries=[UINT32])
$1: PWJ{ERIVSIHI A FK
$2: PWHILink ID

U $3: PWIHIRAMACHEIES: 10, BUE Aunlimitedis, FERAS6 2 =1 5 A MACH 4
HEAT B )
$4: PW T 2] 3 FIMACHL HE%L

EFER 4

L2VPN/4/L2VPN_MACLIMIT_FALL_PW: -MDC=1-Slot=5; The number of MAC address

245 entries on the PW fell below the upper limit. (VS| name=aaa, link ID=100,
max-mac-entries=50, current-mac-entries=30)

HA&AULER PW %2> Bl I MACHI L 35 & 51 7% 31 EFRAE90% LA T

BRI p

L2VPN_MACLIMIT_FALL_VSI
AxlE The number of MAC address entries on the VSI fell below the upper limit. (VSI
mNE name=[STRING], max-mac-entries=[UINT32], current-mac-entries=[UINT32])

$1: VSIHAFK

SHIETE $2: VSIHHAKMACHHES: >] %
$3: VST 2] B MMACHLIES,  HUE Aunlimitedi, R AN % 2] ) K MACHEHE
HOAT IR

HEFR 4
L2VPN/4/L2VPN_MACLIMIT_FALL_VSI: -MDC=1-Slot=5; The number of MAC address

245 entries on the VSI fell below the upper limit. (VS| name=aaa, max-mac-entries=200,
current-mac-entries=150)

HEULER VSIWN 2 ] B FIMACHIE & 0] 7% 2 _EBRAE A190% L T

ALFR IS 7
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44.9 L2VPN_MACLIMIT_MAX_AC

The number of MAC address entries on the AC reached the upper limit. (VSI

HEAR _ . _ -
name=[STRING], link ID=[UINT32], max-mac-entries=[UINT32])
$1: ACKIEXIIVSIHI 4K
SHER $2: ACHLink ID
$3: ACHIH KMACHEHE2: 5] %
HEFR 4
L2VPN/4/L2VPN_MACLIMIT_MAX_AC: -MDC=1-Slot=5; The number of MAC address
245 entries on the AC reached the upper limit. (VS| name=aaa, link ID=1,
max-mac-entries=100)
Hiikee AC % =] B MACH - H ik 3 1R
ALFRIEIY 7

44.10 L2VPN_MACLIMIT_MAX_PW

The number of MAC address entries on the PW reached the upper limit. (VSI

H&RE name=[STRING], link ID=[UINT32], max-mac-entries=[UINT32])
$1: PWHIERIVSIFI AR
SHRR $2: PWILink ID
$3: PWIHKMACHEHE: 2] %
HEEFR 4
L2VPN/4/L2VPN_MACLIMIT_MAX_PW: -MDC=1-Slot=5; The number of MAC address
25 entries on the PW reached the upper limit. (VS| name=aaa, link ID=100,
max-mac-entries=50)
EifER PW 2 > 3 [ IMACH 20 A 2 R
AbFRIEIY 7

44.11 L2VPN_MACLIMIT_MAX_VSI

The number of MAC address entries on the VSI reached the upper limit. (VSI

== PN

H&R& name=[STRING], max-mac-entries=[UINT32])

P $1: VSIHIZFK

= $2: VSIfIE AMACHIHE2: 1 %

BAEFR 4

45 L2VPN/4/L2VPN_MACLIMIT_MAX_VSI: -MDC=1-Slot=5; The number of MAC address

entries on the VSI reached the upper limit. (VS| name=aaa, max-mac-entries=200)

EifER VSIP 2 3] B IMACHLIE £ A 3 LR

I T
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45 LAGG

A4 LAGG #EB A ) H G5 B

45.1 LAGG_ACTIVE

45.2

HERNE Member port [STRING] of aggregation group [STRING] changed to the active state.
N $1: AR
SRR .
$2: RAEHLBRID
HEFR 6
2451 LAGG/6/LAGG_ACTIVE: Member port GE1/2/0/1 of aggregation group BAGG1
changed to the active state.
EiER SR 2R PN 1 R s I A T i 1
IR T

LAGG_INACTIVE_AICFG

Member port [STRING] of aggregation group [STRING] changed to the inactive state,

HEARZRE because the member port and the aggregate interface have different attribute
configurations.
N $1: Ui AR
SRR .
$2: ELHUHKRRID
EEFR 6
LAGG/6/LAGG_INACTIVE_AICFG: Member port GE1/2/0/1 of aggregation group
2451 BAGG1 changed to the inactive state, because the member port and the aggregate
interface have different attribute configurations.
B T A 2 P R s R SR B S TR A R PSR C B AN [, 12 03 3 RO 2538
“ T3 11
ALFRIEIY EBUZ G o R PERRCE, SR A DR IR E — 5
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45.3 LAGG_INACTIVE_BFD

45.4

45.5

Member port [STRING] of aggregation group [STRING] changed to the inactive state,

== PN

H&R& because the BFD session state of the port was down.

N $1: AR

SYRIERE .
$2: RAEHLBRID

EFER 6

45 LAGG/6/LAGG_INACTIVE_BFD: Member port GE1/2/0/1 of aggregation group BAGG1
changed to the inactive state, because the BFD session state of the port is down.

A= ULEA RA A T _EIBFD TEdown i, 2R i 1A N s R AS

SN HEEF BRI . R A % AR I HORES I AR 01 3 1 A Ekey FUB PERL B R 15 5 5 i 1 —

ES'

LAGG_INACTIVE_CONFIGURATION
A=mzE Member port [STRING] of aggregation group [STRING] changed to the inactive state,
mE because the aggregation configuration of the port is incorrect.
. $1: i AR
YRR .
$2: BEHLBKID
HEFR 6
LAGG/6/LAGG_INACTIVE_CONFIGURATION: Member port GE1/2/0/1 of aggregation
25 group BAGGL1 changed to the inactive state, because the aggregation configuration of
the port is incorrect.
A= ULEA H T3R5 2 PN B e R i T B PR 2R R e AR Dy 5 IR A
I P

LAGG_INACTIVE _DUPLEX
A=z Member port [STRING] of aggregation group [STRING] changed to the inactive state,
mE because the duplex mode is different between the member port and the reference port.
N $1: i AR
SRR .
$2: RAEHLBRID
EFER 6
LAGG/6/LAGG_INACTIVE_DUPLEX: Member port GE1/2/0/1 of aggregation group
2551 BAGG1 changed to the inactive state, because the duplex mode is different between the
member port and the reference port.
A= ULER BT RE AN ER R DR TS ZH 0 OA 3 2l m DA E SRS
I Bz W TR, FHESH0 10—
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45.6 LAGG_INACTIVE_HARDWAREVALUE

45.7

45.8

Member port [STRING] of aggregation group [STRING] changed to the inactive state,

b= = o3
RasmE because of the port's hardware restirction.
P $1: AR
s $2: BAHUIIILID
EER 6
LAGG/6/LAGG_INACTIVE_HARDWAREVALUE: Member port GE1/2/0/1 of
2451 aggregation group BAGGL1 changed to the inactive state, because of the port's hardware
restirction.
A= ULER SRA 2R N s VIR R 5 2 28 0 VA — B0 2 DR VAR 2508 RS
AR x

LAGG_INACTIVE_LINKQUALITY_LOW
AR Member port [STRING] of aggregation group [STRING] changed to the inactive state,
mNE because the member port has low link quality.
. $1: i AR
$2: ELHUHHKRKID
BEFER 6
LAGG/6/LAGG_INACTIVE_LINKQUALITY_LOW: Member port FGE1/2/0/5 of
2451 aggregation group BAGG1 changed to the inactive state, because the member port has
low link quality.
B EA R LA R OB TR, TOVE R IE R ML S R T K I 1A N B BOTIRES
ALFR IS KA ML A, 2 DR R W 45

LAGG_INACTIVE_LOWER_LIMIT
AxlE Member port [STRING] of aggregation group [STRING] changed to the inactive state,
mNeE because the number of active ports is below the lower limit.
. $1: G HAFR
$2: REHLMKID
HEFR 6
LAGG/6/LAGG_INACTIVE_LOWER_LIMIT: Member port GE1/2/0/1 of aggregation
245 group BAGG1 changed to the inactive state, because the number of active ports is below
the lower limit.
338 B D1 3R 2L PAY B i 1) R A Ik 8 I B /NI i 1 80, B 2 N Rl 0 i 1 R 250
ALFR IS DI I ORI M-S G P B SN S A SR M E
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45.9 LAGG_INACTIVE_PARTNER

Member port [STRING] of aggregation group [STRING] changed to the inactive state,

BEARE ; . ; . 1
because the aggregation configuration of its peer port is incorrect.
N $1: AR
SYRIERE .
$2: RAEHLBRID
EFER 6
LAGG/6/LAGG_INACTIVE_PARTNER: Member port GE1/2/0/1 of aggregation group
255 BAGG1 changed to the inactive state, because the aggregation configuration of its peer
port is incorrect.
EiER HIRFEEHEN, BT 5w H RS T E AN EFA N ZBORIRES, A H AL Z B IR
IR &

45.10 LAGG_INACTIVE_PHYSTATE

Member port [STRING] of aggregation group [STRING] changed to the inactive state,

== o

S because the physical state of the port is down.

P $1: i A4 FK

i $2: WAUKMLID
BEFER 6

245 LAGG/6/LAGG_INACTIVE_PHYSTATE: Member port GE1/2/0/1 of aggregation group

BAGG1 changed to the inactive state, because the physical state of the port is down.

EifER A H N TR O I DAL T downdl RS, 1B DA i AR D 53 R3S

ALFR IS iz AL TUPRZS

45.11 LAGG_INACTIVE_RESOURCE_INSUFICIE

Member port [STRING] of aggregation group [STRING] changed to the inactive state,

=+ N

S because all aggregate resources are occupied.

. $1: 4R

SHRR .
$2: REHLMKID

HEFR 6
LAGG/6/LAGG_INACTIVE_RESOURCE_INSUFICIE: Member port GE1/2/0/1 of

245 aggregation group BAGG1 changed to the inactive state, because all aggregate
resources are occupied.

H&15 A R BHIRANE BOR A 2 P9 5 o A 2 0

ALFR IS 7
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45.12 LAGG_INACTIVE_SECONDARY

Member port [STRING] of aggregation group [STRING] changed to the inactive state,

HEARZRE because it was the secondary member port in the aggregation group in 1+1 backup
mode.

«%éﬁﬁﬁ" $1: iﬂﬁufgifﬂ\

e $2: A HEAKID

BAEFR 6
LAGG/6/LAGG_INACTIVE_SECONDARY: Member port GE1/2/0/1 of aggregation

245 group BAGG1 changed to the inactive state, because it was the secondary member port
in the aggregation group in 1+1 backup mode.

EifER BN ESEA RS AN &M, Y NinactivelRas
ALFRIEIY i

45.13 LAGG_INACTIVE_SPEED

Member port [STRING] of aggregation group [STRING] changed to the inactive state,

=+ N
S because the speed configuration of the port is incorrect.
. $1: 4R
SHRR .
$2: REHLAKID
HEFR 6
LAGG/6/LAGG_INACTIVE_SPEED: Member port GE1/2/0/1 of aggregation group
2451 BAGG1 changed to the inactive state, because the speed configuration of the port is
incorrect.
H&iEA REHNHR  H R 5 S H 0 A2, % 138 ZRITIRES
ALFR IS ez HE A, iS22m0 —5

45.14 LAGG_INACTIVE_STRUNK_DOWN

Member port [STRING] of aggregation group [STRING] changed to the inactive state,

HEAR , : .
because the role of the aggregate interface is secondary in a smart trunk.
. $1: 4R
SHRR .
$2: REHLMKID
HEFR 6
LAGG/6/LAGG_INACTIVE_STRUNK_DOWN: Member port GE1/2/0/1 of aggregation
£ 3] group BAGG1 changed to the inactive state, because the role of the aggregate interface
is secondary in a smart trunk.
i A DES-Trunk 4 mH i f (M2 58 A 2H o ke 0 o 1 ze G V00, 24 3R & % FIAES-Trunk
- M ff v Secondary i, %A 4 R B D AN R
ALFR IS 7
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45.15 LAGG_INACTIVE_UPPER_LIMIT

Member port [STRING] of aggregation group [STRING] changed to the inactive state,

== PN
H&R& because the number of active ports has reached the upper limit.
N $1: AR
SYRIERE .
$2: RAEHLBRID
EFER 6
LAGG/6/LAGG_INACTIVE_UPPER_LIMIT: Member port GE1/2/0/1 of aggregation
255 group BAGGL1 changed to the inactive state, because the number of active ports has
reached the upper limit.
B A TEAH N BOE o B IR R o JE IR R R S RO e T, SO A
- 1A Ay 2 WO IR S
IR T

46 LDP

A/ LDP Kby i 10 H EAE R .
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46.1 LDP_SESSION_CHG

HEAZRE Session ([STRING], [STRING]) is [STRING] ([STRING]). ([STRING])
$1: XTEAIILDP ID. AR ICVESR X S5 LDP ID, £755250.0.0.0:0
$2: VPN=fil4 . inizaifiE T AM, &5 Apublic instance
$3: SiERA, updi#Edown
$4: SURRMRE, AESTRIRE ydown ity 2R
$5: 2IEE R NERTEIRE Jvdown i, BRGNS B
e  LocalTransportAddr: 7 &4t
e PeerTransportAddr: X smf& syt
e  SessionRole: Ath LSR FELiGH A, BUEN:
o Active: T3y
o Passive: #zhJ5
e  SessionUpTime: £xifi4bT Operational IR FF£E} 8], # A DD:HH:MM
e  KeepaliveTime: 7 ik Keepalive K [Al{E, FRAHFE
SHRR e  KeepaliveSentCount: Aith/ki%H Keepalive 1 2 K1 5%
e  KeepaliveRcvdCount: A1 Keepalive 8 5 1241
e  GracefulRestart: XfZ:fk - £ & fifE T LDP GR ThfE:
o On: FR{TifE
o Off: FARMRE
e  SocketlD: £iEHIEHT ID
e  WaitSendMsgCount: Z:fFRI%E N TCP H B3 &
e CPUusage: 2:ifi down fif ¥ CPU i fi =
e MemoryState: <& down I A1EJIRARES, BUEEE:
o Normal: E#
o Minor: —ZIFR
o Severe: —Z[R
o Critical: =21k
HEFR 5
LDP/5/LDP_SESSION_CHG: Session (22.22.22.2:0, public instance) is up.
LDP/5/LDP_SESSION_CHG: Session (22.22.22.2:0, VPN instance: vpnl) is down
2451 (hello hold timer expired). (LocalTransportAddr=11.1.1.1, PeerTransportAddr=22.2.2.2,
SessionRole=Passive, SessionUpTime=0000:00:35, KeepaliveTime=45s,
KeepaliveSentCount=143, KeepaliveRcvdCount=148, GracefulRestart=0ff,
SocketlD=35, WaitSendMsgCount=0, CPUUsage=19%, MemoryState=Normal)
H&iEA STRESRE T
BEIRSZupt, 7o
B TIRA Edown i, HRIE 21 R IMUR IS B FUIRAS,  BREOIRS A AR R &
S RIS DR LA -
IR

e interface not operational: % 1A #] H
e  MPLS disabled on interface: #:I1 5¢H MPLS Thfg
e LDP disabled on interface: %1 3¢/ LDP Ijjfig
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LDP auto-configure disabled on interface: 11 _F5%H] LDP HZhl & Ih6E
VPN instance changed on interface: %0 fT/&H) VPN SZ6] 25 i

LDP instance deleted: LDP sz 2.k

targeted peer deleted: F T.Mikk LDP %F4544

L2VPN disabled targeted peer: L2VPN 344 targeted peer

TE tunnel disabled targeted peer: TE F%iE1:4Y targeted peer

session protection disabled targeted peer: £:i%{#37E4Y targeted peer
OSPF Remote LFA disabled targeted peer: OSPF Remote LFA j%4 targeted peer
IS-IS Remote LFA disabled targeted peer: 1S-IS Remote LFA 44 targeted peer
process deactivated: LDP #HFERE 2

failed to receive the initialization message: RUxEIWILAILIEE

graceful restart reconnect timer expired: P 5 & H % A

failed to recover adjacency by NSR: NSR & 5 4k # 5% £ 2 i

failed to upgrade session by NSR: NSR F12; 41 2k

closed the GR session: GR 2]

keepalive hold timer expired: keepalive {545 i} 7] 4

hello hold timer expired: Hello {4 i} &) &2}

session reset: #H4 ik

TCP connection down: TCP H#HiIT

received a fatal notification message : U EIE i 11i@EE1(E 2

internal error: P4 B4 %

memory in critical state: N 7£i& ) critical IR

transport address changed on interface: 1% [1_E f{& il B i

MD5 password changed: <1 MD5 #5754k,
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46.2 LDP_SESSION_GR

HEAZRE Session ([STRING], [STRING]): ([STRING]).

$1: XTEAIILDP ID. W R ICIEIR AN SER FILDP 1D, {27550.0.0.0:0
$2: VPNfil4 . inSizaifiE T AM, &5 Apublic instance

$3: UH T EE PR, BUEOHE:

SRR e  Start reconnection: J&zh&ifEIE

e Reconnection failed: 21 5% 5

e  Startrecovery: &UFHEIERT), #AARZEEKE LR

e  Recovery completed: £xiE{kE 41t e 58k

HEFR 5
245 LDP/5/LDP_SESSION_GR: Session (22.22.22.2:0, VPN instance: vpnl): Start
reconnection.
B 2 O R SRR U 1 S LDPF S B B ILDP 2> ifidowni), fillkixH & . HERRSEF
“ NEE bR iR N Y O
MLDP_SESSION_CHG H & B 1T LA B 216 Fi 58 1 iR
ALFRIEIY M2 SIE H TIRAS o IReconnection failed i, MRS 1% 2 M5 PIAS BF B TUIRAS, 4%

HORAS A RACE, FARNE HLC R AL

46.3 LDP_SESSION_SP

HEAZRE Session ([STRING], [STRING]): ([STRING]).
$1: WEEARILDP ID. W R ICVEIRIF X 4R #ILDP ID, '275°50.0.0.0:0
$2: VPNSEHI4 . niizesigEFAM, /R Jvpublic instance
. $3: SERYURE, IIEEIE
SWIRRE _ R .
e Hold up the session: fR¥F£xif, 254 Link hello 84556 Rk K
e  Session recovered successfully: Link hello 48456 & & Rl
e  Session recovery failed: Link hello 453255 29k & 2 %
HEFR 5
. LDP/5/LDP_SESSION_SP: Session (22.22.22.2:0, VPN instance: vpnl): Hold up the
Sl session
B B2l G — A Link hello4B#E 8 R ERR, ik ZHE. HERRSWERPIRIR
“ A
ALFR IS R AP RS EEHOIR S
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46.4 LDP_ADJACENCY_DOWN

ADJ ([STRING], [STRING], [STRING]) is down [STRING]. ([STRING])

$1:
$2:
$3:
$4:
$5:

XA FILDP ID. WIS IF X AR MILDP ID, &.71540.0.0.0:0
VPN 4. nikizesidi@ T AWM, £ Apublic instance
BO4. R Target Hello, %7 BAER

A HE A down 1 J [

AR RAE B

Type: SRHEARAL, HUEEHE:

o Link: %K Link Hello 45#2¢ &

o Target: %7~ Target Hello 45#%5% %

SourceAddr: 4B IR M

DestinationAddr: 4B H (1 1tk

TransportAddr: AB3E4R 4L f bk

ADJUpTime: <B4AR g L HFEE0S (E], 4% 28 DD:HH:MM
HelloHoldTime: Hello fREFF 1], LD
HelloSentCount: A<thZ1% Hello 74 2 1) & 21
HelloRcvdCount: Azl Hello 4 2 KB %

EFR

5

241

LDP/5/LDP_ADJACENCY_DOWN: ADJ (10.200.0.60:0, public instance, GE2/0/1) is
down (Hello timer expired). (Type=Link, SourceAddr=100.12.1.2,
DestinationAddr=224.0.0.2, TransportAddr=22.2.2.2, ADJUpTime=0000:00:02,
HelloHoldTime=15s, HelloSentCount=27, HelloRcvdCount=25)

BEULER

LDPARFEAIRZS Jydown i Ji 5] K AH A5 2

S(SEEEM

Y LDPAR AR S e downint, AR AR 43 down H i RIS 25422 CDIRZS . B RAS AN Ho At ke
KL E
LDP4l 22k down ) Ji7 R A0 4% -

VPN instance changed on interface: %0 fT/&#) VPN SZ6] 2 5 L

LDP disabled on interface: £ 5[] LDP Thk

LDP auto-configure disabled on interface: 0 5%/ LDP Hzhiic & M
MPLS disabled on interface: % 5% MPLS

interface not operational: % HANT]

targeted peer deleted: F Tfifl}% targeted peer

L2VPN disabled targeted peer: L2VPN jE44 targeted peer

TE tunnel disabled targeted peer: TE F%iE:4Y targeted peer

session protection disabled targeted peer: 25 {#$7F 4] targeted peer

OSPF Remote LFA disabled targeted peer: OSPF Remote LFA j%4 targeted peer
IS-IS Remote LFA disabled targeted peer: 1SIS Remote LFA jE44 targeted peer
process deactivated: LDP #FE %2

LDP instance deleted: LDP sz 2.k

hello hold timer expired: Hello {4 i} &) &2 i}

360



e no IPv6 transport address: %7 |Pv6 &4t

47 LIPC

AFif14 LIPC (Leopard Inter-process Communication, Leopard MASEEFE RS ) BEHL ) H &
E

ith o

47.1 PORT_CHANGE

STCP: Node where the listening port number [INTGER] (MDC: [INTGER] VRF:

HEAR ;
[INTGERY]) resides changed from LIP [INTGER] to LIP [INTGER].

$1: LIPCA )Rk

$2: LIPCAJ=u 5 AT7EMDC

SRR $3: LIPCAJmui 5 BTTEMVRE

$4: LIPCA )&%t O SWr i B AR 2 B AT 7E K5 25
$5: LIPCA Rt ST 7 B A 2 J5 BT 2E K 5

HEFR 5
LIPC/5/PORT_CHANGE: STCP: Node where the listening port number 620 (MDC: 1

Sl VRF: 1) resides changed from LIP 1 to LIP 3.
STCPHELARME M SR A5 K, 9 9IRS S ) Ml 55 A5 B o3 e 4 Jey i 157, Mk 95 A5 A
SR Wiz 5 o EHAFOLT, kS RH R BELE FE IR B i S, Rk S5
“ RREPAE FA 5 R R 22 S, f % H & STCP 2Rl s RS T
FF AT S L
ALFR IS 7

48 LLDP

AAT4 LLDP #ihdar i i H EE .
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48.1 LLDP_CREATE_NEIGHBOR

48.2

[STRING] agent neighbor created on port [STRING] (Ifindex [UINT32]), neighbor's

== PN
H&R& chassis ID is [STRING], port ID is [STRING].
$1: ARIEAAY
$2: A
SRR $3: HEARY
$4: AIEARKT
$5: AFEIH NS
HEFR 6
LLDP/6/LLDP_CREATE_NEIGHBOR: Nearest bridge agent neighbor created on port
25 GigabitEthernet1/2/0/1 (Ifindex 599), neighbor's chassis ID is dc2d-cb66-ba00, port ID is
GigabitEthernet1/2/0/2.
EifER it 1A BB &0 5 R SR B LLDP#R 3T
IR &

LLDP_DELETE_NEIGHBOR
A=msE [STRING] agent neighbor deleted on port [STRING] (IfiIndex [UINT32]), neighbor's
mE chassis ID is [STRING], port ID is [STRING].
$1. fQHHRA
$2: LK
SYRIERE $3: #HMOERG
$4: IR ET
$5: AFEHEAS
BAEFR 6
LLDP/6/LLDP_DELETE_NEIGHBOR: Nearest bridge agent neighbor deleted on port
245 GigabitEthernet1/2/0/1 (Iflndex 599), neighbor's chassis ID is dc2d-cb66-ba00, port ID is
GigabitEthernet1/2/0/2.
AR 80 A BRI, 82 VR0 R i 5
IR T
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48.3 LLDP_LESS_THAN_NEIGHBOR_LIMIT

48.4

The number of [STRING] agent neighbors maintained by port [STRING] (Iflndex

HEAR . :
[UINT32]) is less than [UINT32], and new neighbors can be added.
$1: ARIEAAY
. $2: FOLHK
SRR
$3: #EHER5
$4: FE A LLYES 1 RS8R
HEEFR 6
LLDP/6/LLDP_LESS_THAN_NEIGHBOR_LIMIT: The number of nearest bridge agent
£ 31 neighbors maintained by port GigabitEthernet1/2/0/1 (Ifindex 599) is less than 5, and
new neighbors can be added.
H&LLER AR & SEEE S YN E RIS D WE  JREYiET e
ALFR IS 7

LLDP_NEIGHBOR_AGE_OUT
A=mzE [STRING] agent neighbor aged out on port [STRING] (Ifindex [UINT32]), neighbor's
mE chassis ID is [STRING], port ID is [STRING].
$1. AQHHAA
$2: ALK
YRR $3: HEHERY
$4: IR ET
$5: LPfEHEEN S
HEFR 5
LLDP/5/LLDP_NEIGHBOR_AGE_OUT: Nearest bridge agent neighbor aged out on
2551 port GigabitEthernet1/2/0/1 (Ifindex599), neighbor's chassis ID is dc2d-cb66-ba00, port
ID is GigabitEthernet1/2/0/2.
AL S C1E — BN T Py B 1840 8 R R IRILLDPHSCN 4T ENAAS
IR T B HEHOIRAS, B A 20X i LLDP IR SCR R 2R
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48.5 LLDP_PVID_INCONSISTENT

A=R% PVID mismatch discovered on [STRING] (PVID [UINT32]), with [STRING] [STRING]
mE (PVID [STRING]).
$1: HOLHK
$2: VLANID
SRR $3: RALWK
$4: HOLHK
$5: VLANID
HEER 5
45 LLDP/5/LLDP_PVID_INCONSISTENT: MDC=1; PVID mismatch discovered on
GigabitEthernet1/2/0/1 (PVID 1), with Ten-GigabitEthernet0/2/7 (PVID 500).
Ai5AA MR IPVIDE B 58 O AMMPVIDAFR, FEIAER
TR B EF R FIPVID, {fH—%

48.6 LLDP_REACH_NEIGHBOR_LIMIT

A=mE The number of [STRING] agent neighbors maintained by the port [STRING] (Ifindex
mE [UINT32]) has reached [UINT32], and no more neighbors can be added.
$1. fQHHARAY
. $2: EOLHK
SRR
$3: HHERT
$4: B AT RAZES B O AR s 2
HEFR 5
LLDP/5/LLDP_REACH_NEIGHBOR_LIMIT: The number of nearest bridge agent
£ 3] neighbors maintained by the port GigabitEthernet1/2/0/1 (Ifindex 599) has reached 5,
and no more neighbors can be added.
HERA 408 JE AR B i A 14 D BILLDPAR ST, TENAR(E B
I 7

49 LOAD

A/ 4d LOAD e th i H 545 8
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49.1 BOARD_LOADING

49.2

49.3

HEAZRE Board in chassis [INT32] slot [INT32] is loading software images.
P $1: chassiséi's
$2: slotfi 5
HEFR 4
25451 LOAD/4/BOARD_LOADING: Board in chassis 1 slot 5 is loading software images.
HA&AULER AR AR, gk e S A
AR ¥
LOAD_ FAILED
HEAZR Board in chassis [INT32] slot [INT32] failed to load software images.
P $1: chassisfw s
$2: slotéi 5
HEFR 3
25451 LOAD/3/LOAD_FAILED: Board in chassis 1 slot 5 failed to load software images.
HE5ER HRTE R AR, IR E SR O
1. fli/fl display boot-loader fir4 & F HA AL A F R s
QhEmgEY 2. i dir @A EFE BN LETAIE. WRPFEESE IR, HEHREUR 3K
PR B 15 B B A A D SR T T IR R B A
3. WERIARefEYL, EBLR LIRIT

LOAD_FINISHED

HEAZR Board in chassis [INT32] slot [INT32] has finished loading software images.
. $1: chassisfw s
SRR .
$2: slotéi 5
BHEFR 5
s LOAD/5/LOAD_FINISHED: Board in chassis 1 slot 5 has finished loading software
2545 ;
images.
HEER B S I SCAER IR
BRI 7
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50 LOCAL

AAT4 LOCAL g i H EE B

50.1 LOCAL_CMDDENY

-Line=[STRING]-IPAddr=[STRING]-User=[STRING]; Permission denied for visiting user

HEA® [STRING].
$1: AFPERAHK (MR IAZSHE, WERN)
P $2: HAEFMIPHME (WIRAW KZSH, WER )
s $3: BIEHMAF 4 QERYRZSE, MEF R
$4: A4
HEFR 5
45 LOCAL/5/LOCAL_CMDDENY: -Line=vty0-IPAddr=111.8.10.111-User=opt; Permission
denied for visiting user admin.
EifER R AR VT RALBRAN R, AT HEA A A 7 A0 LT i & 2R
IR &
A=mE -Line=[STRING]-IPAddr=[STRING]-User=[STRING]; Permission denied for adding user
mE [STRING].
$1: AFPERAHK (MR IAZSHE, WERN)
. b 3 S ZS I 555 7 g+
P $2: T;M’E%Eﬁlpi@t (ﬁué‘Eﬂ/&g/éﬂz Juiﬁ )
$3: BIEFWHAFPZ (WNRAY RS, RS
$4: A4
HEFR 5
245 LOCAL/5/LOCAL_CMDDENY: -Line=vty0-IPAddr=111.8.10.111-User=opt; Permission
denied for adding user admin.
HE5ER DK AR U7 AL BRAN AR, SAATES A 3B P 1) i 4 R
ALFRIEIY i
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-Line=[STRING]-IPAddr=[STRING]-User=[STRING]; Permission denied for deleting

H&R& user [STRING].
$1: HIPZARR (MRAEKIZSH, WERHN)
P $2: HAEE P (ﬁu%mﬁ&%%ﬁﬁz, U'JJE'KT%**)
$3: HBAEFWHIE (RN LZSH, NLRA)
$4: K4
BEER 5
45 LOCAL/5/LOCAL_CMDDENY: -Line=vtyO-IPAddr=111.8.10.111-User=opt; Permission
denied for deleting user admin.
HEER FIHRAEE VT AR AL, PAT IR A A P (1 & 2RI
ALFRIEIY i
AERE -Line=[STRING]-IPAddr=[STRING]-User=[STRING]; Permission denied for configuring
- user [STRING]'s [STRING].
$1: HIPEERR (MRAEKIZSH, WERHN)
$2: FAEEMIPHILE AR RS 5, ER )
$3: HBAEFWHPZ (RN LZSH, NLRA)
$4: A4
$5: MEMA R, 8L NIUE:
e  password: 7L
B0 TR
SRR o state: SRS
e  service-type: JR-KM
e authorization-attribute: K&
e  bind-attribute: 45 &1
e group: M/
e  access-limit: &AM %
BEFR 5
45 LOCAL/5/LOCAL_CMDDENY: -Line=vty0-IPAddr=111.8.10.111-User=opt; Permission
denied for configuring user admin's access-limit.
AR R AR VT AR AN R, TG B A 7 & L1 i & 2R
IR &
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-Line=[STRING]-IPAddr=[STRING]-User=[STRING]; Permission denied for visiting

== PN
H&R& group [STRING].
$1: HIPZARR (MRAEKIZSH, WERHN)
P $2: FAEEMIPHILE AR Rz S5, TER )
s $3: BAEHIOS 4 CERW BLBEG, WER N
$4: HI AL
HEFR 5
45 LOCAL/5/LOCAL_CMDDENY: -Line=vtyO-IPAddr=111.8.10.111-User=opt; Permission
denied for visiting group system.
HA&AULER RS VT AR 2, AT 2 ) i 2 2RI
ALFRIEIY i
AR -Line=[STRING]-IPAddr=[STRING]-User=[STRING]; Permission denied for adding
mNE group [STRING].
$1: HIPEARR (MRAWKIZSH, WERHN)
P $2: FAEEMIPHILE AR RS 5, TER )
s $3: BAEHIOAS 4 (B RLBE, WEFR N
$4: H AR
HEFR 5
45 LOCAL/5/LOCAL_CMDDENY: -Line=vtyO-IPAddr=111.8.10.111-User=opt; Permission
denied for adding group system.
EifER R AR VT RABRAN R, AT I 20 A 2 2RI
I &
AxlE -Line=[STRING]-IPAddr=[STRING]-User=[STRING]; Permission denied for deleting
mNeE group [STRING].
$1: APERAHK (MR IAZSHE, WERN)
P $2: HAEFMIPHME (WIRAW KZSH, WER )
s $3: BAEHMAF 4 ERERZSE, MEF R
$4: H AR
BEFR 5
45 LOCAL/5/LOCAL_CMDDENY: -Line=vty0-IPAddr=111.8.10.111-User=opt; Permission
denied for deleting group system.
EifER R AR VT TRA R AN R, ST INBR A 7 2800 i 2 2R I
I &
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51 LOGIN

A4 LOGIN CESEED B i H S5 S

51.1 LOGIN_AUTHENTICATION_FAILED

51.2

HERNE Authentication failed for [STRING] from [STRING] because of [STRING].
$1: 4
$2: HI P A uPHlk
$3: KRMUJERH:
BEIREE o no AAA response from any server during the authentication: AAA R 4528 T
I
o invalid username or password or service type mismatch: /74 . g4k iReg
i & et e NI
o configuration error or other errors: [t & %k H & 4R
HEFR 5
245 LOGIN/5/LOGIN_AUTHENTICATION_FAILED: Authentication failed for Usera from
console0 because of no AAA response from any server during the authentication.
H&i5RA FA P 8 S AIE 2R
BRI T AR A 158 Ji DR AT A L P Ak B
LOGIN_FAILED
HERNE [STRING] failed to log in from [STRING].
1:
SHRR X ﬂ%}%‘@
$2: HI P4 RP ik
HEFR 5
s¢0) LOGIN/5/LOGIN_FAILED: TTY failed to log in from console0.
LOGIN/5/LOGIN_FAILED: usera failed to log in from 192.168.11.22.
H&i5RA F P8R
BRI o
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51.3 LOGIN_INVALID_USERNAME_PWD

HEAZRE Invalid username or password from [STRING].

SRR $1: F A RIPHINE

BAEFR 5
LOGIN/5/LOGIN_INVALID_USERNAME_PWD: Invalid username or password from

- consoleO.
LOGIN/5/LOGIN_INVALID_USERNAME_PWD: Invalid username or password from
192.168.11.22.

A= ULEA F P N TG 7 44 s
IR &

52 s

AU ARG EHEER.

52.1 LOCALSVR_PROMPTED_CHANGE_PWD

HERNE Please change the password of [STRING] [STRING], because [STRING].
$1: WA
o device management user: & & ¥
o userline: FI/'£;
o userline class: F/ 2%
$2: F A g5 2R
SHmR $3: FRER R
o the current password is a weak-password: {2 55 %
o the current password is the default password: %5 filj /2§44 255
o itisthe first login of the current user or the password had been reset: & IX& 3%
WA FMOHEE
o the password had expired: #f5 2 4:Z1k
EFER 6
LOCALSVR/6/LOCALSVR_PROMPTED_CHANGE_PWD: Please change the
245 password of device management user hhh, because the current password is a weak
password.
B WA PTG SRS R BT B RS, RASIEIZH P B R ERR24/N i th
“ —2% H 15 BRI %A P B G i s s
FRHE 7 8 s R IE 77 2R, AR T
BRI o AIEA Y scheme B, T IEEH 7 A Hh 251G

e MET U8 password I, TFIESOH T FAE 7 I P AR SR I 3
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52.2 LS ADD _USER TO GROUP

52.3

HEAZRE Admin [STRING] added user [STRING] to group [STRING].
$1: HHG4
SRR $2: HP4
$3: HP44
HEFR 4
245 LS/4/LS_ADD_USER_TO_GROUP: Admin admin added user userl to group group1.
EifER FH M —HE PR AR P
SSEE Y 7

LS_AUTHEN_FAILURE
HERA User [STRING] from [STRING] failed authentication. [STRING]
$1: FF4
$2: IPHiht
$3: R H
o  HPFEAHI
SRR o EIDUIERIK
o HPFAREZ
o ERARAUAILE
o PERMERM
o HPERALR
BAEFR 5
245 LS/5/LS_AUTHEN_FAILURE: User cwf@system from 192.168.0.22 failed
authentication. “User not found.”
HERRA ARG 2L T — A P IV R
BRI p
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52.4 LS AUTHEN SUCCESS

HEAZRE User [STRING] from [STRING] was authenticated successfully.

, $1: P4

SRR
$2: IPHLbE

HEFR 6

245 LS/6/LS_AUTHEN_SUCCESS: User cwf@system from 192.168.0.22 was authenticated
successfully.

H&iEA KRGS R T AP RAETE R

ALFRIEIY 7

52.5 LS_DEL_USER_FROM_GROUP

HERNE Admin [STRING] delete user [STRING] from group [STRING].
$1: HHERAL
SRR $2: P4
$3: HI A4
BAEFR 4
s LS/4/LS_DEL_USER_FROM_GROUP: Admin admin delete user userl from group
2451
groupl.
EifER R GO N 2 R T B
IR &

52.6 LS_DELETE_PASSWORD_FAIL

HEARZRE Failed to delete the password for user [STRING].

SYRIERE $1: A4

BHEFR 4

245 LS/4/LS_DELETE_PASSWORD_FAIL: Failed to delete the password for user abcd.
EifER T o D 28 20

IR R S R 5
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52.7 LS_PWD_ADDBLACKLIST

52.8

52.9

HEAZRE User [STRING] was added to the blacklist due to multiple login failures, [STRING].
$1: M4
$2: iR

SHIRRE o {EEAT DASIAR A =k
o BUKAMLZE
o WolmASPHIESR ERS ] CRRAL: ZpdiD

HEFR 4

2645 LS_/4/LS_PWD_ADDBLACKLIST: userl was added to the blacklist due to multiple login
failures, but could make other attempts.

H&15 A P 2 R F KRG BN T B4 5

ALFR IS KA P B Y

LS PWD_CHGPWD_FOR_AGEDOUT

HERNE User [STRING] changed the password because it was expired.
SHIRR $1: HI4
HEEFR 4
2451 LS/4/LS._PWD_CHGPWD_FOR_AGEDOUT: aaa changed the password because it
was expired.
EifER P BT B mE e 1 %05
ALFRIEIY s

LS PWD CHGPWD FOR _AGEOUT

HEAZR User [STRING] changed the password because it was about to expire.
, $1: P4

$2: ZALITE]

HEFR 4

245 LS/4/LS_PWD_CHGPWD_FOR_AGEOUT: aaa changed the password because it was
about to expire.

Hi5 AR R P H T B i RS A TS T 2D

BRI i
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52.10 LS_PWD_CHGPWD_FOR_COMPOSITION

HEAZRE User [STRING] changed the password because it had an invalid composition.

SRIERE $1: A4

BHEFR 4

45 !.S/4/LS_PWD_CHGPW.D._FOR_COMPOSITION: aaa changed the password because
it had an invalid composition.

HiER F P o T2 A A R TS 2 T 58

S SEEE Y 7

52.11 LS_PWD_CHGPWD_FOR_FIRSTLOGIN

HERAE User [STRING] changed the password at the first login.

YRR $1: M4

BHEFR 4

2645 IIE)Sg/izrl]/.LS_PWD_CHGPWD_FOR_FIRSTLOGIN: aaa changed the password at the first
HEULER EVARER/ €y i A T

ALFR IS e

52.12 LS_PWD_CHGPWD_FOR_LENGTH

HEARZRE User [STRING] changed the password because it was too short.
SHIRRE $1: P4
HEFR 4
s LS/4/LS_PWD_CHGPWD_FOR_LENGTH: aaa changed the password because it was
241 ;
00 short.
HA&AULER Sl Sk S Y AT T
ALFRIEIY 7
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52.13 LS_PWD_FAILED2WRITEPASS2FILE

HEAZRE Failed to write the password records to file.

SRIERE 7

BHEFR 4

2451 ;_”SJ.MLS_PWD_FAILED2WRITEPASSZFILE: Failed to write the password records to
HiER e A CARSC BNl

S SEEE Y 7

52.14 LS_PWD_MODIFY_FAIL

Admin [STRING] from [STRING] could not modify the password for user [STRING],

== o
S because [STRING].
$1: HHERAL
$2: |PHhhE
$3: H4
SRR $4: R
o EMAJLAL
o AREHHINH
o EIITIERIE
BAEFR 4
45 LS/4/LS_PWD_MODIFY_FAIL: Admin admin from 1.1.1.1 could not modify the
password for user userl, because passwords do not match.
FiA 1B B0 P B
I P
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52.15 LS_PWD_MODIFY_SUCCESS

HEAZRE Admin [STRING] from [STRING] modify the password for user [STRING] successfully.
$1. HHIA

SRR $2: 1P
$3: H/ 4

HEFR 6

45 LS/6/LS_PWD_MODIFY_SUCCESS: Admin admin from 1.1.1.1 modify the password
for user abc successfully.

H&iHEA BT R IE ST

ALFRIEIY 7

52.16 LS_REAUTHEN_FAILURE

HERAZR User [STRING] from [STRING] failed reauthentication.
SHER S A
$2: IPHiHE
HEFR 5
451 LS/5/LS_REAUTHEN_FAILURE: User abcd from 1.1.1.1 failed reauthentication.
H&LLEA PP B RAIE 2R
BRI Ko IH 2515

52.17 LS_UPDATE_PASSWORD_FAIL

HEAZR Failed to update the password for user [STRING].

SYIRRE $1: A4

HEFR 4

245 LS/4/LS_UPDATE_PASSWORD_FAIL: Failed to update the password for user abc.
HiER SR P B R R

S SLEEE Y K S R 5
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52.18 LS_USER_CANCEL

HEAZRE User [STRING] from [STRING] cancelled inputting the password.
SHIRRE SLe
$2: [Pl
HEFR 5
25451 LS/5/LS_USER_CANCEL: User 1 from 1.1.1.1 cancelled inputting the password.
H&LLEA FH P U 3N B A B B TE9OFD W N 215
S SLEEE Y 7

52.19 LS_USER_PASSWORD_EXPIRE

HEAZR User [STRING]'s login idle timer timed out.

SHIRRE $1: M4

HEFR 5

25451 LS/5/LS_USER_PASSWORD_EXPIRE: User 1's login idle timer timed out.
H&iHEA FH P 65 33 725 DR I T

ALFR IS e

52.20 LS_USER_ROLE_CHANGE

HERNE Admin [STRING] [STRING] the user role [STRING] for [STRING].
$1: R
P $2: AIN/MER
$3: HiFft
$4: M4
HEFR 4
2451 EI;E(/;;/.LS_USER_ROLE_CHANGE: Admin admin add user role network-admin for user
H&iEA BB T H PP
ALFR IS 7

53 LSM

A4 LSM B i 10 H EE R .
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53.1 LSM_SR_LABEL_CONFLICT

Protocol [STRING] assigned label ([STRING]) for prefix ((STRING]), which already has

R&n® label ([STRING]) assigned by protocol [STRING].
$1: FEEPMLL
$2: FRZEEL

SHRR $3: FIZHLLE R FERY
$4: 2
$3: HeHIhil2

BEER 5

45 LSM/5/LSM_SR_LABEL_CONFLICT: Protocol ISIS assigned label (16000) to prefix
(5.5.5.5/32), which already has label (17000) assigned by protocol OSPF.

A1 AR TE A —SRAT s _EAN [ 2% B B8O 5] — AT 28 ik 23 FiCAS [R] R h5 25

o N[ H A R — BT 4 b 43 BOAE R AR 2

SR o 7 SRV MRS P 0 Bl ph A BERR, (E L—/B BBUCA AT M 2 AR

P

)

53.2 LSM_SR_PREFIX_CONFLICT

HERA Label ([STRING]) for prefix ((STRING]) has been used by prefix ([STRING]).
$1: FRZEMH

SRR $2: FIZEHihlk1 f HERY
$3: FIZk b2 J HERY

HEEFR 5

45 LSM/5/LSM_SR_PREFIX_CONFLICT: The label(16700) for prefix(8.8.8.8/32) has been
used by prefix(5.5.5.5/32).

EifER AT SRR P BC IR, (Rl — AR 70 BE 25 IS AN R] 0 i S8t
IR 2R BT RT S L Ay B AS (R FR 2

AR

LSP WA Heda i 1 H &5 S .
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54.1 LSPV_PING_STATIS_INFO

Ping statistics for [STRING]: [UINT32] packets transmitted, [UINT32] packets received,

== PN
RasmE [DOUBLE]% packets loss, round-trip min/avg/max = [UINT32]/[UINT32]/[UINT32] ms.
$1: FEC
$2: R HHIEREL
$3: W H i R HL
SHIRR $4: ARUSCEI R FF AU & SR S H i B
$5: /MR AEIR N [H]
$6: ~FHfE R AL IR I [H]
$7: HRATIRAEIR I [H]
HEFR 6
2451 LSPV/6/LSPV_PING_STATIS_INFO: Ping statistics for FEC 192.168.1.1/32: 5 packets
transmitted, 5 packets received, 0.0% packets loss, round-trip min/avg/max = 1/2/5 ms.
H&15 A Arping mplsdr4d, filkizHE. HEEZRpinglgtitE &
ALFR IS RIS B SC, K B LSPRE I8 5 PW ) E

D5 wmac

A4 MAC B I H B E B .

55.1 MAC_TABLE_FULL_GLOBAL

HERNA The number of MAC address entries exceeded the maximum number [UINT32].
SRR $1: I KMACHhER =
HEFR 4
245 MAC/4/MAC_TABLE_FULL_GLOBAL: The number of MAC address entries exceeded
the maximum number 1024.
HiER 4 JRMACHEIE R b R USRI T Fe VR A e KU
ALFR IS e
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55.2 MAC_TABLE_FULL_PORT

The number of MAC address entries exceeded the maximum number [UINT32] for

== PN

H&R& interface [STRING].
$1: HAMACHLLER =

SYRIERE
$2: HEOLZW

EFER 4

45 MAC/4/MAC_TABLE_FULL_PORT: The number of MAC address entries exceeded the
maximum number 1024 for interface GigabitEthernet1/2/0/2.

EiER £ U0 B2 MACHEIE 2 Hh R R IR T eV (R R BUE:

IR &

55.3 MAC_TABLE_FULL_VLAN

The number of MAC address entries exceeded the maximum number [UINT32] in VLAN

== PN

HERE [UINT32].
$1: HAMACHLEH =

SYRIERE
$2: VLANID

BAEFR 4

45 MAC/4/MAC_TABLE_FULL_VLAN: The number of MAC address entries exceeded the
maximum number 1024 in VLAN 2.

HEiREA VLANXE RZ [FIMACHE I 2 Hh i) e 8 R T e v (o8

IR &

56 MBFD

AATI R

MPLS BFD & Bug 1) H EE .
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56.1 MBFD_TRACEROUTE_FAILURE

HEAZRE [STRING] is failed. ([STRING].)

P $1: LSPf5 A

> F
$2: LSPRMIRIA

HEFR 5
MBFD/5/MBFD_TRACEROUTE_FAILURE: LSP (LDP IPv4: 22.22.2.2/32, nexthop:

- 20.20.20.2) is failed. (Replying router has no mapping for the FEC.)
MBFD/5/MBFD_TRACEROUTE_FAILURE: TE tunnel (RSVP IPv4: Tunnell) is failed.
(No label entry.)

B il I Traceroute D) fEAG ILSPEXMPLS TERK &S, W Rl B A Aridl [ AR G

“ R, WATERA HEEE, JHILSPEE MPLS TEREIE H I 1 ik
ALFRIEZIY R A LSPELFHMPLS TERSIHE ) ic & 15 15

57 MBUF

AT h

MBUF # 3t 1 H &5 B

57.1 MBUF_DATA BLOCK_CREATE_FAIL

Failed to create an MBUF data block because of insufficient memory. Failure count:

REME [UINT32].
SRR $1: RMIREL
A& 2
45 MBUF/2/MBUF_DATA_BLOCK_CREATE_FAIL: Failed to create an MBUF data block
because of insufficient memory. Failure count: 128.
B L EIEMBUFEIE RN, frthizH . iz HER i THE, RRKHIEMBUF
* HEPURIGEE F R MBURER SR IL IR K T4 T — 08, Atz 0 &
1. £ Probe L FH#{T display system internal kernel memory pool |
include mbuf 74 & 2 HE I MBUF 04 B 1) B0s
TERGME THAT display memory fir4 251 48 N A7 &
¥ “ O MBUF BdBRIEE" M “ RANFLR” LEL FIWRE D HiEN
MBUF %l Heid 2 S 15 K IK
IR o WIRANE, eI HAh A AEE B Ay AT AR AR

o URSE, M4kEEIER Probe #LE R display system internal mbuf socket
statistics w4 i Socket Hi# ] MBUF 3Bt 32, % b C Hif i MBUF 3
PEHLIEE, HIWR S A4 Socket 2210 X W ) MBUF $#i5 Bl 2

o HWIRE, Mt— Bt REA e LI BT Socket Z2i X ) MBUF $df B J5 Al
o MR, NI ELE R HAD T B H HE KR MBUF Bl B ) JUE IR K
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58 MDC

A543 MDC (Multitenant Device Context, ZFLF B #3855 B H EEE.

58.1 MDC_CREATE

HERNE MDC [UINT16] was created.

SHRR $1: MDCHIZ%m*5

HEFR 5

245 MDC/5/MDC_CREATE: MDC 2 was created.
AR MDCHTh 1 2

RbFBIEIN 7

58.2 MDC_CREATE_ERR

HERA Failed to create MDC [UINT16] for insufficient resources.
YRR $1: MDC\%i'5
HEFR 5
245 MDC/5/MDC_CREATE_ERR: -Slot=1; Failed to create MDC 2 for insufficient resources.
& T P05 B2 32 R IEBGREUT A S MIMDCIE B, JFTE& ) Eisik b g
A1 AR FIFERIMDC . 5 4 FH = 43 R D B8R R A B @ %MD C, Mt ik B & 45 .. MDC
I BRI, TEIEE %A H R LSRR S
1. fff display mdc resource fir & & HHHEAMN & H F R CPU. WAEZ ]
A 2 )
AR

g P 3R 0 N A7 B WA HT - BLERAIEST MDC ] 613
i/l undo mdc & MHER1Z MDC, B2 e — BB i) L PR A 2 T 4R

58.3 MDC_DELETE

HEARZRE MDC [UINT16] was deleted.

SHRR $1: MDCHI%=

BAEFR 5

245 MDC/5/MDC_DELETE: MDC 2 was deleted.
Ai%AA MDC & il B

BRI p
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58.4 MDC_EVENT_ERROR

58.5

Function [STRING] returned [STRING] when handling event [UINT32] on virtual OS

== PN
H&R& [UINT32]. Reason: [STRING].
$1: BB HbAE
$2: BRI ELE R
$3: FHEMG T
$4: MDCHI%m=
SHRR " .
$5: BREKCERL R MBI EE, BUEA:
o Not enough resources available for this MDC: #E A & B K
o Not enough memory space to complete the operation: P4 2 5354k 3 2k
o Other reason: HAth i K5 S i) b 38 5 e
HEFR 4
45 MDC/4/MDC_EVENT_ERROR: -MDC=1; Function Oxfacd26b1 returned 0x40010001
when handling event 1 on virtual OS 2. Reason: Other reason.
LA MDCAHRH b BRI
AR B 2R LRI 23 A e o

MDC_KERNEL_EVENT TOOLONG
A=msE [STRING] [UINT32] kernel event in sequence [STRING] function [STRING] failed to
mE finish within [UINT32] minutes.
$1: B AMDCEContext
$2: MDCELContextfti 45
SRR $3: WAZSAFRIB B
$4: WRZFAFBIBON R bR A 1
$5: B[
HEFR 4
45 MDC/4/MDC_KERNEL_EVENT_TOOLONG: -slot=1; MDC 2 kernel event in sequence
0x4fe5 function Oxff245e failed to finish within 15 minutes.
FiA He W AZFAFAEA I ) Y R 52 AR
1. HFHRR =ulikE
ST :

2. BRARTFEIN Mtk v
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58.6 MDC_LICENSE_EXPIRE

58.7

58.8

HEAZRE The MDC feature's license will expire in [UINT32] days.

SRIERE $1: R¥, BUEVEEN1EI30K

HEFR 5

2451 MDC/5/MDC_LICENSE_EXPIRE: The MDC feature’s license will expire in 5 days.
A=A MDC License /£ & KEUR KL

AbFRIEIY 24 HfLicense

MDC_NO_FORMAL_LICENSE

HEARAR The feature MDC has no formal license.

HEFR 5

245 MDC/5/MDC_NO_FORMAL_LICENSE: The feature MDC has no formal license.
FHTEEBRE N TR TR T, (H25 EHEEREA 23MDC License. RASLH

HE5ER FHEER—AMDCHA M WM, tn R IS EA 458 T H 42t 2 License,
AN RE 4k 2 {8 FHMDCRi 1

L3RRI %% 1E:AMDC License

MDC_NO_LICENSE_EXIT

HERNE The MDC feature is being disabled, because it has no license.

HEFR 5

2645 MDQ/S/MDC_NO_LICENSE_EXIT: The MDC feature is being disabled, because it has
no license.

HEER MDCHFE#AER, [N WMDC Licenseid #AS & 4 #1417

ALTREZIY % %MDC License

384



58.9 MDC_OFFLINE

HEAZRE MDC [UINT16] is offline now.

SRIERE $1: MDCHI%w =

HEFR 5

245 MDC/5/MDC_OFFLINE: MDC 2 is offline now.
H5i5 AR MDC{EH T

bIBIEIN 7

58.10 MDC_ONLINE

HERNE MDC [UINT16] is online now.

SRR $1: MDCHIZ%m5

BEER 5

245 MDC/5/MDC_ONLINE: MDC 2 is online now.
i AR MDCEH T

PSLE Y 7

58.11 MDC_STATE_CHANGE

HERE MDC [UINT16] status changed to [STRING].
$1: MDCHI%w5
$2: MDCHIIRE:
o updating &/~ IEFE4 MDC 23R 14, BIXt MDC $44T location 4
SR o stopping ¥/~ MDC 1E/E45 1k, BRI MDC IEZE#4T undo mdc start @4
o inactive #7~ MDC A TR BEEIIRAS
o starting 7% MDC IEfEE 54, BEIxf MDC IEAE#IT mde start a4
o active F/x MDC IEH 81T
BHEER 5
25451 MDC/5/MDC_STATE_CHANGE: MDC 2 state changed to active.
H&i5iRA MDCIRZ 2 T 484k
IR T
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59 MFIB

AT G I R AR B H SR

59.1 MFIB_CFG_NOT_SUPPORT

59.2

HERNE Failed to apply [STRING] configuration because the operation is not supported.

SHIRR $1: HIEBR ST

HEFR 4

2451 MFIB/4/MI_:IB_OIF_NOT_SUPPO_RTE Failed to apply multicast rpf-fail-pkt flooding
configuration because the operation is not supported.

HA&AULER [R5 e A S e o 7 A 5 17 - 3 L R I

ALFRIEIY 7

MFIB_MTI_NO_ENOUGH_RESOURCE
HEAZR Failed to create [STRING] because of insufficient resources.
SRR $1: MTunnell§Zi& 14
HEFR 4
45 !\/IFIB(4/MFIB_MTI_NO_ENOUGH_RESOURCE: Failed to create MTunnell because of
insufficient resources.
EiER ERIE 1 BE YR A R 1T 3 BUMTunnel %38 61 2 26 T
AIBIEIY f#ifHundo group group-address source source-addressqr4 ik & A H 14

FEBSIE, BRI RS TE B
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59.3 MFIB_OIF_NOT_SUPPORT

HEAZRE Failed to add oif to entry ([[STRING], [STRING]) because some oifs are not supported.
s $1: HAFRRTUFE L
SRR ‘
$2: HFBERTIA b
HEFR 4
245 MFIB/4/MFIB_OIF_NOT_SUPPORT: Failed to add oif to entry (1.1.1.1, 225.0.0.1)
because some oifs are not supported.
H&15 A TREAFAS SCHF ) L AR 2 TS I e 26 L 2 11
KA ARz H SRR R E & O R R E 1 F i
. igmp static-group group-address [ source source-address ]
{ dotlgvidvlan-list | dotlq vidvlan-id second-dotlqgvlan-list}
. igmp user-vlan-aggregation dotlqvidvlan-id [ second-dotlq
vlan-id ]
AbFRIEIY

e mld static-group ipv6-group-address [ source
ipv6-source-address ] { dotlqvid vlan-list | dotlqg vid vlan-id
second-dotlq vlan-list }

e mld user-vlan-aggregation dotlq vid vlan-id [ second-dotlq
vlan-id ]

WERECE 1 Lbdr S, MIMERAH G &

60 MGROUP

A EEA

HEHEGRAMKHEHEE.

60.1 MGROUP_APPLY_SAMPLER_FAIL

Failed to apply the sampler for mirroring group [UINT16], because the sampler

RasmE resources are insufficient.
SRR $1: HRART
A& 3
45 MGROUP/3/MGROUP_APPLY_SAMPLER_FAIL: Failed to apply the sampler for
mirroring group 1, because the sampler resources are insufficient.
HA&AULER RFERR IR, BrBe R 4 5] FRAERS e
IR &
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60.2 MGROUP_RESTORE_CPUCFG_FAIL

60.3

Failed to restore configuration for mirroring CPU of [STRING] in mirroring group

H&R& [UINT16], because [STRING]
$1: BB PTEREA S
SHER $2: BiRH% T
$3: K IHCPURL & R 5 A
HEFR 3
MGROUP/3/MGROUP_RESTORE_CPUCFG_FAIL: Failed to restore configuration for
245 mirroring CPU of chassis 1 slot 2 in mirroring group 1, because the type of the monitor
port in the mirroring group is not supported.
B LR ERCPURIE SR ALEHCPURT, 7ESAGk b B, EE AR, BAREEA
“ i, AIRES SRR IR CPUIK T B K 2 2R K
shmEiy HEA AL BRI, R T REA SR UHIRCE, MERA SR RCE, B

A BB R A JECPU

MGROUP_RESTORE_IFCFG_FAIL

Failed to restore configuration for interface [STRING] in mirroring group [UINT16],

H&R& because [STRING]
$1: HOLHK
SRR $2: HBAKS
$3: MR ity 11 e 2 2R I ) & A
HEFR 3
MGROUP/3/MGROUP_RESTORE_IFCFG_FAIL: Failed to restore configuration for
245 interface Ethernet1/2/0/2 in mirroring group 1, because the type of the monitor port in the
mirroring group is not supported.
B B b R O VR AR AL (R VI, R BRI B By, TG EUR AR AR, BRSO,
“ AR 2 51 AT B AR ARG 11 F 1 B e B 2RI
SR HAERE RS RMEE, B2 BT REACFFRUNLE, MRARFNRE, B

e B AR 2H Y5
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60.4 MGROUP_SYNC_CFG_FAIL

Failed to restore configuration for mirroring group [UINT16] in [STRING], because

R&n® [STRING]
$1: HBAKR S

SRR $2: BARTERREAL S
$3: VR BIARZH I B R R S

HEFR 3

2645 MGROUP/3/MGROUP_SYNC_CFG_FAIL: Failed to restore configuration for mirroring
group 1 in chassis 1 slot 2, because monitor resources are insufficient.

H&15 A 24 1) AR AP e R B AR AARCE R, BT EARBTIEA L, SHRACE R E KK

AbFRIEIY T G B A A2 R I B AR 2

61 MPLS

A9 MPLS #iddgr i it H EE .

61.1 MPLS_HARD_RESOURCE_NOENOUGH

HERAZR No enough hardware resource for MPLS.
BHEFR 4
. MPLS/4/MPLS_HARD_RESOURCE_NOENOUGH: No enough hardware resource for
2451
MPLS.
FiAA MPLSHEAFFHFEA 2
oIy VAR AR T MRS AN TR B R ELSP, 2 T B SRR AR 43 R P FILSP ik

SR BRI T NS . bR EAZ N, DL AT AILSP
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61.2 MPLS_HARD RESOURCE_RESTORE

AERZE Hardware resources for MPLS are restored.
HEFR 6
2451 MPLS/6/MPLS_HARD_RESOURCE_RESTORE: Hardware resources for MPLS are
51
restored.
HEiReA MPLSHE: % 5% 2
ALTREIY &

62 MSDP

A 43 MSDP #L B ) H G5 B

62.1 MSDP_PEER_START

HEAZR Started a session with peer [STRING].

SHER $1: MSDPXEEMRHIPHLE

HEFR 5

245 MSDP/5/MSDP_PEER_START: Started a session with peer 192.168.0.1.
iR MSDPX} &k 2 IR A 42 yestablished

ALFR IS 7

62.2 MSDP_PEER_START

HEARZRE NSR start a session with peer [STRING].

SYRIERE $1: MSDPX} A IPH AL

BHEER 5

245 MSDP/5/MSDP_PEER_START: NSR started a session with peer 192.168.0.1.
EifER MSDPX} & 2= iR A B IE NSR1%& 52 Jyestablished

ALFR RN o
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62.3 MSDP_PEER_CLOSE

BEARE Stopped a session with peer [STRING].

SRR $1: MSDPX} & HIPHubE

HEFR 5

£ 31 MSDP/5/MSDP_PEER_CLOSE: Stopped a session with peer 192.168.0.1.
BEiERR MSDP*} £ 44 211k 4 M established %% Adisabled

AbFRIEIY KA MSDPHC & 2 75 £ 1% DA R A2 P 25 2 7 R AR i P

62.4 MSDP_SA_LIMIT

HERNE SA from peer [STRING] for ([STRING], [STRING]) exceeded sa-limit of [ULONG].
$1: MSDPXEEAR1IPHE
$2: SAHRSCHHE T 1) ZH R Hh 1k
LR S
$3: SARIC P A FR A ik
$4: & EMSDPXFERTT AN (S, G) RINMMAKIE
BEER 5
2645 MSDP/5/MSDP_SA_LIMIT: SA from peer 192.168.0.1 for (1.1.1.1, 225.0.0.1) exceeded
sa-limit of 1000.
HE5ER EZAFHISAIRCCTR (S, G) RIHE CAX SR E I R VFEAF IR K E
QFREY iBidpeer sa-cache-maximumay ¥ aEAN (S, G) RINMH AT E A %

HM LR (S, G) RIi%H

63 MTLK

A 44E Monitor Link B3 i) HE S E .
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63.1 MTLK_UPLINK_STATUS_CHANGE

BEARE The uplink of monitor link group [UINT32] is [STRING].
$1: Monitor LinkZ1ID

P $2: Monitor Link (R 4

o down: i

o up: IEH
HEFR 6
2451 MTLK/6/MTLK_UPLINK_STATUS_CHANGE: The uplink of monitor link group 1 is up.
HAEVEER Monitor Link#H 174 #upsidown
ALFRIEIY T 4 P

04 wrr

AT MTP BEuith i H S5 8

64.1 MTP_PING_INFO

HERA Ping information, (Base: [STRING]), (Result: [STRING])).
$1: Pingf2EAMEE, GFEPIngMf . HIPHh. VRFRS] . PHUBHEER. Kix

P PingBLI#E . WiEHVE RE S Z My 4, Ehlsa, WA=

Z + L . - . ™~
$2: Ping4RER, AFERKIEPIngB MBI H K &Pingflsi R 5. PingBLRER
BEPINgEKE. Pingt K IENF LA K 45 37

HEFR 6
MTP/6/MTP_PING_INFO: Ping information, (Base: Time = 09:39:18, Destination IP =
10.11.1.1, Vrfindex = 0, Protocol Module = BGP (default), Packet Number = 9), (Result:

45 Success =9, Length 100 ping 1 success, Length 100 ping 2 success, Length 100 ping 3
success, Length 1000 ping 4 success, Length 1000 ping 5 success, Length 1000 ping 6
success, Length 4000 ping 7 success, Length 4000 ping 8 success, Length 4000 ping 9
success).

B THEMTPIIRE G, 2540 Ja (8] A e P SR SO IR I, e 462 v N 1R 48 5 R 2 Ping 1

* fEFHIEFPIng4h 1
IR RIEPINGZE AT R, Ko AR BIHE K 2 A7 7E B
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64.2 MTP_TRACERT_INFO

HEAZRE Tracert information, (Base: [STRING]), (Result: [STRING]).
$1: TracertfZEA(FE, WifTracertfI /. HEIPHIE. VRFZRS. &KBkE. &5k
RALFIHRSCH . PR B PSR EE B S sl 44, 25 Tesel 4, oy
SHIRRE £
$2: Tracertf4R{E S, BAHEE—HHRNA RN IPHILE . FIRIPHLEFTRAS S CHFAE
FEMA R PRSI 5 ZBRNTE B R, A SRz Bhas R ME B
HEFR 6
MTP/6/MTP_TRACERT_INFO: Tracert information, (Base: Time = 10:39:18,
2451 Destination IP = 10.11.1.1, VrfIndex = 0, MaxHop = 30, Packet Number = 3, Protocol
Module = BGP (default)), (Result: TTL 1 Response IP = 10.2.1.1 Success =3, TTL 2
Response IP = 10.11.1.1 [ AS 100 ] Success = 3).
AR THRMTPIIRESG 2455 40 5] fR B8 B SO SR I, B2 e B N 1 40 5 K S Tracert
~ FEAE D R Tracert4h SR
ALFRIEIY IRYETracertS R15 2, KA AH B HERK /& 75 A7 75 T fi

65 NAT

A48 NAT B i i H EA5 S

65.1 EIM_MODE_PORT_USAGE_ALARM

[STRING] Port usage reaches [STRING]%; SrcIPAddr=[IPADDRY];

BEARE _ . _ : -
VPNInstance=[STRING]; NATIPAddr=[IPADDR]; ConnectCount=[UINT16].
$1: PR
$2: ANkt
$3: JHIPHLALE
SRR .
$4: JEVPNAHK
$5: F A5 IIRIPHIIE
$6: 3 FCu 13
BEFR 6
45 NAT/6/EIM_MODE_PORT_USAGE_ALARM: UDP Port usage reaches 40%;
SrclPAddr=1.1.1.211; VPNInstance=-; NATIPAddr=198.1.1.16; ConnectCount=40.
INATH Do DA R K T a5 T i@ id fr4nat log port-block port-usage
HE5ER thresho ldfit & 1) % & BE, HPATY; U 75 m3has Hidik % e 5 =0 N Endpoint-Independent
Mappinght, 7 < kikizH &
BRI y
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65.2 IP_EXHAUST_ALARM

65.3

65.4

HEAZRE The IP addresses in NAT IP pool [STRING] ran out.

SRR $1: Huhkvh 44 Fx

BHEFR 4

25451 NAT/6/IP_EXHAUST_ALARM: The IP addresses in NAT IP pooll ran out.
HA&AULER NATHE it Py bk B URFE R I 22 Rk 1% A &

AbFRIEIY 7

IP_EXHAUST ALARM_RECOVER
HERNE IP addresses in NAT IP pool [STRING] became available.
SHIRRE $1: Hbhkyh R
HEFR 4
45 NAT/6/IP_EXHAUST_ALARM_RECOVER: IP addresses in NAT IP pool pooll became
available.
HA&AULER NAT ik Py kA8 28 PR 2287 5% LA R <Ak Z A&, 3o bk BRI S
ALFRIEIY 7
IP_USAGE_ALARM
A=m%E NAT IP pool [STRING], total IP count [UINT16], active IP count [UINT16], exceeding the
mE upper limit.
$1: Hbhkyh &R
SHIRRE $2: kit Y ik 2 5
$3: Mkt Py AR S
HEFR 4
245 NAT/6/IP_USAGE_ALARM: NAT IP pool 1, total IP count 100, active IP count 100,
exceeding the upper limit.
EifER NAT 3 Py stk (9 658 F %R T84 T3 B B E N 2 kL iz H &
ALFRIEIY 7
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65.5 IP_USAGE_ALARM_RECOVER

65.6

65.7

NAT IP pool [STRING], total IP count [UINT16], active IP count [UINT16], recovering from

H&R& a usage alarm.
$1: Hbhbyh 2R

SHIRRE $2: Hbhikith Py Hb k2 5
$3: Huhikith Py A= Aok bk

BHEFR 4

245 NAT/6/IP_USAGE_ALARM_RECOVER: NAT IP pool 1, total IP count 100, active IP count
87, recovering from a usage alarm.

e NAT i1k Py A P 2/ T4 T W B R BIME 87 5% N 2 Rk % H &, $os F P B K

0N E
ALFRIEIY 7

NAT_ADDR_BIND_CONFLICT

Failed to activate NAT configuration on interface [STRING], because global IP addresses

RasmE already bound to another service card.

SRR $1: ALK

HEFR 4
NAT/4/NAT_ADDR_BIND_CONFLICT: Failed to activate NAT configuration on interface

25 GigabitEthernet1/2/0/1, because global IP addresses already bound to another service
card.

FiA B R A1 0 2 5E 48 T8 S5 AN R I 28 B HAbL A5 AR b, AR 1Z 0 &
MPH LA EEOGIH T AHRIR AN L, X SR F 2R E A — b S5 AR T NAT 2 HE .

ALFRIEIY ifflifidisplay nat al Vg S EACE, FHENCE LS| FHARIRI S Wbk 42 10 46 5E A R

BNLSSHR. 35h, BT g rhsR, RAABCE R EeMIER, MR T E

NAT_BANDWIDTH_EXCEED

HEARZRE Bandwidth usage of the CGN card reached [UINT32]%.

SHRR $1: iy A H 2 A

BHEFR 4

2551 NAT/4/NAT_BANDWIDTH_EXCEED: Bandwidth usage of the CGN card reached 90%.
H&LLEA CGN# sy i Al HI ZIB B 5 & BE I, 2 RIBZH &

ALFRIEIY 7
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65.8 NAT_BANDWIDTH_RECOVERY

65.9

HEAZRE Bandwidth usage of the CGN card dropped below alarm threshold([UINT32]%).
SRR $1: WRAAH RS ERE
HEFR 6
45 NAT/6/NAT_BANDWIDTH_RECOVERY: Bandwidth usage of the CGN card dropped
below alarm threshold(90%).
HiER CONRHT 76 ff FI AR T 5 S BE N 2 k2 B &, SR P SRk e
I &
NAT_EIM
Protocol(1001)=[STRING];LocallPAddr(1003)=[IPADDR];LocalPort(1004)=[UINT16];Glob
AxlE allPAddr(1005)=[IPADDR];GlobalPort(1006)=[UINT16];RcvVPNInstance(1042)=[STRING
mNE 1;SndVPNInstance(1043)=[STRING];RcvDSLiteTunnelPeer(1040)=[STRING];BeginTime_
€(1013)=[STRING];EndTime_e(1014)=[STRING];Event(1048)=[STRING];
$1: WA
$2: JFIPHLHLE
$3: Y
$4: e RIRIPHL
$5: i E rdE 15
$6: JEVPNAFR
SRR $7: HIVPNAFK
$8: JHEDS-Lite Tunnel
$9: AIGEEIME IR [ [H]
$10: EIMZEZ I BR8]
$11: HERMERER, O#F:
e NAT EIM entry created: NAT EIM £ Wifil# H &
e NAT EIM entry deleted: NAT EIM &I H &
HEFR 6
NAT/6/NAT_EIM:
-Protocol(1001)=UDP;LocallPAddr(1003)=1.1.1.2;LocalPort(1004)=1024;GloballPAddr(1
245 005)=30.3.1.231;GlobalPort(1006)=1026;RcvVPNInstance(1042)=;SndVPNInstance(104
3)=;RcvDSLiteTunnelPeer(1040)=;BeginTime_e(1013)=10261971001739;EndTime_e(10
14)=;Event(1048)=Nat eim created;
H&iEA Bl MBRNAT EIME I 2 KkikiZ% H &
ALFRIEIY 7

396



65.10 NAT_FAILED ADD FLOW_RULE

HEAZRE Failed to add flow-table due to: [STRING].
SRIERE $1: RMEH
HEFR 4
45 NAT/4/NAT_FAILED_ADD_FLOW_RULE: Failed to add flow-table due to: Not enough
resources are available to complete the operation.
EifER TR RN, WA R S R AN R . WAF A 4%
I TR PR R

65.11 NAT_FAILED ADD FLOW_TABLE

HERA Failed to add flow-table due to [STRING].

SYRIERE $1: RIGJEF

HEFR 4

s NAT/4/NAT_FAILED_ADD_FLOW_TABLE: Failed to add flow-table due to no enough

Sl resource.

HA&AULER IR R, AT AR SR ST R IR 2 . NATRCE bk AR E S 5%
TR R IR BB, W REASRF

SEEW T NATHC B S b7 70 BB, 15 R G L/ bk, ISR ATS G, 1

HEMS I E Z AL T, P E
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65.12 NAT_FLOW

Protocol(1001)=[STRING];Application(1002)=[STRING];SrcIPAddr(1003)=[IPADDR];Src
Port(1004)=[UINT16];NATSrcIPAddr(1005)=[IPADDR];NATSrcPort(1006)=[UINT16];Dst
IPAddr(1007)=[IPADDR];DstPort(1008)=[UINT16];NATDstIPAddr(1009)=[IPADDR];NAT
DstPort(1010)=[UINT16];InitPktCount(1044)=[UINT32];InitByteCount(1046)=[UINT32];R

plyPktCount(1045)=[UINT32];RplyByteCount(1047)=[UINT32];RcvVPNInstance(1042)=[
STRING];SndVPNInstance(1043)=[STRING];RcvDSLiteTunnelPeer(1040)=[STRING];S

ndDSLiteTunnelPeer(1041)=[STRING];BeginTime_e(1013)=[STRING];EndTime_e(1014
)=[STRING];Event(1048)=([UNIT16])[STRING];

$1: Wi

$2: NHEWL

$3: JHIPHLALE

$4: YHOS

$5: F 45 IIRIPHIIE
$6: i P 5
$7: HWIPH:

$8: Hu 15

$9: )51 B BIPHdk:

$10:
$11:
$12:
$13:
$14.
$15:
$16:
$17:
$18:
$19:
$20:
$22:
$22:

A s ) B W F S
AN T3 T B S S L
N T3 T B 1 S A
HH 7 1) R AR S S
HH 7 1) R S
JRVPNZ F5

H VPN R
JHDS-Lite Tunnel

H #IDS-Lite Tunnel
B 2T (1IN (8]
S5 R ]
Hden

HEREMIAGER, B

e  Session created: NAT &iffilEH &

e Active data flow timeout: ¥ & BN & B H &

e Normal over: IEHIRER, 2iEMkEHE

e  Aged for timeout: &iEZ{MIFEHE

e Aged for reset or config-change: ifiid it & M2 1% H &
o Other: HAWEFEMBRSEAE, W1 HARBHIN

EFR

6

241

NAT/6/NAT_FLOW:
Protocol(1001)=UDP;Application(1002)=other;SrcIPAddr(1003)=1.1.1.2;SrcPort(1004)=
1024;NatSrcIPAddr(1005)=30.3.1.231;NatSrcPort(1006)=1026;DstIPAddr(1007)=2.1.1.
2;DstPort(1008)=1024;NatDstIPAddr(1009)=2.1.1.2;NatDstPort(1010)=1024;InitPktCou
nt(1044)=1;InitByteCount(1046)=110;RplyPktCount(1045)=0;RplyByteCount(1047)=0;R
cvVPNInstance(1042)=;SndVPNInstance(1043)=;RcvDSLiteTunnelPeer(1040)=;SndDS
LiteTunnelPeer(1041)=;BeginTime_e(1013)=03232017091640;EndTime_e(1014)=;Eve
nt(1048)=(8)Session created;
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Protocol(1001)=[STRING];Application(1002)=[STRING];SrcIPAddr(1003)=[IPADDR];Src
Port(1004)=[UINT16];NATSrcIPAddr(1005)=[IPADDR];NATSrcPort(1006)=[UINT16];Dst
IPAddr(1007)=[IPADDR];DstPort(1008)=[UINT16];NATDstIPAddr(1009)=[IPADDR];NAT
DstPort(1010)=[UINT16];InitPktCount(1044)=[UINT32];InitByteCount(1046)=[UINT32];R

ks

S plyPktCount(1045)=[UINT32];RplyByteCount(1047)=[UINT32];RcvVPNInstance(1042)=[
STRING];SndVPNInstance(1043)=[STRING];RcvDSLiteTunnelPeer(1040)=[STRING];S
ndDSLiteTunnelPeer(1041)=[STRING];BeginTime_e(1013)=[STRING];EndTime_e(1014
)=[STRING];Event(1048)=([UNIT16])[STRING];
. MERNATSEIN 2 KX ZHE

FiAA NAT 2 15 e i 2 g N A% 1% H &
NAT 21 U B B [A) 1 38 G B BB 2 081 H &

ALFR IS 7

65.13 NAT_INSTANCE_SERVER_INVALID

The NAT server with Easy IP is invalid because its global settings conflict with that of

== o
S another NAT server in the same instance.
HEFR 4
245 NAT/4/NAT_INSTANCE_SERVER_INVALID: The NAT server with Easy IP is invalid
because its global settings conflict with that of another NAT server in the same instance.
i Easy IPJ7 UKINATHR 55 2L B AR, 24 5] — NSl N 7778 H A NAT R 55 253 e B AR 6 25 A
“ FIFIAMRAE B, AR 2% H &
ShEmgEY [l — AN SE R RCE INATAR 55 4% LRSI L ARt ik A AN X Sy 115 £ 2545 06 200 ME— )

T SO 2 S A1 FONAT e 55 25 1 B

65.14 NAT_RESOURCE_MEMORY_WARNING

HERNE Insufficient memory to alloc nat resource pool.

SHIRRE 7

HEFR 4

45 NAT/4/NAT_RESOURCE_MEMORY_WARNING:Insufficient memory to alloc nat
resource pool.

HE5ER WAFAS RIS BN EHEIMBE D) #e BICOMBE N 22 k%1% H &

ALFRIEIY 7
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65.15 NAT_SERVER_INVALID

The NAT server with Easy IP is invalid because its global settings conflict with that of

== PN

RasmE another NAT server on this interface.

HEFR 4

45 NAT/4/NAT_SERVER_INVALID: The NAT server with Easy IP is invalid because its global

settings conflict with that of another NAT server on this interface.

£ Easy IP75 SUINATIR 55 2% He B A2 0N R IR — A2 1R A7 A2 HABNATR 55 45 e B B 65 A0
- FAMRE R, Wk iZHE

QhEEEEY [ —/NME 0 T ECE FINATAR 528, s 28T L AR kb F0 40 I ity 15 1) 20 6 06 20002 ME— 1) o

THIE UM R 1 INAT R 55 4% e &
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65.16 NAT_SERVICE_CARD_RECOVER_FAILURE

Tt

Failed to recover the configuration of binding the service card on slot [UINT16] to interface
[STRING], because [STRING].

175 -

Failed to recover the configuration of binding the service card on chassis [UINT16] slot
[UINT16] to interface [STRING], because [STRING].

B —:

$1: slotdm’s

$2: #HLOLK

$3: Fi e O W45 e B K5 R IR R

e NAT addresses already bound to another service card: NAT Hiht CL445 52 2 HAtlk
%

e NAT service is not supported on this service card: 5 E NV ZHRA I NAT V5%
e the hardware resources are not enough: fififh & A 2

e unknown error: RHNFEIRE

A

$1: chassiséi 5

$2: slotéi s

$3: #HLOLK

$4: F8EH 46 5E Mk 55 BT Bk B 5 I S5 A

e NAT addresses already bound to another service card: NAT Hiht £ 2 4% & 2 H At
B

e NAT service is not supported on this service card: 15 EN SR A L H NAT A%

the hardware resources are not enough: FHEZEEA 2

e unknown error: AN 1R

HEFR

4

241

NAT/4/NAT_SERVICE_CARD_RECOVER_FAILURE: Failed to recover the configuration
of binding the service card on slot 3 to interface GigabitEthernet1/2/0/2, because NAT
service is not supported on this service card.

FiAA

PR 11 G5 b 55 W BB 2R I i A 1% H i

S(SLEEM

o WRIEIR NAT Huli &858 B oAb &4, fE A display nat all fE&RCE, I
A6 4T B 468 31 A [ 4 PR e P4 10 498 5 A [0 B L S5

o WUERIEIRMLASRASIRF NAT b5 SRR BRIEAS R B RENET R, EHEE S5 R A A

i)
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65.17 NAT444 _SYSLOG

HEAZRE All port block resources ran out in address group [UINT 16].

SRIERE $1: HhhkZH 4 HK

HEFR 6

245 NAT/6/ NAT444_SYSLOG: All port block resources ran out in address group 1.
H&LLEA ik 2H A o 1 B BESRR R I 2 AR 1% H S

AbFRIEIY 7

65.18 PORT_USAGE_ALARM

Port usage reaches [STRING]%; SrcIPAddr=[IPADDR]; VPNInstance=[STRING];

S NATIPAddr=[IPADDR]; ConnectCount=[UINT16].
$1: HALL
$2: JRIPHLAE

SRR $3: JEVPNATEK

$4: F)a rIIRIPHnE
$5: ArBcu 14

HEZFR 6

NAT/6/PORT_USAGE_ALARM: Port usage reaches 40%; SrclPAddr=1.1.1.211;

# VPNInstance=-; NATIPAddr=16.1.1.198; ConnectCount=40.
BINAT S e A 2K T8l @il 4 nat log port-block port-usage
i AR thresholdit & (5 ZLRME, HPATH U 7 A ghESHbE R i =0
Connection-Dependent Mappingitt, 742 ki%i%H &
IR T
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65.19 PORTBLOCK_ALARM

A=mE Address group [UINT16]; total port blocks [UINT16]; active port blocks [UINT16]; usage
mE over [UINT16]%.
$1: HhhkZH 44 FK
P $2: iy PR AL
i $3: ST M5 IO
$4: S 1P T2
HEEFR 6
2645 NAT/6/PORTBLOCK_ALARM: Address group 3; total port blocks 16575; active port blocks
6630; usage over 40%.
34 B NAT: TR 4 oK T 8% T@id fr4nat log port-block usage thresholdft
~ B N 4 R %
AbFRIEIY 7

65.20 PORTBLOCKGRP_MEMORY_WARNING

AR Insufficient memory caused by excessive public addresses in port block group [UINT16].
mNE Please reconfigure the public address space.
YRR $1: NATIf DA g
BAEFR 4
NAT/4/PORTBLOCKGRP_MEMORY_WARNING: Insufficient memory caused by
2551 excessive public addresses in port block group 1. Please reconfigure the public address
space.
A= ULEA Uity 1 HRZE A TC B 2 P S bk i 53 R B ESE R OR, B EA R, 2 kIEIZH &
I DR T S /N P e W A e L W e |

60 o

A 43 ND Bt i H S5 2
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66.1 ND_CONFLICT

66.2

HEAZRE [STRING] is inconsistent.
$1: MCERM
e M_FLAG: #EFHIBLRACE brEAL
e O_FLAG: HAthfEERCEArEAL
e CUR_HOP_LIMIT: Bk¥BR ]
SHER e REACHABLE TIME: {R#F&JE AT RS I 7]
e NSINTERVAL: 2/EiERH B IR
o MTU: KAFEEHHT MTU
e PREFIX VALID TIME: 7414 2475 i 18]
e PREFIX PREFERRED TIME: Hi%{H] T JoRas bk e B 00128 50 4735 1 [A]
HEFR 6
245 ND/6/ND_CONFLICT: PREFIX VALID TIME is inconsistent.
H&iEA BHEWR—ANHEHEEHE, SHSABEEEZE R ER
AEBEIN T I CRAIE B #5540 6 e 28 L (e B — 5K
ND DUPADDR
HEAZRE Duplicate address: [STRING] on the interface [STRING].
" $1: K KIPVE L
SHER $2: ZOAHK
HEFR 6
245 ND/6/ND_DUPADDR: Duplicate address: 33::8 on interface Vlan-interface9.
H&iEA SrECLh iz O bk OV 28 ot LA 15 %1
ALTREZIY G e/ IPve ik
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66.3 ND_HOST IP_CONFLICT

66.4

66.5

The host [STRING] connected to interface [STRING] cannot communicate correctly,

== PN

H&R& because it uses the same IPv6 address as the host connected to interface [STRING].
$1: |PV6ﬂiliJJ:

SHER $2: 4
$3: L4

HEFR 4
ND/4/ND_HOST_IP_CONFLICT: The host 2::2 connected to interface

245 GigabitEthernet1/2/0/1 cannot communicate correctly, because it uses the same IPv6
address as the host connected to interface GigabitEthernet1/2/0/1.

H&iHEA SYECLh 12 Ok OV 28 ot LA 15 %1

ALFRIEIY GRHC—/METIIPVe L . WSRAE, T EMOTZ LN L

ND_MAC_CHECK
AxlE Packet received on interface [STRING] was dropped because source MAC [STRING]
mNeE was inconsistent with link-layer address [STRING].

$1: FINDIR 4% A4
SHRR $2: NDHRICHAJIEMACH! L

$3: NDRICHIEERZIRMACHEHE
HEFR 6

ND/6/ND_MAC_CHECK: Packet received on interface Ethernet2/0/2 was dropped
25 because source MAC 0002-0002-0001 was inconsistent with link-layer address

0002-0002-0002.

ipv6 nd mac-check enablefir & HKAE M K% EIT R NDBMGER SCIRMACH)E—
335 B BRI Re . fEMKTITEBIIRESS , 2 B IND PR SGR SCREAT R AT, A RND B SR
“ SC AR IR MACHb b R % i 2 156 0t ik o (O MAC B R[], U 25 3924050 #5458 i pv6

nd check log enablef4KJFJEANDH E(EEDIRE, <A MHXMIoglE i
ALFRIEIY A B 6 2 IRMAC KT I ML A idib

ND_MAXNUM_DEV

HERAE The number of dynamic neighbor entries for the device has reached the maximum.
SRR ¥

BEFER 6

2551 The number of dynamic neighbor entries for the device has reached the maximum.
H&iEA BB NS RIS BB LR KE, TR HE

ALFR IS 7
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66.6 ND_MAXNUM_IF

66.7

66.8

The number of dynamic neighbor entries on interface [STRING] has reached the

R&n® maximum.

SHIRR $1: 4

HEFR 6

45 The number of dynamic neighbor entries on interface GigabitEthernet1/2/0/1 has
reached the maximum.

H&iEA P ORI B AR RV BB IR R R E, TENZiR R H &

ALFR IS 7

ND RAGUARD DROP
A=z Dropped RA messages with the source IPv6 address [STRING] on interface [STRING].
mE [STRING] messages dropped in total on the interface.
$1: B EFHRSCAYIRIPVE L
SHIRR $2: TFAROCI G H
$3: Xl 1 2 E T RO RS
BAEFR 4
ND/6/ND_RAGUARD_DROP: Dropped RA messages with the source IPv6 address
245 FEB80::20 on interface GigabitEthernet1/2/0/1. 20 RA messages dropped in total on the
interface.
EifER RA Guardkr il B By, ZFAH R MIROIFRR HEE R
ALFRIEIY R B R IER IR & R T AE

ND_SET _PORT TRUST NORESOURCE
HEARZRE Not enough resources to complete the operation.

SRR ¥

HEFR 6

2645 mzlg:)’\el%_ti?)ﬁT_PoRT_TRUST_NORESOURCE: Not enough resources to complete
H&15 A R RN R, Js R SR B B AN A

ALFRIEIY B Rl B, T R
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66.9 ND_SET_VLAN_REDIRECT_NORESOURCE

HEAZRE Not enough resources to complete the operation.
BHEFR 6
. ND/6/ND_VLAN_REDIRECT_NORESOURCE: Not enough resources to complete the
245 o .
peration.
HiER TARVLANE M, 5 R 2 3K BN ZH A 2
IR RO & IR TR, EH TR

67 NETCONF H#E

A4 NETCONF B th i) H 45 8
67.1 CLI
AxlE User ([STRING], [STRING][STRING]) performed an CLI operation: [STRING] operation
mNE result=[STRING][STRING]

$1: HPABHPLER
o WREMFMHEH Scheme FEF k%, ZEANHA 4
o WM EHICUGES Password 77 B Rk, ZE AL, filln vTY
$2: HI PP ;- 2SR T KA
o /il Telnet 5% SSH &R BN, 1% BURE M- (9 1P Mkt

SHmR e JHlid Console B AUX B BT, % BUILE A 2 R R ARX S 1

41 CONO

$3: NETCONF&EMSS (WebFIRESTIUIZSA £:1% ik 7B
$4: NETCONFi# R i fimessage-id (WebfRESTulZSR & itk 7 ED)
$5: CLIFIHAT TS, Bl ASucceeded; CLIKIHATRIML, HU{E AFailed
$6: CLIFAT MO i (KT (AN 2500 2 5 BR] P 4 0 S s A48 B

BEER 6

45 XMLSOAP/6/CLI: -MDC=1; User (test, 169.254.5.222, session ID=1) performed an CLI
operation:message ID=101, operation result=Succeeded.

EiER CLITCE AT e IG, Hinth CLITHAT 45 2%
IR T
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67.2 EDIT-CONFIG

User ([STRING], 